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1. Overall Description:

It has come to the attention of CT1 that in RAN#64, RAN5 CR 36.523-3CR#2030 had been approved and is now in the latest version of 36.523-3.
This 36.523-3CR#2030, changed the sending of the ATTACH REJECT with reject cause #25 from integrity protected and ciphered to just integrity protected (without ciphering). With this, CT1 believes that RAN5 expects the UE to accept the ATTACH REJECT with reject cause #25 when it is integrity protected but not ciphered.

CT1 would like to point out to RAN5 that this expectation of UE behaviour brought on by 36.523CR#2030 is incorrect. According to 24.301 subclause 4.4.4.2, Integrity checking of NAS signalling messages in the UE, if the MME wants to send an ATTACH REJECT, TRACKING AREA UPDATE REJECT, or SERVICE REJECT message with EMM cause #25, it needs to establish the secure exchange of NAS messages.
Then further, according to 24.301, subclause 4.4.2.3, this implies that the MME sends the NAS message integrity protected and ciphered with the current EPS security context (possibly after taking the EPS security context into use by initiating a security mode control procedure). The ciphering algorithm can be the "null ciphering algorithm" EEA0 if the operator configures the network to operate without ciphering, but in any case the security header of the Security protected NAS message will be set to "Integrity protected and ciphered". 
In addition please note that in 24.301 subclause 4.4.5, Ciphering of NAS signalling messages, there is the following specification text: 

"… When operation of the network without ciphering is configured, the MME shall indicate the use of "null ciphering algorithm" EEA0 (see subclause 9.9.3.23) in the current security context for all UEs. For setting the security header type in outbound NAS messages, the UE and the MME shall apply the same rules irrespective of whether the "null ciphering algorithm" or any other ciphering algorithm is indicated in the security context.")

Thus CT1 would request RAN5 to reverse what has been changed in 36.523-3CR#2030.
CT1 would like to further point out that this behaviour of having integrity protect and ciphering of NAS messages once there is a NAS security context is been in place from the beginning of SAE inRel-8.

2. Actions:

To RAN5.

ACTION: 

CT1 kindly ask RAN5 to take note of the information above and provide the necessary CR to correctthe error in the indicated text case.
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