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1. Introduction
This document introduces 3 different ways to carry token in SIP over WebSockets message in W2 interface. The pros and cons of these methods are also listed to help CT1 make decision.
2. Reason for Discussion
As specified in SA2 and SA3 document, in scenario 2 and scenario 3, WIC needs to include the token information in SIP Register message sent to eP-CSCF. But until now, there is no definition in RFC 3261 and 3GPP TS 24.229 about how to carry token in SIP message.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to discuss in CT1 #88 meeting.
1
Backgrounds
1.1
SA2 definition

WebRTC SA2 document TS 23.228 defines two web authentication based IMS registration scenarios which are described as,
· WIC registration of individual Public User Identity based on web authentication, and

-
WIC registration of individual Public User Identity from a pool of Public User Identities.

Both in this two registration scenarios, WIC has to transmit the token, which is issued by WAF and provided to WIC via WWSF, to eP-CSCF. 
1.2
SA3 definition

OAuth is a widely used web authentication method and is used by SA3 as an example to illustrate the web authentication and IMS registration procedure. 

About the transmission of token from WIC to eP-CSCF over W2 interface, SA3 document specifes that "The WebRTC IMS Client sends a REGISTER request. The REGISTER request includes an authorization token, which the WebRTC IMS Client has previously obtained."
There are several token types can be used in web authentication procedure, for example Json web token, bearer token and MAC token. SA3 has not specified the mandatory token type, in other words either token type can be used depending on specific implementations. In this discussion paper, we just use bearer token as an example which is most widely used and simple to implement.
1.3
Related IETF definition

There are following related RFCs published by IETF, which define the usage of token in OAuth procedure.
	RFC 6749 
	The OAuth 2.0 Authorization Framework

	RFC 6750
	The OAuth 2.0 Authorization Framework: Bearer Token Usage


RFC 7118 also mentions how to include token when SIP over WebSocket(s) is used.
Recently, a new personal draft [draft-yusef-sipcore-sip-oauth-00] defines an authorization framework for SIP that is based on the OAuth 2.0 framework.

1.3
Purpose of this document

Since SIP over WebSocket is selected as an information signal model in SA2, SA3 and CT1, SIP REGISTER message needs to carry the token related information. But until now, there is no definition in RFC 3261 and 3GPP TS 24.229 about how to carry token in SIP messages. This document introduces 3 different ways to carry token in SIP over WebSockets message, which are defined or mentioned in several RFCs. The main purpose of this document is not to offer a solution but to stimulate discussions on this topic and try to find a way to solve this problem.
2
Solutions and comparison

2.1
Authorization Header Field
a) RFC 6750 defines how to sending the access token in the "Authorization" request header field when HTTP/1.1 is used.
Clients SHOULD make authenticated requests with a bearer token using the "Authorization" request header field with the "Bearer" HTTP authorization scheme. Resource servers MUST support this method.
For example:

     GET /resource HTTP/1.1

     Host: server.example.com

     Authorization: Bearer mF_9.B5f-4.1JqM
b) [draft-yusef-sipcore-sip-oauth-00] defines how to sending the access token in SIP "Authorization" header field as below.
When the UA wants to send any request to the proxy, it MUST include the Authorization header and use the Bearer scheme to carry the access token, and the proof-of-possession of the master-key. For example:

     Authorization: Bearer token=<some-token>, pop=<some-proof>

c) SA3 document states that,
3. REGISTER request (WebRTC IMS Client to Trusted Node)

3.1 General: 

An example realisation of this step is as follows: 

The WebRTC IMS Client sends a REGISTER request. The REGISTER request includes an authorization token, which the WebRTC IMS Client has previously obtained.  

Example of OAuth 2.0: 

In addition to 3.1, the Authorization header in the REGISTER request includes the OAuth 2.0 access token obtained in step 1. The access token is of the so called "bearer" token type; see RFC 6750 [X2].

NOTE 6:
OAuth bearer tokens can be used with signalling protocols that supports the Authorization header defined in RFC 2617 [13], for example SIP and HTTP.

2.2
Form-Encoded Body Parameter
RFC 6750 defines how to send the access token in the HTTP request entity-body. There are several preconditions to use this method, especially that it "SHOULD NOT be used except in application contexts where participating browsers do not have access to the "Authorization" request header field".
For example, the client makes the following HTTP request using transport-layer security:

     POST /resource HTTP/1.1

     Host: server.example.com

     Content-Type: application/x-www-form-urlencoded

     access_token=mF_9.B5f-4.1JqM
2.3
URI Query Parameter
RFC 6750 also defines how to send the access token in URI Query Parameter.

For example:

    https://server.example.com/resource?access_token=mF_9.B5f-4.1JqM&p=q
RFC 6750 emphasizes that it SHOULD NOT be used unless it is impossible to transport the access token in the "Authorization" request header field or the HTTP request entity-body. its use is not recommended, due to its security deficiencies.
In the appendix A of RFC 7118, URI Query Parameter is refered as an example to transmit the token in web authentication procedure.

The web application adds the SIP identity and session token as URL query parameters in the WebSocket handshake request and attempts the connection.
3
Proposal
According to subclause 2 of this document, we can find that using Authorization header to transmit token is the most recommended method. But the syntax of token related information included in SIP authorization header is not well defined yet. Before a formal SIP web authentication RFC is published, CT1 could either refer to the definition in RFC 6750, or wait for a normal RFC is published in IETF which defines how to include the token in SIP Authorization header field and push SA3 to keep alignment with CT1.
