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1. Overall Description

RAN5 asked for guidance about how a UE should populate the parameters in a new Security-Client header field within a REGISTER request sent in response to a synchronisation failure detected in the UE, i.e. a failure resulting from the sequence number SQN received in the 401 Unauthorized response sent by the network being out of range. More specifically, RAN5 asked “if any additional initial REGISTER attempt needs to change the security association and, by that, to bring new values for spi-s, spi-c, and port-c, or, as an alternative, if the UE can bring the same values again.” [Note that TS 33.203 names these parameters spi_uc, spi_us, port_uc.]
RAN5 also quoted in their LS the following text from TS 24.229, section 5.1.1.5.3. Quote: “populate a new Security-Client header field within the REGISTER request and associated contact address, set to specify the security mechanism it supports, the IPsec layer algorithms for integrity and confidentiality protection it supports and the parameters needed for the new security association setup”.

SA3 would like to respond as follows: 

1. New values for spi_uc, spi_us and port_uc are needed within an additional initial REGISTER request sent in response to a synchronisation failure detected in the UE.

2. Existing P-CSCFs that are perfectly compliant with current specifications are allowed to reject a REGISTER request that re-uses previously used parameters. So, allowing the UE to send the same parameters once more may lead to procedure failures.
3. The UE behaviour is the same in this respect no matter whether the synchronisation failure occured as part of an authentication in an initial registration (UE not registered yet) or of an authenticated re-registration.
4. The authentication message flow for the synchronisation failure case is shown in TS 33.203, clause 6.1.3. This message flows applies to both initial registration and authenticated re-registration, and irrespective of whether the messages are sent protected by a previously established security association or not.

5. There was some discussion about what the formulation “additional initial REGISTER attempt” meant. SA3 understood that the “additional initial REGISTER attempt” referred to message SM7 in Figure 6 of TS 33.203, clause 6.1.3. If this understanding was not correct SA3 would appreciate further explanation from RAN5.
6. SA3 noted that TS 34.229-1 test case 9.2 ‘Invalid Behaviour – SQN out of range’ only mentions initial REGISTER requests, but TS 24.229, clause clause 5.1.1.5, referenced in TS 34.229-1 test case 9.2, mentions both cases, authentication in initial registration and authenticated re-registration. SA3 further noted that RAN5 also cited TS 33.203, clause 7.4 in their LS, which is about authenticated re-registrations. So RAN5 seems to have attributed importance also to the re-registration case for answering their question. 

7. SA3 agrees that it would be useful to have an explicit answer to RAN5’s question in a specification. It remains to be decided whether the best place for such a clarification would be TS 33.203 or TS 24.229. CT1 is therefore cc’ed to this LS.

The following bullets provide further justification for response 1 above: 


· In the REGISTER sent by the UE in SM1 (message numbering as in TS 33.203, clauses 6.1 and 7.2), the UE includes spi_uc, spi_us, port_uc and port_us.

· The P-CSCF temporarily stores these parameters upon reception. Upon receipt of SM4, the P-CSCF adds the keys IKIM and CKIM received from the S-CSCF to the temporarily stored parameters, and selects spi_pc, spi_ps, port_pc and port_ps. The P CSCF then established two new pairs of security associations (SAs) in the local security association database. It then forwards SM6 carrying the 401 message to the UE unprotected. 

· But the new IMS AKA authentication started in SM1 is still marked as incomplete (because the authentication response from the UE is still missing).
· In the successful registration case, the UE responds with SM7 containing the correct authentication response protected by the new SAs, the P-CSCF considers the authentication complete and removes the old SAs (if any).

· In failure cases, the UE does not establish any new SAs and responds with an SM7 containing a new REGISTER with a new Security-Client header. This SM7 may then be unprotected.

· For the case of synchronisation failure, the ensuing message flow is shown in TS 33.203, clause 6.1.3, Figure 6.  When the P-CSCF receives SM11 with the new Authentication Challenge it creates new SAs in the same way as described in the third bullet above, it deletes the SAs relating to the previous authentication run also created according to the third bullet. 

· But, unfortunately, TS 33.203 is not explicit about the order in which SAs from a previous authentication are deleted and new SAs from a new authentication run are created. As the cases of initial registrations and re-registrations are handled in the same way, SA3 found it useful to look into the case of re-registrations, for which more information is available in TS 33.203. For re-registrations, you find in 33.203, clause 7.4.2a:

“A successful authentication proceeds in the following steps:
· The P‑CSCF receives the SM1 message. If SM1 is protected, it shall be protected with the old inbound SA.

· The P‑CSCF forwards the message containing the challenge (SM6) to the UE. This shall be protected with the old outbound SA, if SM1 was protected and unprotected otherwise.

· The P‑CSCF then creates the new SAs, which are derived according to clause 7.1. The expiry time of the new SAs shall be set to allow enough time to complete the registration procedure. The registration SAs shall be deleted if they exist.”

[A registration SA is an SA relating to an incomplete authentication, cf. TS 33.203, clause 7.4.]

· So, the spec would allow that the P-CSCF first creates the new SAs and only then deletes the registration SAs. But then we would have a problem in the SA database if the same parameters spi_uc, spi_us, port_uc were used for registration SAs and new SAs, and P-CSCF implementations compatible with the current TS 33.203 would possibly reject the new REGISTER message (SM7) sent by the UE. 

· This possibility of first creating the new SAs and only then deleting the registration SAs is assumed in TS 33.203, clause 7.1, where it is stated 

“NOTE 13:            According to clause 7.4 on SA handling, at most six SAs per direction per registered contact may exist at a P‑CSCF for one IMPI at any one time.” 
These six SAs would be two SA pairs each for old, registration, and new SAs.

· The text quoted from TS 24.229 also provides a hint how to answer RAN5’s question whether “any additional initial REGISTER attempt needs to change the security association” as the text from TS 24.229 speaks of “the new security association setup”. 

2. Actions:

To RAN5:

Take the above information into account and get back to SA3 if further information is desired.  
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