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1
Background
Over the past two meetings the ability to provide the AS with information on which registration is used for originating or terminating calls have been discussed. This discussion paper gives an overview of the proposed mechanisms and discusses impacts and compatibility aspects.

2
Overview of mechanisms

2.1
Ericsson mechanism
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During registration the instance-ID (including IMEI) is included as today. In addition the S-CSCF includes a Feature-Caps header field indicating support for the mechanism to use a token to identify the used registration. This feature-capability indicator takes a value that can be used to identify the registration. The AS stores this value along with the registration data.

During call set-up, the S-CSCF includes the Feature-Caps header field with the feature-capability indicator set to the same value as during the regstration in the INVITE request for originating calls and in the 200 OK responses for terminating calls. The AS identifies the registration based on the value of the feature-caps header field.

2.2
Blackberry mechanism
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During registration the instance-ID (including IMEI) is included as today. In addition the S-CSCF includes a Reg-ID SIP URI parameter in the Service-Route header field. The AS stores this value along with the registration data.

During call set-up, the S-CSCF includes the Reg-ID value in a SIP URI parameter in a Route header field in the entry representing the S-CSCF for originating calls. For terminating calls the Reg-ID is included as a Via header field parameter. The AS identifies the registration based on this value.

2.3
Orange mechanism
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During registration the IMEI is provided to the AS, along with a hashed instance-ID. The UE is then required to include the hashed instance-ID in all INVITE requests and in responses. The AS can then use the hashed Instance-ID to correlate to the IMEI.

3
Discussion

3.1
Solving the problem

3.1.1
Ericsson and Blackberry proposal

As soon as the network supports the functionality, the IMEI is provided to the AS for all UEs.

3.1.2
Orange proposal

Requires UE support. So the solution will only work for those UEs that have implemented the functionality.

3.2
Privacy

3.2.1
Ericsson and Blackberry proposal

There are no privacy impacts as this is a network internal function and the information is removed before it leaves the network of the served user. Also, the additional information used is not revealing the identity, it is only a token identifying which registration the user is using.

3.2.3
Orange proposal

There is a privacy issue as the instance-ID is a hashed value of the IMEI. As it is a permanent value a recipient can save it and use it for later calls to identify the user. Hence the instance-ID needs to be removed if privacy is requested. According to RFC 3323 the function of a "privacy service" in the network is to "supply privacy functions for SIP messages that cannot be provided by user agents themselves". So a UE wishing privacy shall not send the instance-ID and hence the mechanism does not work if the UE requests privacy. The applicable privacy value is "user", and that is not sent by the UE.

3.3
Backwards compatibility

3.3.1
Ericsson and Blackberry proposal

There are no specific backwards compatibility issues. UEs follow the same procedures as today, and for the network the optional support does not cause any backwards compatibility issues. If the AS only supports the mechanism, nothing happens, and if the S-CSCF only supports the mechanism then the AS will ignore the unknown parameters.

3.3.2
Orange

All UEs need to change their behaviour in rel-12 as the format of the instance-ID is changed, and that it needs to include the IMEI during registration. Further it is new behaviour to include the instance-ID in the INVITE and 200 OK messages. 

The inclusion of the instance-ID also causes backwards compatibility issues as the information needs to be removed. As there is no procedure to do so in current specifications a release 11 or older network will not automatically remove the instance-ID.

3.4
Third party AS

3.4.1
Ericsson proposal

The feature-capability indicator will always be sent to the third party AS regardless if it is in a trusted or untrusted, as the Feature-Caps header field is only removed on incoming requests according to TS 24.229.
3.4.2
Blackberry proposal

The AS would receive the instance-ID in a third party register request. The Route header field, and the Via header field may be removed if topology hiding is applied and hence the mechanism does not work in this case.

3.4.3
Orange proposal

The mechanism can work, provided that the ISC gateway function does not replace the Contact header field. This puts requirements on the IMS-ALG and SIP screening functions.

4
Conclusion

The Ericsson proposal works in all the scenarios described in this document. The Blackberry proposal is similar but is limited regarding third party ASes. The Orange proposal is limited to rel-12 UEs, and has privacy issues that seem hard to overcome. Even if the privacy issues are solved for rel-12, old networks would still have these issues.
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