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1. Introduction
The W2 interface specification between the UE and the eP-CSCF.
2. Reason for Change
According to the SIP/SDP enhancements specified in 3GPP TS 24.229, specify the W2 interface.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.371.
* * * Next Change * * * *
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4
Overview of WebRTC access to IMS

Editor's note: This clause introduces the solution of WebRTC clients to access IMS.

4.1
General

The RTCWEB group in the IETF and the WEBRTC group in W3C are specifying a browser based client to support communication services. 
There are a number of proprietary implementations that provide direct interactive rich communication using audio, video, collaboration, games, etc. between two peers' web-browsers. These are not interoperable, as they require non-standard extensions or plugins to work. There is a desire to standardize the basis for such communication so that interoperable communication can be established between any compatible browsers. The goal is to enable innovation on top of a set of basic components. One core component is to enable real-time media like audio and video, a second is to enable data transfer directly between clients. 
In order for WebRTC client to have access to 3GPP IMS, interoperability between IMS and the WebRTC client is needed. Therefore, IMS enhancements are needed to support this interoperability.
This protocol allows for the delivery of consistent IMS services to the user regardless of the attached access type. This includes enabling IMS customers to use a web browser to access their services and communicate with another IMS client or WebRTC client. After a simple log in the user can place and receive calls in the same way as when using normal mobile phone or IMS SIP client.
* * * Next Change * * * *

5
Functional entities
Editor's note: This clause introduces the functional entities for the WebRTC clients to access IMS.

5.2
WIC (WebRTC IMS Client)
A WebRTC IMS Client establishing the service control signalling path over W2 interface, that is compliant with this specification shall implement the role of WebRTC IMS client capabilities defined in subclause 6.2, subclause 7.2 and subclause 8.2.
5.3
WWSF (WebRTC Web Server Function)
The WebRTC Web Server Function (WWSF) is the initial point of contact in the Web that controls access to the IMS communications services for the user. The W1 interface between WebRTC client and the WWSF is not specified in this protocol, but in order to allowing the WebRTC client to access to IMS, the WWSF shall implement the functions defined in subclause 6.3, subclause 7.3 and subclause 8.3.
5.4
eP-CSCF (P-CSCF enhanced for WebRTC)
Where the P-CSCF is supporting W2 interface, the P-CSCF is enhanced for WebRTC and is so called eP-CSCF. The eP-CSCF shall provide the P-CSCF role as defined in Annex A of 3GPP TS 24.229 [3], with the exceptions and additional capabilities as described in subclauses 6.4, subclauses 7.4 and subclauses 8.4.
* * * Next Change * * * *

6
Registration and authentication

Editor's note: This clause specifies procedures that are related to registration and authentication.
6.1
General
This clause specifies procedures that are related to registration in the IM CN subsystem that are required for support of WebRTC. Subclause A.3 gives examples of signalling flows for registration.
6.2
WIC (WebRTC IMS Client)
6.2.1
WIC registration of individual Public User Identity using IMS authentication
In this scenario, the WebRTC user has a subscription with an individual Public User Identity and uses an IMS authentication mechanism (e.g. IMS Authentication) to authenticate with IMS. The WIC obtains information needed for IMS registration (e.g. Private User Identity and Public User Identity) via unspecified means. For example, some of this information might be stored in cookies or local browser storage after visiting a secure web site provided by the IMS operator.
Prior to performing registration, the WebRTC user first accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. WIC is downloaded and initialized from the WWSF to the browser. 
The WIC opens a WSS (secure Web Socket) connection to the eP-CSCF. Standard cross-origin resource sharing procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF. 
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/). The protection mechanism works under the assumption that the browser is not under the attacker's control, which means that the contents of the Origin header can be trusted.
Note:
The discovery of eP-CSCF is not specified in this specification. It is all depends on the implementation, for example the IP address of eP-CSCF may be contained in the JS downloaded from WWSF, or be forwarded to WIC after WWSF has authenticate the user’s web identity, or be obtained by WIC through other discovery method.

The WIC sends a SIP REGISTER request to the eP-CSCF via the WSS connection. The SIP REGISTER request should be generated as described in 3GPP TS 24.229 subclause 5.1.1.2.4.
On receiving the SIP 200 (OK) response to the SIP REGISTER request, the WIC shall additionally:

a)
set the TLS session lifetime to the longest of either the previously existing TLS session lifetime (if available), or the lifetime of the just completed registration plus 30 seconds.

The WIC shall support TLS ciphersuites as described in 3GPP TS 33.203 [x1]. The TLS session lifetime is determined by local configuration of the WIC.

For SIP digest with TLS, the WIC associates a protected server port with the TLS session port on the WIC.

On receiving a SIP 401 (Unauthorized) response to the SIP REGISTER request, the WIC shall perform the UE procedure defined in 3GPP TS 24.229[3] subclause 5.1.1.5.6.

6.2.2
WIC registration of individual Public User Identity based on web authentication
In this scenario the user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with WWSF. The WWSF assigns IMS identities to the user (e.g. based on the user's web identity via database lookup or other translation means).
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. Then, the WWSF authenticate the user via web credentials, i.e. credentials as commonly used for access to web based services, for example a username and password. If the user identity is verified valid by WWSF, the WIC achieves authorization token from the WWSF in the authentication procedure.

The WIC initiates the establishment of a TLS connection towards the eP-CSCF. The eP-CSCF presents a certificate from a CA in the browser’s key store with its public key in the respective TLS handshake. The WIC authenticates the eP-CSCF based on this certificate.

The WebRTC IMS Client sends a SIP REGISTER request. The Authorization header includes authorization information, e.g. an OAuth 2.0 access token which the WebRTC IMS Client has previously obtained. A so called "bearer" token may be used, which is described in IETF RFC 6750 [x2].
After the eP-CSCF validates the authorization information provided by the WIC and the registration procedure is completed in IMS core, the eP-CSCF forwards the SIP 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
6.2.3
WIC registration of individual Public User Identity from a pool of Public User Identities
In this scenario, the procedure at the WIC is the same with the procedure described in subclause 6.2.2, with the exception that the WWSF may decide not to authenticate the user. Unauthenticated users are anonymous to the third party but may still be authorized for IMS service.
6.3
WWSF (WebRTC Web Server Function)
6.3.1
WIC registration of individual Public User Identity using IMS authentication
In this scenario, the TLS connection between the WIC and the WWSF provides one-way authentication of the server based on the server certificate. The WWSF pushes WebRTC JS to the WIC and redirect the WIC to the eP-CSCF. 

6.3.2
WIC registration of individual Public User Identity using web credentials
In this scenario, the TLS connection between the WIC and the WWSF provides one-way authentication of the server based on the server certificate. The WWSF pushes WebRTC JS to theWIC, authenticate WebRTC user’s web credentials and then issues a token to the WIC. The authentication and token issuance process may be implemented associated with the WAF..

It is assumed that the WWSF or the WAF maintains the mapping between a user's web identity and IMPI/IMPU.
6.3.3
WIC registration of individual Public User Identity from a pool of Public User Identities
In this scenario it is assumed that the WWSF is provided with a pool of subscriptions with IMS and can assign individual Public User Identities within this pool. This assignment is temporary and the same IMPU (and IMPI) may be re-assigned to a different user when IMPU (and IMPI) is free and available for reuse. 

Before the WWSF assigns an IMPU (and IMPI) and issues an authorization token to a user, it may decide whether to authenticate the user’s web identity or not. If the user is unauthenticated, then the user is anonymous to the WWSF.
6.4
eP-CSCF (P-CSCF enhanced for WebRTC)
6.4.1
WIC registration of individual Public User Identity using IMS authentication
When the eP-CSCF receives register request from the WIC, it shall perform the P-CSCF procedure described in 3GPP TS 24.229 subclause 5.2.2.4.

6.4.2
WIC registration of individual Public User Identity using web credentials
In this scenario, upon receiving register request from the WIC, the eP-CSCF extracts the authorization information, e.g. an access token. If the authorization information is verified valid, the eP-CSCF obtains the associated authorization information, including the IMPI and IMPU of the associated user, the WWSF identity, and the authorization information scope. If the authorization information is not valid in any respect, the eP-CSCF declines the register request, closes the web socket and aborts the procedure.
Then, the eP-CSCF generates a TNA Authorization header and forwards the request to the S-CSCF (via the I-CSCF). The format of the TNA Authorization header is specified in 3GPP TS 23.292[x3] subclause 6.2, and contains, the user’s IMPI, an integrity-protected directive set to auth-done, and an empty response directive. Furthermore, the eP-CSCF includes the identity of the authorization entity if the authorization entity resides outside the IMS provider’s domain.
When the eP-CSCF receives SIP 200 (OK) response from the S-CSCF, it forwards the message to the WebRTC IMS Client indicating that Registration was successful.
6.4.3
WIC registration of individual Public User Identity from a pool of Public User Identities
In this scenario, the procedure of the eP-CSCF is the same as the procedure specified in subclause 6.4.2.
* * * Next Change * * * *

7
Call origination and termination
Editor's note: This clause specifies procedures that are related to call origination and termination.
7.1
General
This clause specifies procedures that are related to call origination and termination in the IM CN subsystem that are required for support of WebRTC. Subclause A.4 gives examples of signalling flows for call origination and termination.
It is assumed that before call origination and termination procedure, the WebSockets connection between the WIC and the eP-CSCF has already been established. All the call control signalling between the WIC and the eP-CSCF is transport over WebSockets.
7.2
WIC (WebRTC IMS Client)
7.2.1
Call origination

When the WIC originates a call, the WIC shall call the W3C method to generate SDP offer according to IETF JSEP document. Then WIC encapsulates the SDP into a SIP INVITE message and sends it to the eP-CSCF . The procedure of constructing an initial SIP INVITE message is the same as the procedure described in 3GPP TS 24.229[3] subclause 5.1.3.1.

When the WIC receives a SIP 1xx provisional response with SDP or a SIP 200 OK response with SDP from the eP-CSCF, the WIC should treat this response as an ANSWER message defined in JSEP and call corresponding W3C method to set remote SDP. This will result in the starting of media transmission.
When the WIC receives a SIP 1xx provisional response without SDP information from the eP-CSCF, this message should not trigger any media related W3C API operations in the WIC, and the WIC should regard it as a pure signalling indication, e.g. alert at remote user.

When receiving a SIP 18x provisional response with a P-Early-Media header field indicating authorized early media, as described in IETF RFC 5009 [x4], the WIC should regard this response as pranswer in JSEP mechanism and enter the Remote-Pranswer state, in which state the WIC waits for the final response to enter stable state.

After the ICE connectivity check is concluded, if the originating WIC performs as ICE controlling side, it shall sends an SIP REINVITE message to the eP-CSCF containing updated SDP offer indicating the final selected transport address.

Other processing of SIP messages in the WIC should keep in accordance with theUE procedures described in 3GPP TS 24.229 [3].

7.2.2
Call termination

When the WIC receives an incoming initial SIP INVITE requests, the WIC shall call the W3C method to generate SDP answer according to IETF JSEP document. Then the WIC encapsulates the SDP into a SIP 18x provisional response or SIP 200 OK message and sends it to the eP-CSCF . The procedure of SIP procedure is the same as the UE procedure described in 3GPP TS 24.229 [3].

In addition, after the ICE connectivity check is concluded, if the terminating side WIC performs as ICE controlling side, it shall sends an SIP REINVITE message to the eP-CSCF containing updated SDP offer indicating the final selected transport address.
7.3
WWSF (WebRTC Web Server Function)
The WWSF is not involved in call procedure described in this specification, except that in the scenario of using IMS subscription pool held by WWSF, when session is released, the WWSF should set the IMPU and IMPI free and avaible to assign to other web users.
7.4
eP-CSCF (P-CSCF enhanced for WebRTC)
7.4.1
Call origination

In this scenario, the procedure at the eP-CSCF should keep compliant with the P-CSCF procedure described in 3GPP TS 24.229 [3] subclause 5.2.7.2. In addition, the eP-CSCF should perform as B2BUA when processes WebRTC related SDP.

· When the originating side eP-CSCF receives an SDP offer from originating side WIC, it shall convert media description from DTLS-SRTP to RTP and remove DTLS-SRTP related attributes from SDP when it forwards offer message to the IMS core side. When originating side eP-CSCF receives SDP answer from IMS core side, it shall also convert RTP related media description to DTLS-SRTP in the answer message forwarded to originating side WIC. The procedure of the eP-CSCF associating with eIMS-AGW performing media interworking between DTLS-SRTP and RTP is specified in 3GPP TS 23.334[x5]. The DTLS-SRTP related SDP attributes include setup attribute defined in IETF RFC 4145 [x6] and certificate fingerprint attribute specified in IETF RFC 4572 [x7].

· The eP-CSCF shall perform full ICE procedure as specified in 3GPP TS 24.229 [3] subclause 6.7.2.7.2 and acts as a B2BUA as described in 3GPP TS 23.334[x5].
7.4.2
Call termination

In this scenario, the procedure at the eP-CSCF should keep compliant with the P-CSCF procedure described in 3GPP TS 24.229[3] subclause 5.2.7.3. In addition, the eP-CSCF should perform as B2BUA when processes WebRTC related SDP.

· When the terminating side eP-CSCF receives an SDP offer from IMS core, it shall convert media description from RTP to DTLS-SRTP when it forwards offer message to the terminating side WIC. When terminating side eP-CSCF receives SDP answer from WIC, it shall also convert DTLS-SRTP related media description to RTP in the answer message forwarded to IMS core. The procedure of the eP-CSCF associating with eIMS-AGW performing media interworking between DTLS-SRTP and RTP is specified in 3GPP TS 23.334[x5]. The DTLS-SRTP related SDP attributes include setup attribute defined in IETF RFC 4145 [x6] and certificate fingerprint attribute specified in IETF RFC 4572 [x7].

· The eP-CSCF shall perform full ICE procedure as specified in 3GPP TS 24.229[3] subclause 6.7.2.7.2 and acts as a B2BUA as described in 3GPP TS 23.334[x5].
* * * Next Change * * * *

8
Data channel open and close

Editor's note: This clause specifies procedures that are related to media handling (e.g. MSRP over data channel).

8.1
General
Data channel is specified in IETF for non-(S)RTP media data transport. This clause specifies the procedures of data channel open and close in the IM CN subsystem that are required for support of WebRTC. Subclause A.5 gives examples of signalling flows for data channel open and close.
The draft-ietf-rtcweb-data-channel [x8] provides an architectural overview of how the Stream Control Transmission Protocol (SCTP) is used in the WebRTC context, where SCTP over DTLS over UDP has been chosen to be the protocol strack of data channel.The draft-ietf-rtcweb-data-protocol [x9] specifies a simple in band protocol for establishing symmetric data channels between the data transport peers.
The draft-ietf-mmusic-sctp-sdp [x10] describes how to express media transport over SCTP in SDP and defines the "DTLS/SCTP" protocol identifiers for SDP. It also defines "a=sctpmap:"attribute that is used to map from a port number to a media encoding name that identifies the payload format transported by the association or the actual application protocol running on top of it. In addition, the use of the setup and connection attributes in the context of an SCTP association is identical to the use of these attributes in the context of a TCP connection. That is, SCTP endpoints shall follow the rules in section 4 and section 5 of IETF RFC 4145 [x6] when it comes to the use of the setup and connection attributes in offer/answer exchanges.
Editor's note: when data channels are used to transport other protocols, called sub protocol, e.g. MSRP, BFCP and T.140, how to negotiated the use of sub protocol on a data channel has not came to a conclusion in IETF, for example whether using in band or out of band negotiation procedure and the SDP parameters if out of band negotiation is used. So in this specification, we just describe how to establish a basic data channel, the use of sub protocol over data channel is not considered now.

Data channel is a transport tunnel for non-(S)RTP media. The SIP procedure of establishing a data channel can use either a SIP session update procedure by adding the data channel related SDP to the existing session SDP, or a new SIP session create procedure initiated by either side independent of the existing sessions. The SIP procedure follows the standard IMS procedures. This clause mainly specifies the handling of data channel related attributes enhanced in SDP.
8.2
WIC (WebRTC IMS Client)
When the WIC wants to establish data channel with the remote peer, it should calls for W3C API to initiate a data channel and the browser will generate the SDP offer. The initial SDP offer message negotiates the port and transport information for setting up the DTLS/SCTP association, via a separate SDP "m=" line together with an SDP sctpmap attribute that indicating the use of a data channel. The WIC encapsulate the SDP offer in SIP INVITE message and send it to the eP-CSCF.

When the WIC receives the remote SDP from SIP 18x provisional response or SIP 200 OK message from the eP-CSCF, it calls for W3C API to notify browser the remote SDP, and then the WIC can send data over data channel. Once the browser receives remote SDP, it will establish DTLS/SCTP association with the remote side, and send an in band Data Channel Open message to open the data channel before sending data over the data channel. 

When the WIC receives a SIP INVITE (or SIP REINVITE or SIP UPDATE) request from the eP-CSCF, containing DTLS/SCTP association related attributes, it should call W3C API to notify browser the remote side DTLS/SCTP attribute and let the browser initiate data channel and connect with remote peer by sending in band Data Channel ACK message. Then the WIC encapsulates the SDP answer in SIP message and sends it to the eP-CSCF. The SDP answer also contains the port and transport information for setting up the DTLS/SCTP association, via a separate SDP "m=" line together with an SDP sctpmap attribute that indicating the use of a data channel.

When the WIC wants to close the data channel, it also calls for W3C API and browser will close the data channel by reset the corresponding stream.
8.3
WWSF (WebRTC Web Server Function)
The WWSF is not involved in data open and close procedure, except that in the scenario of using IMS subscription pool held by WWSF, when all data channels are closed and there is no other audio or video session existed in WIC, WWSF should set the IMPU and IMPI free and avaible to assign to other web users.
8.4
eP-CSCF (P-CSCF enhanced for WebRTC)
The eP-CSCF performs e2ae data transport. The data between the eP-CSCF and the WIC is transported over data channel, while the rest of IMS core do not support data channel and the way of data transport in IMS core is unchanged. So the eP-CSCF needs to implement the interoperation between these two data transport mechanisms.

When the eP-CSCF receives an SIP INVITE (or SIP REINVITE or SIP UPDATE) request from the WIC, containing DTLS/SCTP association related attributes, it should parse the sub protocol transported over data channel, remove DTLS/SCTP attributes from SDP and add standard IMS data protocol related attributes (e.g. MSRP, BFCP, T.140) before forwarding the SIP INVITE request to IMS core.

When the eP-CSCF receives SIP 18x provisional response or SIP 200 OK message from IMS core, containing data protocol related attributes (e.g. MSRP, BFCP, T.140), before forwarding the response message to the WIC, it should add the local SCTP port and transport information to SDP for setting up the DTLS/SCTP association, via a separate SDP "m=" line together with an SDP sctpmap attribute that indicating the use of a data channel.

When the eP-CSCF receives an SIP INVITE (or SIP REINVITE or SIP UPDATE) request from IMS core, it should add the DTLS/SCTP association related attributes to SDP for setting up data channel, before forwarding the message to the WIC.

When the eP-CSCF receives SIP 18x provisional response or SIP 200 OK message from WIC, it should remove data channel related SDP information before forwarding the message to IMS core.
