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***** Next change *****
5.1.X
WebRTC service

5.1.X.0
General
A WebRTC IMS Client (WIC) is a WebRTC JS (JavaScript) application capable of interoperating with the WebRTC IMS access architecture defined in 3GPP TS 23.228 [7]. The WIC application is downloaded from the WWSF and resides in a UE supporting a browser (or equivalent JS execution environment) with WebRTC extensions.
The WIC procedures for WIC accessing to IMS are defined in3GPP TS 24.371 [x1], and the procedures are based on SIP over WebSockets, which is used as the information model. This specification describes the enhancements to SIP produced by the IETF within the scope of SIP over WebSockets.

WebSocket protocol enables two-way real-time communication between clients and servers in web-based applications. The IETF RFC 7118 [x2] defines the transport protocol "WSS" for requests over secure WebSocket connections, in which the WebSocket connection is established using TLS with TCP transport. WIC shall act as a SIP WebSocket Client specified in IETF RFC 7118 [x2], and shall implement the following requirements related to SIP when transported over secure WebSocket connection:
· Each SIP message shall be carried within a single WebSocket message, and a WebSocket message shall not contain more than one SIP message;
· All the SIP messages transported over WebSockets shall set the transport parameter as WSS; and
· SIP WebSocket Clients shall accept responses without a "received" parameter in the top Via header.
5.1.X.1
Registration and authentication

5.1.X.1.1
General

The procedure described in 3GPP TS 33.203 [19] should be implemented. Besides, the WIC should implement the authentication mechanisms listed in section 7 of IETF RFC 7118 [x2] in order to get interoperability at the WebSocket authentication level.
The browser shall insert the Origin header in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/).
Editor's note:
The WebRTC authentication TS work is still ongoing in SA3.
5.1.X.1.2
Initial registration using SIP digest with TLS

WIC should perform as UE and implement the procedures defined in subclause 5.1.1.2.4.

5.1.X.1.3
Initial registration using web credentials

The WIC initiates the establishment of a TLS connection. The eP-CSCF presents a certificate from a CA in the browser’s key store with its public key in the respective TLS handshake. The WIC authenticates the eP-CSCF based on this certificate.
The WIC sends a REGISTER request. The Authorization header includes authorization information, e.g. an OAuth 2.0 access token which the WebRTC IMS Client has previously obtained. A "bearer" token may be used as specified in IETF RFC 6750 [x3].
After eP-CSCF validates the authorization information provided by WIC and the registration procedure is completed in IMS core, eP-CSCF forwards the SIP 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
5.1.X.2
Call initiation - WIC-originating case
WIC calls W3C method to generate a blob of SDP that contains a SDP offer with the supported configurations for the session. Then WIC encapsulate the SDP into a SIP INVITE message. The procedure of constructing an initial INVITE message is the same as the procedures described in subclause 5.1.3.1.
5.1.X.3
Call initiation - WIC- terminating case
The procedures of handling of incoming initial INVITE requests at the terminating UE is applicable in the WIC terminating case, as long as the JSEP mechanisam is observed in WIC. 
For example, when receiving INVITE message, WIC shall send a SIP 180 provisional response to eP-CSCF, indicating that user is in alert status. When user accepts the call, WIC calls W3C API to generate SDP that contains a SDP answer with the supported configuration for the session that is compatible with the parameters supplied in the offer. Then, WIC encapsulate the SDP answer into SIP 200 OK message. 

5.1.X.4
Call release

When SIP session is released, WebSockets connection between WIC and eP-CSCF should still be kept alive.

5.Y
Procedures at the eP-CSCF
5.Y.0
General
The eP-CSCF procedures for WIC accessing to IMS are defined in3GPP TS 24.371 [x1], and the procedures are based on SIP over WebSockets, which is used as the information model. This specification describes the enhancements to SIP produced by the IETF within the scope of SIP over WebSockets.

5.Y.1
Registration and authentication

5.Y.1.1
General

The procedure described in 3GPP TS 33.203 [19] should be implemented.  Besides, the eP-CSCF should implement the authentication mechanisms listed in section 7 of IETF RFC 7118 [x2] in order to get interoperability at the WebSocket authentication level.

Upon reveiving the web-page establishing request from WIC, eP-CSCF shall verify the signalling connection comes from a trusted domain by inspecting the value of Origin header as specified in 3GPP TS 23.228 Annex U [7].
5.Y.1.2
Initial registration using SIP digest with TLS
After establishing the WebSockets connection with WIC, the eP-CSCF should perform as P-CSCF and implement the procedures defined in subclause 5.2.2.4.
5.Y.1.3
Initial registration using web credentials
The scenario applies Trusted Node Authentication (TNA) specified for IMS in Annex U of 3GPP TS 33.203 [19]. The trusted node is the eP-CSCF residing in the operator network, according to 3GPP TS 23.228 [7]. 
The signalling between the Trusted Node and the rest of the IMS core is unchanged from the signalling flow in Annex U of 3GPP TS 33.203 [5]. Furthermore, the eP-CSCF includes the identity of the authorization entity in the SIP REGISTER message if the authorization entity residing outside the IMS provider’s domain.
On receiving Registration request from WIC, the eP-CSCF extracts the authorization information, e.g. an access token, and validates it in some unspecified manner ensuring that only an authorized source generated the authorization information. If the authorization information is valid, the eP-CSCF obtains the associated authorization information, including the IMPI and IMPU of the associated user, the WWSF identity, and the authorization information scope.
Then, the eP-CSCF generates a TNA Authorization header and forwards the request to the S-CSCF (via the I-CSCF), and contains, the user’s IMPI, an integrity-protected directive set to auth-done, and an empty response directive. Furthermore, the eP-CSCF includes the identity of the WWSF if the WWSF residing outside the IMS provider’s domain, for service control or other authorization control purpose.

Upon receiving SIP 200 (OK) from the S-CSCF, the eP-CSCF associates the IMPI and all successfully registered IMPUs with the WebSockets Session ID when WebSockets is used between the WIC and the eP-CSCF.

Then, the eP-CSCF forwards the SIP 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
5.Y.2
Call initiation - WIC-originating case
The procedures specified in subclause 5.2.7.2. 

In the scenario of assignment individual Public User Identity from a pool of Public User Identities, the WWSF identity information in organization header field should be transferred to the S-CSCF and the AS, in order to check the service capability WWSF has been subscribed.
5.Y.3
Call initiation - WIC- terminating case
The procedures specified in subclause 5.2.7.3.

5.Y.4
Call release

When SIP session is released, WebSockets connection between the WIC and the eP-CSCF should still be kept alive.
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