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1
Introduction

This paper discusses transport protocol considerations for the PC3 interface between the UE and the ProSe Function. According to TS 23.303 [1] subclause 4.3.1, PC3 is defined as:

“PC3:
The reference point between the UE and the ProSe Function. PC3 relies on EPC user plane for transport (i.e. an "over IP" reference point). It is used to authorise ProSe Direct Discovery and EPC-level ProSe Discovery requests, and perform allocation of ProSe Application Codes corresponding to ProSe Application Identities used for ProSe Direct Discovery. It is used to define the authorisation policy per PLMN for ProSe Direct Discovery (for Public Safety and non -Public Safety) and communication (for Public Safety only) between UE and ProSe Function.”
Based on the above (as shown in Figure 1-1 below), there are 3 sets of procedures that will take place over the PC3 interface:

· ProSe authorisation and provisioning procedures (between UE and DPF);

· ProSe direct discovery procedures (between UE and DDNMF); and

· ProSe EPC-level discovery procedures (between UE and EPC-level Discovery Function). 

Per TS 23.303 [1] subclause 4.5.1.1.1, the signalling involved for the ProSe authorisation and provisioning procedures will use the OMA-DM protocol. Hence, the transport protocol to be chosen by CT1 will only be used for the signalling involved for the other 2 sets of procedures (ProSe direct discovery procedures, and ProSe EPC-level discovery procedures)..
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Figure 1-1: UE to ProSe Function Interfaces for each sub-function

For ProSe direct discovery procedures, all transactions are UE-initiated. For EPC-level discovery procedures, some of the transactions, e.g., Proximity Alert, are initiated from the ProSe Function. At CT1#86bis, 2 possible options were discussed for the transport protocol, namely HTTP [2] and SIP [3].
In the rest of this paper, we evaluate these 2 options further. A couple of high-level considerations of protocol selection are presented in section 2. After that, we separately evaluate how suitable both the SIP and HTTP protocol options are from the perspective of protocol overhead, and standardization efforts, first for Prose Direct discovery, and then for EPC-level discovery in the following two sections. 
2
High level discussion
Generally, HTTP is widely used as a transport mechanism to carry XML contents between a client and a server, while SIP is generally perceived as a control-plane protocol to create, modify, or terminate communication sessions among one or more participating clients.
Some key differences between HTTP and SIP are highlighted in the table 2.1 below:

	
	HTTP
	SIP

	Underlying Transport
	TCP
	TCP/UDP

	Transaction Initiation
	Client
	Server or Client

	Main Methods
	POST
GET

PUT

DELETE
	INVITE  

CANCEL 

REGISTER 

INFO  

SUBSCRIBE 

NOTIFY
MESSAGE  

UPDATE 

	Security
	TLS, IPsec
	TLS, IPsec, DTLS


Table 2.1: HTTP vs SIP
The following sub-sections provide some high level consideration to help in selecting the most suitable protocol for PC3 transport.

2.1
Relationship between IMS and ProSe
It has been clarified at CT1#86bis that there is no dependency between the PC3 protocol for ProSe and IMS protocols. The transport of PC3 messages does not depend on reusing the IM-CN system or infrastructure required in TS 22.228 [5]. The PC3 control protocol should be able to function in the absence of the IMS system. 
Conclusion 1: 
The ProSe feature does not depend on the existence of IMS infrastructure. 

2.2
Need for Proxy

There is no mention of proxy or relay support in the PC3 interface in TS 23.303 [1]. Hence, if any new infrastructure or network components are found by CT1 to be needed, then SA2 needs to be notified to revisit the network architecture for ProSe. Therefore, the discussion here is based on the assumption that PC3 control messages are transported between the UE and the Prose Function over the user plane without additional intervention/support from EPS, i.e., the assumption that the EPC treats these messages as “normal” user plane traffic. 
The PC3 messages for Direct Discovery will always be sent to the ProSe Function of the UE’s home PLMN.  The UE locates the ProSe Function in its HPLMN by looking up the FQDN of the ProSe Function, as defined in sub-clause 4.4.1.2 of 3GPP TS 23.003.  

Furthermore, if a proxy has to be introduced (even without an SA2 requirement) between the UE and the ProSe Function for some reason, this remains a non-issue for the process of transport protocol selection, because both SIP Proxy and HTTP Proxy are well-studied and mature mechanisms for load-balancing and admission/overload control. There are no obvious disadvantages of either protocol from this perspective. 
Conclusion 2: 
Whether using a proxy or not does not have major impacts on the choice of PC3 transport protocol.  

2.3
Security considerations

At CT1#86bis, LS C1-141548 [12] was sent to SA3 to determine the security impact if HTTP or SIP without IMS is used as the PC3 interface transport protocol. Since so far in 3GPP the SIP protocol has always been used within IMS, 3GPP has not studied the security aspects of SIP without an IMS security infrastructure in great detail. A common understanding is that SIP without IMS will rely on existing IP-layer or TCP-layer mechanisms for authentication and encryption, and there are no SIP-specific or HTTP-specific security mechanisms available; hence security mechanisms to be applied may very well be equally suitable for use with both HTTP and SIP. However, from the operator perspective, there is a major impact for using SIP without IMS, which is the fragmentation of security solutions. The operator will be forced to support two different SIP-based security solutions. The concern is that GBA [11] using SIP will be a novelty and this will create fragmentation to IMS ecosystem.  As a result, HTTP-based solutions would be much suitable than SIP-based solutions, even if the same security mechanism is adopted. 
Conclusion 3: 
HTTP is a better choice than SIP based on security considerations.   

2.4 
Architecture implication with SIP approach

The choice of SIP without IMS has far more complications than it looks. This is because SIP has already been heavily enhanced and adopted in 3GPP IMS ecosystem. By allowing ProSe e.g., EPC-level discovery to use a SIP without reusing the 3GPP IMS infrastructure, it will introduce the following serious issues:

· The operator would need to duplicate functionalities that currently have such as SIP proxies 

· 3GPP redesign procedures such as IMS registration and security

· The UE maintain 2 SIP Registrations (unnecessarily) whereas IMS already has procedures for 3rd party registration

· The UE would need to maintain one IPSec tunnel to P-CSCF for IMS service and in addition use the “additional” PC3 security procedures whatever specified by SA3.

· The internal UE architecture would be impacted because so far only one SIP UA is needed for all 3GPP services. With SIP without IMS there need to be 2 separate UAs for ProSe and IMS-enabled UEs. Although this is an implementation issue, but it will impact the cost and performance of UE. 

· The S-GW needs to separate the SIP traffic between IMS PDN connection and the PDN connection the ProSe traffic will use. This may not be easy.

Given that IMS option for EPC-level discovery has been rejected at SA2#101, we found that using SIP as transport protocol for PC3 interface will inevitably escalate this issue to SA2 group, which would cause a major delay of the completion of 3GPP TS 24.334.
Conclusion 4: 
The SIP without IMS option may have architecture impacts, which must be addressed in 3GPP SA2 and hence would result in a delay of CT1 work.
3
Protocol for ProSe direct discovery procedures
The transport protocol for ProSe direct discovery over the PC3 interface would need to support the following procedures between the UE and the ProSe Function, as defined in TS 23.303[1]: 
1. Announce-Request

2. Monitor-Request

3. Match-Report
All these procedures are UE-initiated transactions which can be enclosed in one request-response exchange. Also note that there is no “registration” procedure required for direct discovery.
3.1
SIP-based solution

It is obvious that the nature of the above-mentioned ProSe direct discovery procedures has nothing to do with a session setup among UEs. Hence, adopting SIP protocol here faces an immediate problem: no proper existing SIP signalling to reuse. It would be very hard to get IETF to approve a new SIP method for a client/server communication whose purpose is irrelevant to SIP. Even if possible, this process involving another SDO could not meet the 3GPP Rel-12 deadline.

A potential work-around (some may even call it a hack) is to put the message types and parameters of the PC3 messages in the content body of an existing SIP signalling. Note that unlike HTTP, SIP is not designed as a general-purpose data transport protocol. Thus, tweaking existing SIP signalling for this purpose is problematic. For example, if SIP INVITE is used to contain a DISCOVERY REQUEST message, then an additional SIP CANCEL has to be followed to release the Call-ID which has just been established (because the UE does not intends to establish a session). An alternative way is to put this in a SIP MESSAGE [7] method defined for Instant Messaging use case, by treating PC3 control messages as similar to SMS service in TS 24.341[9]. However, there are still some potential drawbacks to be considered: 

1. Before allowed to send SIP MESSAGE, the UE must first obtain a SIP address (SIP-URI) and register to a SIP server with SIP REGISTER. Since this has to be done periodically (e.g., every 3600 seconds), this is equivalent to incurring the fixed overhead of an unnecessary SIP message even when UE just wants to send one ProSe DISCOVERY_REQUEST or MATCH_REPORT. 

2. The SIP MESSAGE involves a one-way instant communication from one SIP UAC (User Agent Client) to another UAC, not a full two-way client/server exchanges. Thus, using SIP MESSAGE method here requires the UE to maintain additional state while waiting for a server response in the PC3 control protocol, adding complexity and overhead. 
3. For each SIP MESSAGE, a “200 OK” response is to be sent back, and this contains no additional information. Hence, the actual response which is to be sent by the ProSe server must be placed in a separate SIP message. So, a two-way request/response exchange does not suffice, but a 4-way exchange is necessary.  

4. The size of the message enclosed in SIP MESSAGE is limited to 1300 bytes or even less [3]. This may be problematic for large-size meta-data contents which are to be enclosed in a MATCH_REPORT_ACK message. To address this, the ProSe Function may have to introduce mechanism for content indirect in SIP [12], similar to what has been specified in TS 24.141 [6] for IMS Presence service. However, this requires the UE to send an HTTP request to fetch the indirect content later, which is clearly more cumbersome than just using HTTP in the first place.

To summarize, we find SIP not suitable for ProSe direct discovery procedures due to several problems listed below:
1. It places an additional prerequisite for the ProSe UE to maintain a SIP address, in the form of SIP-URI. 

2. It forces UE to go through SIP registration process, which is unnecessary otherwise.

3. If new SIP methods and headers need to be introduced to contain the parameters used in the procedure, a lot of effort will be needed to get it standardized in another SDO (IETF).
4. Extending a SIP MESSAGE to carry PC3 messages as XML content is a hack / abuse of the SIP protocol, and will entail additional overhead. See Section 3.3 for more details about this aspect.
3.2
HTTP-based solution

HTTP is a typical request-response protocol in the client-server computing model. HTTP protocol supports client-initiated transaction to an HTTP server. 
It has been a common practice to use HTTP to access and manage per-user server-side data. The HTTP POST method allows parameters to be enclosed either in key-value pairs or in XML or JSON format. For example, in TS 24.141 [6], HTTP has been used over Ut interface to store, alter and delete data related to the IMS presence service. HTTP is also what is used for instance for XCAP over the Ut interface for configuration of supplementary services as defined in 3GPP TS 24.623 [14].
We find HTTP to be suitable for ProSe direct discovery procedures, due to the following facts:
1. There is no need for creating any new transport methods. 
2. Efficiency is preserved: For each of the ProSe direct discovery procedures, one HTTP request/response exchange is sufficient, since there are no server-initiated transactions in ProSe direct discovery procedures. 
3.3
Efficiency and Overhead: SIP vs. HTTP

The comparison in this section explains why HTTP has better efficiency / less overhead than SIP for ProSe direct discovery procedures. The disadvantages of the SIP approach cannot be addressed easily unless SIP RFC [2] and/or RFC 3482 [7] can be modified in due time. 
3.3.1 
Comparison of OTA message counts

As explained in the above sections, an HTTP-based solution would involve less messages exchanged OTA than SIP-based solutions. As shown in the figure below, only two messages will be transmitted for an Announce-request procedure if the HTTP is adopted, compared to 8 messages used in the SIP-based approach.
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Figure 1.Example of HTTP and SIP signalling flow for ProSe direct discovery

Note that the comparison does not include the message exchange overhead for security association (SA) establishment, e.g., signalling to establish a secure TLS connection to run HTTP over it. If the same security solution e.g., TLS is used in either HTTP or SIP approach, then the same amount of overhead is applicable to both cases for initial SA establishment. One caveat is that TCP session may be long-lived in the SIP case with periodic SIP registration, while the TLS session generally cannot survive the TCP closure in the HTTP approach. Thus, using HTTP transport protocol may indeed incur some additional overhead for security reestablishment when initiating new transactions. 
Regarding this issue, we think first, TCP keep-alive mechanism can also be invoked in the HTTP approach with very minimal overhead (without sending periodic registration messages). Secondly, even though an HTTP transaction needs to re-establish a TLS connection, TLS can use a "resume" mechanism which allows the client to revive the same “session ID” to avoid a full hand-shake which generates the master key again. Thus, such an overhead is not significant.
3.3.2
Comparison of message headers overhead  

If both SIP and HTTP are used to transport a XML body containing the ProSe direct discovery message, then the protocol message overhead will mainly be determined by the size of the headers.
Table 3.3.2-1: HTTP POST request header example
POST /announce HTTP/1.1
HOST prose.operator1.com

User-Agent: ProSe subscriber

Content-Type: application/3gpp-prose+xml

Content-Length: (…)

Table 3.3.2-2: SIP request header example
MESSAGE sip:+11234567890@operator1.com SIP/2.0

Via: SIP/2.0/UDP 10.1.2.4:5060;branch=z9hG4bK-d1e4c4961ca9d523ae76b67e088589cd

Call-ID: d57a0b04-785ba328-13a4d876@10.133.202.46

From: <sip:+11234567890@operato1.com>;tag=987654321

To: <sip:+11234567890@prose.operator1.com>;tag=210a54

CSeq: 1 MESSAGE
Max-Forwards: 70

User-Agent: ProSe subscriber 
Content-Type: application/3gpp-prose+xml

Content-Length: (…)
In general, HTTP header will have fewer contents than the SIP header, due to the different natures of the two protocols. As shown in the tables above, the SIP header requires a couple of additional fields such as "From", "To", "Call-ID", "CSeq" etc. All those will contribute to the OTA size of the message. As a result, the HTTP header will generate less than half of the overhead compared to the SIP header. Note that both HTTP header and SIP header can be extended to contain more information. But for a fair comparison, we include a minimum working set of fields in the header. 
Conclusion 5: 
HTTP protocol will require less rounds of roundtrip and has less signalling overhead than SIP protocol as a transport protocol for ProSe direct discovery procedures.

4 
Protocol for EPC-level ProSe discovery procedures

The transport protocol for EPC-level ProSe discovery over the PC3 interface would need to support the following procedures between the UE and the ProSe Function, as defined in TS 23.303[1]: 

1. UE Registration

2. Application Registration

3. Proximity Request

4. Proximity Alert

5. Network-initiated de-registration

6. UE-initiated de-registration

7. Proximity Request Cancellation

4.1
SIP-based solution
Similar to the case of ProSe direct discovery procedures, SIP protocol will be used here to support a session-less service, which means some SIP control signalling for session setup will not needed (e.g., INVITE). A precedent of SIP adoption for such cases is the Presence service over IMS [3]. If the “Proximity Alert” is regarded to be similar to “Presence Notification”, using the SIP protocol might be a working approach for EPC-level discovery. However, we need to thoroughly evaluate the above-mentioned procedures to see if each of those procedure requirements is satisfied by reusing SIP signalling. If some procedures do not have an appropriate SIP method to support, some alternatives have to be determined.

In short, the potential benefits of using SIP protocol for EPC-level discovery procedures mainly rely on the following assumptions:

1. SIP Register method may be reused for UE/Application registration.
2. SIP Subscribe/Notify method may be reused for Proximity Request/Alert
3. SIP supports server-initiated transactions.

The following discussion will examine each of the above assumptions.
4.1.1 SIP Registration 

The purpose of SIP registration process is used to bind a SIP address (a.k.a., SIP-URI) to its location (IP address). One of the reasons for this registration is to track the mobility of the UE so that a NOTIFY can be sent later to a known location. However, the SIP REGISTER method itself does not achieve the expected objective of UE registration procedure defined in TS 23.303 [1]. The UE Registration requirement in EPC-level ProSe discovery is that it should create a UE context by associating its UE ID (probably not an IP address) with the EPUID assigned by ProSe Function.  
Similarly, the ProSe application registration for EPC-level discovery aims to add an ALUID binding to an allocated EPUID. This is also different from the conventional SIP REGISTER method defined in RFC 3265 [3]. Hence, it is not trivial to reuse SIP REGISTER method for those two ProSe registration procedures. If the actual UE Registration or application registration message parameter has to be contained as additional XML contents of the SIP message, then reusing an existing SIP REGISTER message does not help much.

4.1.2 SIP Subscribe/Notify 

In 3GPP TS 23.303[1], location reporting mechanism is explicitly specified to use SUPL, so SIP PUBLISH method is not needed to be used. Thus, we only focus on the possibility to define “Proximity Alert” as a new SIP event package so that SIP SUBSCRIBE/NOTIFY methods can be reused conveniently. However, it is not easy to extend SIP events to cover a new type of notification. For example, in order to support SUBSCRIBE and NOTIFY of “Presence” as an SIP event in TS 24.141[6], a couple of RFCs were standardized in IETF, which includes:
· RFC 3856: Presence Event Package for SIP
· RFC 3863: Presence Information Data Format (PIDF) 

· RFC 4479: A Data Model for Presence

· RFC 4480: Rich Presence Extension to the Presence Information Data Format (PIDF) 
Hence, it would be quite an effort to define a “Proximity” event package which requires one or more RFCs in IETF. Also, in order to avoid long-lived presence subscriptions, many optimizations have been standardized in IETF SIMPLE [13]. Most of these optimisations are included in TS 24.141 [6] and corresponding OMA SIMPLE Presence TS. Once a new event package is agreed, those optimizations have to be re-designed. An alternative approach is to extend the “Presence” package which also requires changes in existing PIDF based schemas that are defined by either IETF or OMA. In summary, using SIP does not come for free for EPC-level discovery. Those issues cause a major concern about whether this work could be completed by Rel-12 deadline.

4.1.3 Server-initiated transactions
SIP supports server-initiated procedures. This is possible since the UE has to use SIP registrations to keep updating the IP address to a SIP server. In HTTP scheme, the transaction is always initiated from client and the server may not aware of the IP address changes of the client. Thus, it may need to use a SMS push to wake up the client, e.g., WAP Push [15]. 
4.1.4 Summary

Based on the above discussion, although there are some benefits, using SIP for EPC-level discovery procedure is not a straight-forward case. Some major observations are:

1. UE registration and application registration has to be supported either by new dedicated signalling or extending existing SIP REGISTER which would require additional work with SIP RFC.

2. Major efforts are expected to introduce a “proximity” event package in SIP and may jeopardize the completion of the speciation before the deadline. 

3. To avoid re-inventing the wheel, SIP may be just used as a dumb container protocol on PC3 interface to encapsulate XML content in SIP MESSAGE method. Then, the approach will have the same overhead and efficiency problem listed for SIP in Section 3.3.

4. SIP has the advantage to support server-initiated information push. Whether using SIP push is better than the alternative PUSH methods needs to be further evaluated.
Conclusion 6: Using SIP for EPC-level discovery procedures will cause additional work in IETF to extend the SIP event package so that some SIP signalling can be reused. Otherwise, the approach of using SIP MESSAGE as a container for all message parameters will have the same overheard and efficiency problems as using SIP for direct discovery procedures.

4.2
HTTP-based solution

PC3 procedures for EPC-level Discovery can be divided in two categories:

· Network-initiated procedures (Proximity Alert, Network-initiated Deregistration);

· UE-initiated procedures (all others).

In this solution, all PC3 procedures for EPC-level Discovery described in TS 23.303 [1] are HTTP-based. Only for two procedures (Proximity Alert and NW-initiated deregistration) the ProSe Function uses an SMS Push or other Push methods (e.g., WAP Push) to trigger the UE to connect to it via PC3 and complete the procedure using HTTP. For example, the SMS message itself need only specify the procedure type, and an “almost-empty” HTTP request would be send by the UE as a follow-up. The disadvantage of this scheme is that additional delay is introduced for network-initiated transactions.
Another alternative solution is the “long-polling” method. In the HTTP long-polling method, if the server does not have any information available for the client when the poll is received, the server holds the request open and waits for response information to become available, instead of sending an empty response. Once it does, the server immediately sends an HTTP response to the client, completing the open HTTP/S Request. After the client receives the new information, it immediately sends another poll (HTTP request) to the server, re-starting the process. This is equivalent to have a long-live open HTTP connection, so that a server will always be able to send information back to the client without sacrificing the latency.
4.2.1 HTTP Protocol in other functions of ProSe EPC-level discovery

In the EPC-level discovery procedures specified in 3GPP TS 23.303[1], the UE (acting as a SET) is required to intermittently reporting location information to SLP as specified by SUPL. According to the clause 8 of SUPL protocol [16], “For GSM/WCDMA/TD-SCDMA deployments, SUPL initiation using OMA Push SHALL be supported by both the SET and the SLP”. OMA Push messages, according to [17], are defined based on HTTP.  Hence, HTTP protocol needs to be supported for the ProSe UE to enable EPC-level discovery anyway and choosing HTTP as PC3 transport protocol is convenient. In contrast, using SIP does not eliminate the need to support HTTP protocol and will force UE to support two different transport protocol implementations.
Conclusion 7: 
HTTP is a feasible solution for EPC-level discovery procedures transport and HTTP is already needed to support in EPC-level discovery for the sake of SUPL.

5
Conclusions

Based on the above considerations and evaluations, we have found the following conclusions as listed below:

1. The ProSe feature does not depend on the existence of IMS infrastructure. 

2. Whether using a proxy or not does not have major impacts on the choice of PC3 transport protocol.

3. HTTP is a better choice than SIP based on security considerations.   

4. The SIP without IMS option may have architecture impacts, which must be addressed in 3GPP SA2 and hence would result a delay of CT1 work.
5. HTTP protocol will require less rounds of roundtrip and has less signalling overhead than SIP protocol as a transport protocol for ProSe direct discovery procedures.
6. Using SIP for EPC-level discovery procedures would cause additional work in IETF to extend the SIP event package so that some SIP signalling can be reused. Otherwise, the approach to use SIP MESSAGE as a container for all message parameters would have the same overheard and efficiency problems as using SIP for direct discovery procedures.
7. HTTP is a feasible solution for EPC-level discovery procedures transport and HTTP is already needed to support in EPC-level discovery for the sake of SUPL.

6
Proposal

It is proposed to agree on the following: 
1. Select HTTP as the transport  protocol for ProSe direct discovery procedures;

2. Use the following approaches in ProSe EPC-level discovery procedures:

a. HTTP with SMS/WAP push; or
b. HTTP with long polling.
It is proposed to agree P-CR C1-141797 based on the aforementioned proposal. 
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