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1. Introduction
This P-CR introduces EPC-level Prose discovery procedures for PC3. Proposed additions are on clause 7.
2. Reason for Change
EPC-level discovery procedure need to be specified in the document.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.334 v.0.1.0.
* * * First Change * * * *

7
EPC-level ProSe discovery
Editor’s note: This subclause will describe the procedures for EPC-level ProSe discovery based on 3GPP TS 23.303 [2].

This section describes the procedures for EPC-level ProSe Discovery.

7.1
Overview
7.1.1
EPC ProSe User ID
EPC ProSe User ID is the permanent user identity of the UE based on IMSI and is in NAI format as specified in RFC 4282. The Permanent identity is not used other than registration and authentication.

EPC ProSe User ID is constructed based on IMSI MCC/MNC and follows the following URI.  

IMSI@prose.MNC<MNC>.MCC<MCC>.3gppnetwork.org
7.2
Registration and Authentication

7.2.1
General

The purpose of the UE registration is to have the UE register and authenticated to the ProSe Function.  Authorization of the EPC level ProSe Discovery and D2D needs to be done by the ProSe Function for UE to use EPC level ProSe Discovery.

UE will initiate the Registration procedures after the following pre-conditions are met:
-
UE is authorized for EPC level ProSe Discovery procedures.
NOTE: The authorization parameter might be coming from the OMA-DM procedures or any other mechanism and are outside the scope of this specification.
The initial registration procedures consists of the UE sending an unprotected REGISTER request and,  if challenged depending on the security mechanism supported for this UE, sending the integrity-protected REGISTER request or other appropriate response to the challenge. 

Editor’s note: The security mechanisms are FFS and to be identified by SA3.
Editor’s note: ProSe Function discovery is FFS.
7.2.2
Initial Registration procedure
Figure 7.2.2.1 illustrates the procedures between UE and the ProSe Function.
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Figure 7.2.2.1: UE registration to ProSe Function

On sending the REGISTER request, the UE shall populate the header fields as follows:

a) a From header field set to the SIP URI that contains the EPC ProSe User ID to be registered; 
b)
a To header field set to the SIP URI that contains the EPC ProSe User ID to be registered;

c)
a Contact header field set to include SIP URI(s) containing the IP address of the UE in the hostport parameter. Add the WLAN Link Layer ID as a header parameter as specified in RFC 3261 [X2] to the Contact header. The WLAN Link Layer ID is specified as “wllid=<WLAN Link Layer address>”;
d)
a Via header field set to include the sent-by field containing the IP address or FQDN of the UE and the port number where the UE expects to receive the response to this request when UDPis used. For TCP, the response is received on the TCP connection on which the request was sent. The UE shall also include a "rport" header field parameter with no value in the Via header field;
e)
a registration expiration interval value of 600 000 seconds as the value desired for the duration of the registration; and
NOTE:
ProSe Function may change the expiry time and send the same in the 200 OK.

f)
a Request-URI set to the SIP URI of the domain name of the ProSe Function and is used to address the REGISTER request;
On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) store the expiration time of the registration found in the To header field value and bind it either to the respective contact address of the UE or to the registration flow and the associated contact address;
b) store the Record route as specified in RFC 3261[X2] for future requests to ProSe Function: and
c) store the EPC ProSe User ID returned by the ProSe Function in the Contact header with header parameter “epsuid”. This is a public identity for EPC-level ProSe Discovery and communication. The ProSe Function may change the EPC ProSe User ID in the subsequent re-register.

On receiving a 423 (Interval Too Brief) response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the registration expiration interval value with an expiration timer of at least the value received in the Min-Expires header field of the 423 (Interval Too Brief) response.

On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) or 600 (Busy Everywhere) response for an initial registration, the UE may attempt to perform initial registration again.

When the timer F expires at the UE, the UE may:

a)
select a different ProSe Function address from the list of DNS resolved ProSe Functions addresses;
b)
if no response has been received when attempting; or
c)
perform the procedures for initial registration as described in subclause 7.1.1.1
After a first unsuccessful initial registration attempt, if the Retry-After header field was not present and the initial registration was not performed as a consequence of a failed reregistration, the UE shall not wait more than 5 minutes before attempting a new registration.

After a maximum of 2 consecutive unsuccessful initial registration attempts, the UE shall implement the mechanism defined in subclause 4.5 of RFC 5626 [X1] for new registration attempts. The UE shall use the values of the parameters max-time and base-time, of the algorithm defined in subclause 4.5 of RFC 5626 [X1]. If no values of the parameters max-time and base-time have been provided to the UE by the network, the default values defined in in subclause 4.5 of RFC 5626 [X1] shall be used.
The values of max-time and base-time parameters are provided by the network to the UE through means outside the scope of the present specification.
On receiving a 403(Forbidden) response to the REGISTER request, the UE shall not register to ProSe Function.

NOTE 2: It’s UE implementation dependent when it may attempt the next initial registration.

On receiving 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
Create the necessary security credentials; and
2)
send another REGISTER with the header fields are populated as defined for the initial REGISTER request that was challenged with the received 401 (Unauthorized) response, with the addition that the UE shall include an Authorization header field containing:

-
the "realm" header field parameter set to the value as received in the "realm" WWW-Authenticate header field parameter;

-
the "username" header field parameter, set to the value of the EPC ProSe User ID;

-
the "response" header field parameter that contains the RES parameter, as described in RFC 3310 [X5];

-
the "uri" header field parameter, set to the SIP URI of the domain name of the ProSe Function;

-
the "algorithm" header field parameter, set to the value received in the 401 (Unauthorized) response; and

-
the "nonce" header field parameter, set to the value received in the 401 (Unauthorized) response. 

Editor’s note: Security procedures are FFS and need to be updated once SA3 finalizes the security requirements.

7.3
Proximity Request Procedure

7.3.1
General

The purpose of the Proximity Request procedures is to allow an application on the UE to request for Proximity of another UE or application.

The UE shall only initiate the Proximity Request procedure if has been authorized for ProSe EPC-Level discovery and is registered to the ProSe Function as specified in sub clause 7.2.

Proximity Request procedure is complete when the ProSe Function generates a Proximity Alert notifying the Application that the UE’s are in proximity.  Once the UE’s are in proximity, the UE can use the EPC assisted WLAN information for setting up the WLAN direct communication.

7.3.2
Proximity Request procedure initiation
Before initiating the Proximity Request procedure the UE shall meet the following pre-conditions:

-
the UE has a request from upper layer application to monitor for a given ProSe Application ID and Application User Id;

 -
the UE is registered to ProSe Function.; and
-
the UE knows its current geo-location.
Note: The actual mechanism is outside the scope of this document.

On receiving the Proximity Request, ProSe Function will start the proximity request procedures as defined in 23.303[3]. Figure 7.3.2.1 illustrates the Proximity Request procedures
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Figure 7.3.2.1: Proximity Request Procedures
7.3.3
Proximity Response handling

Proximity response is sent by the ProSe Function on receiving the Proximity Request.  Proximity Response contains the status indicating whether it was successfully accepted by the ProSe Function.

On receiving the Proximity Response, the UE may perform following procedures

-
on successful response, the upper layer (application) is notified;


on failure response, the upper layer is notified with a cause value.
NOTE: Handling of the failure is UE implementation specific.
7.4
Proximity Alert procedure

7.4.1
General

The purpose of the Proximity Alert procedure is for ProSe Function to notify the UE that successfully performed Proximity Request procedure and the UE that has been requested to report its location that they are in proximity. The Proximity Alert message may also contain WLAN assistance information for WLAN direct discovery and communications between those UEs. Figure 7.4.1.1 illustrates the flow for Proximity Alert.
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Figure 7.4.1.1: Proximity Alert procedure
7.4.2
Initiation of Proximity Alert

Proximity Alert procedure is initiated by the ProSe Function by sending Proximity Alert message to the UE when two or more UEs are in Proximity. Proximity Alert message also contains the necessary information for those UEs to set up a WLAN Direct Communication.

7.4.3
UE response to Proximity Alert

On receiving Proximity Alert message, the UE shall send Proximity Alert ACK back to the network and the UE may perform following procedures:
-
upon being the Group Owner, the UE prepares the WLAN device for P2P Group owner as specified in IEEE 802.11 technology; and 
-
upon being the Group Owner, the UE prepares the WLAN device to advertise the SSID on a particular channel: provided in accordance with the assistance information from ProSe Function; or
-
upon not being the Group Owner, the UE prepares the WLAN device to scan for the SSID on a particular channel.

Upon successful association and authentication based on PSK, the UE shall notify application layer about the association. 

7.5
Application Registration procedure
7.5.1
General

Application should be registered to the ProSe Function before requesting for Proximity. Figure 7.5.1.1 illustrates the Application registration procedure.  
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Figure 7.5.1.1: Application Registration procedure
7.5.2
Initiation of Application Registration

Application Registration procedure is initiated by the UE by sending Application_Register message to the ProSe Function. The UE shall meet the following pre-conditions before initiating the procedure:


 -
UE is registered to ProSe Function; and
-
the UE has a request from upper layer application to register to the network for a given Application Id and Application User Id.
7.5.3
Handling of Application Registeration in the ProSe Function
Upon receiving the Application_Register message the ProSe Function shall perform application registration procedure and send Application_Register_ACK message back to the UE.
Editor’s note: Details of handling of Application Register message in the ProSe Function is FFS.
7.6
Network Initiated deregistration procedure
7.6.1
General

At any time ProSe Function may deregister the UE. Figure 7.6.1.1 illustrates the ProSe Function initiated deregistration procedure.
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Figure 7.6.1.1: Proximity Alert to the UE
7.6.2
Handling of deregistration in the UE 

Upon receiving the deregister message the UE shall perform following actions:
-
notify all the applications about the de-registration;
-
revoke all outstanding WLAN/D2D communication;
-
send the DEREGISTER_ACK to the network: and

-
implicitly de-register to ProSe Function by terminating the SIP registration.
NOTE: -
It’s UE implementation specific when to re-register to the network.
* * * End of changes * * * *
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