
3GPP TSG CT WG1 Meeting #87
C1-141717
Phoenix (AZ), USA, 19-23 May 2014

Source:
Ericsson
Title:
Pseudo-CR on media security for audio and video
Spec:
3GPP TS 24.371
Agenda item:
12.29
Document for:
Agreement
1. Reason for Change
23.228 states:
---------------------------------------------

U.1.5.4
Protocol architecture for Voice and Video

Figure U.1.5.4-1 shows the protocol architecture for support of Voice and Video from a WebRTC IMS client (WIC). Transcoding (i.e. allowing codec1 to be different from codec2) is optional. SRTP between the UE and the eIMS-AGW relies on keying material negotiated via DTLS.

NOTE:
Transcoding at the eIMS-AGW may apply to none, one or both of the voice and video components

Use of SRTP between the eIMS-AGW and peer is optional, as indicated by an asterisk (*) in the figure.
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Figure U.1.5.4-1: Protocol architecture for Voice and Video

---------------------------------------------
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.371
****************** change 1 ******************

2
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****************** change 2 ******************

7.2
WIC (WebRTC IMS Client)

Upon generating an SDP offer with an RTP based media, for each RTP based media, the WIC shall offer transport protocol according to 3GPP TS 24.229 [3] and RFC 5763 [rfc5763], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [rfc5764].
****************** change 3 ******************

7.4
eP-CSCF (P-CSCF enhanced for WebRTC)
Upon receiving an SDP offer from the served WIC containing an DTLS-SRTP protected RTP based media, i.e. an "m=" line with the proto field containing the "UDP/TLS/RTP/SAVPF" value as specified in RFC 5764 [rfc5764], the eP-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.228 [r23228] as far as SDP and SRTP is concerned, and shall remove the SDP fingerprint attribute.
Upon sending an SDP answer to the SDP offer, the SDP offer was received from the served WIC, for each DTLS-SRTP protected RTP based media of the SDP offer from the served WIC which is accepted in the SDP answer, the eP-CSCF will act as defined in 3GPP TS 23.228 [r23228] as far as SDP and SRTP is concerned and shall indicate the transport protocol according to 3GPP TS 24.229 [3] and RFC 5763 [rfc5763], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [rfc5764].
Upon receiving an SDP offer from a remote user with an RTP based media, for each RTP based media, the eP-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.228 [r23228] as far as SDP and RTP is concerned, and shall offer transport protocol according to 3GPP TS 24.229 [3] and RFC 5763 [rfc5763], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [rfc5764].
Upon receiving an SDP answer to the SDP offer, the SDP offer was received from the remote user, for each RTP based media of the SDP offer from the remote UE which is accepted in the SDP answer, the eP-CSCF will act as defined in 3GPP TS 23.228 [r23228] as far as SDP and RTP is concerned, and shall remove the SDP fingerprint attribute.
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