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Introduction:

As part of IMS Rel-5 Topology hiding has been specified. When doing topology hiding, the THIG tokenizes all relevant entries in request and responses. When messages in the opposite direction are received, the THIG will have to de-tokenize the values that itself has tokenized. In order to do so, the "tokenized-by" parameter helps to THIG to identify that entries have to be de-tokenized. However, there is an issue with the definition of the "tokenized-by" parameter.
Discussion:

The tokenized-by parameter is defined as a header field parameter as follows 
7.2A.3.1
Introduction

The "tokenized-by" header field parameter is an extension parameter appended to encrypted entries in various SIP header fields as defined in subclause 5.10.4.

7.2A.3.2
Syntax

The syntax for the "tokenized-by" header field parameter is specified in table 7.2A.3:
Table 7.2A.3: Syntax of tokenized-by-param

rr-param =  tokenized-by-param / generic-param

via-params =  via-ttl / via-maddr

             / via-received / via-branch

             / tokenized-by-param / via-extension

tokenized-by-param = "tokenized-by" EQUAL hostname

The BNF for rr-param and via-params is taken from RFC 3261 [26] and modified accordingly.

RR syntax from RFC 3261
Record-Route  =  "Record-Route" HCOLON rec-route *(COMMA rec-route)

rec-route     =  name-addr *( SEMI rr-param )

rr-param      =  generic-param

Route        =  "Route" HCOLON route-param *(COMMA route-param)

route-param  =  name-addr *( SEMI rr-param )

RFC3261 specifies how the Route header of subsequent requests within a dialog can be created (Route header from Path or Service-Route header follows the same logic): by using the so-called route set, which is a list of URIs. It is to note that header field parameter can never be copied into R-URI. 
12.1.1 UAS Behavior:

   The route set MUST be set to the list of URIs in the Record-Route

   header field from the request, taken in order and preserving all URI

   parameters.  If no Record-Route header field is present in the

   request, the route set MUST be set to the empty set.  This route set,

   even if empty, overrides any pre-existing route set for future

   requests in this dialog.  The remote target MUST be set to the URI

   from the Contact header field of the request.

So the header field parameters of Record-Route (Path/Service-Route) are not required to be preserved. The same behaviour is also specified for UAC, only the order shall be reversed:

12.1.2 UAC Behavior:

   The route set MUST be set to the list of URIs in the Record-Route

   header field from the response, taken in reverse order and preserving

   all URI parameters.  If no Record-Route header field is present in

   the response, the route set MUST be set to the empty set.  This route

   set, even if empty, overrides any pre-existing route set for future

   requests in this dialog.  The remote target MUST be set to the URI

   from the Contact header field of the response. 

This route set shall be used for subsequent request within a dialog:

12.2.1.1:

   If the route set is not empty, and the first URI in the route set

   contains the lr parameter (see Section 19.1.1), the UAC MUST place

   the remote target URI into the Request-URI and MUST include a Route

   header field containing the route set values in order, including all

   parameters.

I.e. parameters within the route set will be copied into Route header, but header field parameters are not required to be copied to the route set. 

So it cannot be ensured that a Route header field that is created based on Record-Route will contain the "tokenized-by" parameter, which is a header field parameter. Same problem appears for cases where Route is created based on Path or Service-Route.
Solutions:


Solution 1:
Specify the "tokenized-by" parameter as a URI parameter. While this is a clean solution (it should have been specified this way right from the beginning), it has two disadvantages:

1. definition of a URI parameter requires an RFC. In the past CT1 has specified URI parameter only for cases where there is no chance to get anything done in IETF.

2. change would go all the way back to Rel-5

Solution 2:

Specify that the THIG, when including a Token entry, it should also include a host portion pointing to the hiding network, i.e. have a host portion which has the same value as the "tokenized-by" parameter.

Example:

Record-Route:
sip:ibcf1.home1.net;lr,







sip:Token(sip:scscf1.home1.net;lr)@home1.net,







sip:as1.foreign.net;lr,







sip:Token(sip:scscf1.home1.net;lr,





  sip:pcscf1.home1.net;lr)@home1.net
The exact format for encoding of the Token does not need to be specified, it just needs to help the THIG identifying that itself has created the entry (THIG is creator and consumer for this value). It is to note that we could even keep the "tokenized-by" parameter in the Record-Route header field.
NSN prefers solution 2 and has related CRs to this meeting.
