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	Reason for change:
	The term “private information” is used frequently throughout the specification, but never defined.

Additionally, only for Release 11:

A subordinate clause has been inserted in an incorrect place.

The Privacy header field does not remove identities but rather the OIP service does.

Notes in the chapters 4.5.2.1, 4.5.2.4 and 4.5.2.9 state that the P-Asserted-Identity header field is removed by the Privacy header field value “header”.

However, this unspecific formulation can be misinterpreted in a way that the removal will actually be done by the originating UE (4.5.2.1) or the originating AS (4.5.2.4) themselves. If so, the P-Asserted-Identity would not be available on the terminating leg and various services relying on an existing P-Asserted-Identity would not work anymore.

Furthermore, Note 2 in chapter 4.3.3 of 24.607 preventively warns “When removing the P-Asserted-identity any following service in the chain could be affected.”. So the P-Asserted-Identity should not be removed in the Terminating AS, and rather chapter 4.4.2 of 24.229 should be followed: “A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-Identity header field according to RFC 3325 [34] when SIP signalling crosses the boundary of the trust domain.”. Hence it is assured that a removal of P-Asserted-Identity will not conflict with newly introduced services.

The (terminating) P-CSCF and IBCF are typical “functional entit[ies] at the boundary of the trust domain”. P-CSCF and IBCF, respectively will remove the P-Asserted-Identity based on a present privacy-value “id”. According to chapter 4.5.2.9, it is guaranteed that “a functional entity at the boundary of the trust domain” will always receive the privacy-value “id” and hence can act according to RFC 3325 if the privacy-calue “header” is set for the A-party: “If the request includes the Privacy header field set to "header" the AS shall:

…

b) add a Privacy header field with the priv-value set to "id" if not already present in the request”.

One scenario remains where the P-Asserted-Identity needs to be removed in the terminating AS; this is specified in chapter 4.5.2.9: “If OIP service of the terminating user is not activated, then the AS shall remove any P-Asserted-Identity or Privacy header fields included in the request.” and refers to the OIP subscription of the callee and not the OIR service of the caller.

The newly introduced Note 2 in chapter 4.5.2.9 “The P-Asserted-Identity header field is removed by the Privacy header field value "header"...” refers to a not needed and potential problemativ procedure in the AS and should be removed completely.

	
	

	Summary of change:
	A definition of “private information” is added.
Clarification of the Notes (only for Release 11) regarding the statement of the From header field to reflect that the Privacy header field does note remove identities and deletion of the statement regarding P-Asserted-Identity header field.
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***** Next change *****
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Call Session Control Function (CSCF): See 3GPP TS 23.002 [1].
dialog: See IETF RFC 3261 [10].
header: See IETF RFC 3261 [10].

header field: See IETF RFC 3261 [10].
identity information: all the information identifying a user, including trusted (network generated) and/or untrusted (user generated) addresses
NOTE:
Identity information takes the form of either a SIP URI (see IETF RFC 2396 [8]) or a "tel" URI 
(see IETF RFC 3966 [9]) .
incoming initial request: all requests intended to initiate either a dialog or a standalone transaction terminated by the served user

Interconnection Border Control Function (IBCF): See 3GPP TS 23.228 [2].
Media Gateway Control Function (MGCF): See 3GPP TS 23.002 [1].
originating UE: sender of a SIP request intended to initiate either a dialog (e.g. INVITE, SUBSCRIBE), or a standalone transaction 

EXAMPLE:
OPTIONS, MESSAGE.
outgoing (communication): communication outgoing from the user side of the interface

outgoing initial request: all requests intended to initiate either a dialog or a standalone transaction received from the served user
private information: information that according to IETF RFC 3323 [6] and 3325 [7] is not permitted to be delivered to the remote end.
proxy: See IETF RFC 3261 [10].

Proxy‑CSCF (P‑CSCF): See 3GPP TS 23.228 [2].
public user identity: See 3GPP TS 23.228 [2].

request: See IETF RFC 3261 [10].
response: See IETF RFC 3261 [10].
Serving‑CSCF (S‑CSCF): See 3GPP TS 23.228 [2].
session: See IETF RFC 3261 [10].
standalone transaction: SIP transaction that is not part of a dialog and does not initiate a dialog 

NOTE:
An OPTIONS or a MESSAGE request sent outside of a SIP dialog would be considered to be part of a standalone transaction.

supplementary service: See ITU‑T Recommendation I.210 [12], clause 2.4.

tag: See IETF RFC 3261 [10].

terminating UE: recipient of a SIP request intended either to initiate a dialog or to initiate either a dialog or a standalone transaction

trusted identity information: network generated user public identity information

(SIP) transaction: See IETF RFC 3261 [10].
***** Next change *****
4.5.2.1
Actions at the originating UE
As part of basic communication, the originating UE may insert a P‑Preferred‑Identity header field in any initial SIP request for a dialog or in any SIP request for a standalone transaction as a hint for creation of a public user identity as described in 3GPP TS 24.229 [3].

NOTE 1:
According 3GPP TS 24.229 [3], the UE can include any of the following in the P‑Preferred‑Identity header field:


a public user identity which has been registered by the user;


a public user identity returned in a registration‑state event package of a NOTIFY request as a result of an implicit registration that was not subsequently deregistered or has expired; or


any other public user identity which the user has assumed by mechanisms outside the scope of 3GPP TS 24.229 [3] to have a current registration.

If the originating user wishes to override the default setting of "presentation not restricted" of the OIR service in temporary mode:

-
The originating UE shall include an "anonymous" From header field. The convention for configuring an anonymous From header field described in IETF RFC 3323 [6] should be followed; i.e. From: "Anonymous" <sip:anonymous@anonymous.invalid>;tag= xxxxxxx.

-
If only the P‑Asserted‑Identity needs to be restricted the originating UE shall include a Privacy header field [6] set to "id" in accordance with IETF RFC 3325 [7].

-
If all headers containing private information that the UE cannot anonymize itself need to be restricted, the originating UE shall include a Privacy header field set to "header" in accordance with IETF RFC 3323 [6].

NOTE 2:
The Privacy header field value "header" does not apply to the identity in the From header field.

If the originating user wishes to override the default setting of "presentation restricted" of the OIR service in temporary mode:

-
The originating UE shall include a Privacy header field of privacy type "none" in accordance with 
3GPP TS 24.229 [3] (IETF RFC 3323 [6]).
***** Next change *****
4.5.2.4
Actions at the AS serving the originating UE
For an originating user that subscribes to the OIR service in "permanent mode", the AS shall insert a Privacy header field set to:

-
"id" if only the P-Asserted-Identity header field needs to be restricted as described in RFC 3325 [7]; or
-
"header" if all the header fields, containing private information that the UE cannot anonymize need to be restricted as described in RFC 3323 [6]. This choice is based on the subscription option.
NOTE 1:
The Privacy header field value "header" does not apply to the identity in the From header field.

If the request includes a Privacy header field that is set to "none", the AS shall remove the "none" value from the Privacy header field.
Additionally, based on operator policy, the AS shall either modify the From header field to remove the identification information, or add a Privacy header field set to "user". 

For an originating user that subscribes to the OIR service in "temporary mode" with default "restricted", if the request does not include a Privacy header field, or the request includes a Privacy header field that is not set to "none", the AS shall insert a Privacy header field set to:

-
"id" if only the P-Asserted-Identity header field needs to be restricted as described in RFC 3325 [7]; or
-
"header" if all the header fields, containing private information that the UE cannot anonymize need to be restricted as described in RFC 3323 [6]. This choice is based on the subscription option.
NOTE 2:
The Privacy header field value "header" does not apply to the identity in the From header field.
Additionally based on operator policy, the AS shall either modify the From header field to remove the identification information, or add a Privacy header field set to "user".

NOTE 3:
When the OIR service is used, the originating UE is supposed to already have removed identity information from the From header field. However because this UE is not trusted, this is also done by the AS to ensure that this information is removed.

For an originating user that subscribes to the OIR service in "temporary mode" with default "not restricted", if the request includes a Privacy header field is set to "id" or "header", based on operator policy, the AS shall either modify the From header field to remove the identification information or add a Privacy header field set to "user". As an originating network option, if the "no screening" special arrangement does not exist with the originating user, the AS may attempt to match the information in the From header with the set of registered public identities of the originating user. If a match is not found, the AS may set the From header to the SIP URI that includes the default public user identity.
***** Next change *****
4.5.2.9
Actions at the AS serving the terminating UE
If OIP service of the terminating user is not activated, then the AS shall remove any P‑Asserted‑Identity or Privacy header fields included in the request. Additionally, the Application Server may as a network option anonymize the contents of the From header by setting it to a default non significant value. As a network option, if the terminating user has an override category, the AS shall send the P‑Asserted‑Identity headers and remove the Privacy header fields.

When the Privacy header field is set to "id", with the exception of the cases listed above, the AS should not remove this Privacy header entry.

NOTE 1:
The priv-value "id" in the Privacy header will be used by the terminating UE to distinguish the request of OIR by the originating user.

If the request includes the Privacy header field set to "header" the AS shall:

a)
anonymize the contents of all header fields containing private information that are not "user configurable" in accordance with IETF RFC 3323 [6]; and

b)
add a Privacy header field with the priv-value set to "id" if not already present in the request.

NOTE 2:
The Privacy header field value "header" does not apply to the identity in the From header field.
If the request includes the Privacy header field set to "user" the AS shall remove or anonymize the contents of all "user configurable" headers (e.g. the From header field) in accordance with IETF RFC 3323 [6]. In the latter case, the AS may need to act as transparent back‑to‑back user agent as described in IETF RFC 3323 [6].

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.





