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	Reason for change:
	For the SM#29, it was defined as below:
“Cause value = 29 User authentication failed


This cause code is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.”
As further specified in TS 29.061, the cause value “User authentication failed” can be typically used in the case of access reject or no response from the AAA server during the RADIUS Authentication or Diameter Authentication procedure:
“RADIUS Authentication is only applicable to the primary PDP context. When the GGSN receives an Access-Accept message from the authentication server it shall complete the PDP context activation procedure. If Access-Reject or no response is received, the GGSN shall reject the PDP Context Activation attempt with a suitable cause code, e.g. User Authentication failed. The GGSN may also use the RADIUS re-authorization procedure for the purpose of IPv4 address allocation to the MS for PDP type of IPv4v6 after establishment of a PDN connection.”
“Diameter Authentication is applicable to the initial access (e.g. primary PDP context or the default bearer). When the GGSN/P-GW receives a positive response from the authentication server it shall complete the initial access (e.g. PDP context activation) procedure. If a failure or no response is received, the GGSN/P-GW shall reject the initial access (e.g. PDP Context Activation) attempt with a suitable cause code, e.g. User Authentication failed. ”
The access reject or no response from the AAA server can be happened due to the MS provided the wrong/invalid PAP/CHAP user credentials (e.g. user-name or user-password) in the PCO IE when initiating the initial access (e.g. primary PDP context or the default bearer) to the network.
Upon receipt of reject with cause value “User authentication failed” from the P-GW/GGSN, the MME/SGSN will reject the (E)SM request message with (E)SM #29 to the MS.

However, the current specification does not specify the MS’s behaviour upon receipt of an (E)SM reject message with (E)SM #29. As a result, the MS can automatically re-send the same access request to the same APN using the same PAP/CHAP user credentials (e.g. user-name or user-password), but get rejected with (E)SM #29 again and again. This MS behaviour seems to be wasteful and may trigger the overload of the signalling in radio access network and core network. This will also cause the MS’s battery drain.
Hence, it is proposed to cleary specify the MS’s behaviour upon receipt of an (E)SM reject message with (E)SM #29 to limit the retry to the same APN using the same PAP/CHAP user credentials.

	
	

	Summary of change:
	To clearly specify the MS’s behaviour upon receipt of an (E)SM reject message with (E)SM #29 to limit the unnecessary retry action.
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	The MS’s behavior upon receipt of an (E)SM reject message with (E)SM #29 is unclear. The MS may automatically re-send the same access request to the same APN using the same PAP/CHAP user credentials (e.g. user-name or user-password), but get rejected with (E)SM #29 again and again. This MS behaviour seems to be wasteful and may trigger the overload of the signalling in radio access network and core network. This will also cause the MS’s battery drain.
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* * * * First Change * * * *

6.1.3.1.5
Abnormal cases

The following abnormal cases can be identified:

a)
Expiry of timers


In the mobile station: 


On the first expiry of the timer T3380, the MS shall resend the ACTIVATE PDP CONTEXT REQUEST and shall reset and restart timer T3380. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3380, the MS shall release all resources possibly allocated for this invocation and shall abort the procedure; no automatic PDP context activation re-attempt shall be performed. 


On the network side: 


On the first expiry of the timer T3385, the network shall resend the message REQUEST PDP CONTEXT ACTIVATION and shall reset and restart timer T3385. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3385, the network shall release possibly allocated resources for this activation and shall abort the procedure. 

b)
Collision of MS initiated and network requested PDP context activation

Dynamic PDP address collision case:

If the MS uses dynamic PDP addressing that turns out to collide with the network requested PDP address, then there is no detection of collision specified but left for network implementation.


Static PDP address collision detected within the mobile station:


A collision of an MS initiated and a network requested PDP context activation procedure is identified by the MS when a REQUEST PDP CONTEXT ACTIVATION message is received from the network after the MS has sent an ACTIVATE PDP CONTEXT REQUEST message, the MS has not yet received an ACTIVATE PDP CONTEXT ACCEPT or ACTIVATE PDP CONTEXT REJECT message, and

i)
the MS is able to compare the PDP type, PDP address and APN requested in the ACTIVATE PDP CONTEXT REQUEST message with those requested in the REQUEST PDP CONTEXT ACTIVATION message and these parameters are equal; or

ii)
the MS is unable to compare these parameters in the two messages.

NOTE:
In general, the MS is unable to test if the PDP type, PDP address and APN in the REQUEST PDP CONTEXT ACTIVATION message are the same as those for the PDN to which it is attempting to activate a context. This is because the MS may have omitted one or more of the parameters in the ACTIVATE PDP CONTEXT REQUEST message, since it is relying on default values to be provided by the network.

-
In the case of such a collision, the MS initiated PDP context activation shall take precedence over the network requested PDP context activation. In case (i), the MS shall discard the REQUEST PDP CONTEXT ACTIVATION message and shall wait for the network response to its ACTIVATE PDP CONTEXT REQUEST message. In case (ii), the MS shall send a REQUEST PDP CONTEXT ACTIVATION REJECT message with the cause 'insufficient resources' to the network, and wait for the network response to its ACTIVATE PDP CONTEXT REQUEST message.


Static PDP address collision detected on the network side: 


A collision is detected by the network in the case where the PDP address, PDP type and APN derived (according to 3GPP TS 23.060 [74] annex A) from the ACTIVATE PDP CONTEXT REQUEST message received from the MS match those in the REQUEST PDP CONTEXT ACTIVATION message sent to the MS. 

-
In the case of such a collision, the MS initiated PDP context activation shall take precedence over the network requested PDP context activation. The network shall terminate the network requested PDP context activation procedure, and proceed with the MS initiated PDP context activation procedure.

c)
 MS initiated PDP context activation request for an already activated PDP context (on the network side)

i)
If the network receives a ACTIVATE PDP CONTEXT REQUEST message with the same combination of APN, PDP type and PDP address as an already activated PDP context, the network shall deactivate the existing PDP context and, if any, all the linked PDP contexts (matching the combination of APN, PDP type and PDP address), locally without notification to the MS and proceed with the requested PDP context activation.

ii)
Alternatively (different combination of APN, PDP type and PDP address), if the NSAPI matches that of an already activated PDP context, then the network shall deactivate only the existing PDP context locally without notification to the MS and proceed with the requested PDP context activation.


It is an implementation option if the parameters used for comparison described in clause i) and ii) are the parameters provided in the (current and previous) ACTIVATE PDP CONTEXT REQUESTs or the parameters which are the result of the application of the selection rules defined in 3GPP TS 23.060 [74] Annex A.2. 


The parameter provided in the current ACTIVATE PDP CONTEXT REQUEST can not be compared to the actually used parameters (result of application of selection rules defined in 3GPP TS 23.060 [74] Annex A.2) of the previously activated PDP contexts.

If the network receives an ACTIVATE PDP CONTEXT REQUEST message with request type "emergency" and there already is a PDN connection for emergency bearer services existing, the network shall reject the request with cause code #31 "activation rejected, unspecified".
d)
Network initiated PDP context activation request for an already activated PDP context (on the mobile station side)


If the MS receives a REQUEST PDP CONTEXT ACTIVATION message with the same combination of APN, PDP type and PDP address as an already activated PDP context, the MS shall deactivate the existing PDP context and, if any, all the linked PDP contexts (matching the combination of APN, PDP type and PDP address) locally without notification to the network and proceed with the requested PDP context activation.

e)
Additional MS initiated PDP context activation request received from an MS that is attached for emergency bearer services:


If the MS is attached for emergency bearer services the network shall only accept the PDP context activation request for emergency services. The network shall reject any other PDP context activation request with cause code #31 "activation rejected, unspecified".

f)
Reception of the ACTIVATE PDP CONTEXT ACCEPT message and Bearer Control Mode violation

If the Selected Bearer Control Mode indicates other value than 'MS only' in the ACTIVATE PDP CONTEXT ACCEPT message although the protocol configuration options information element was not present or the MS Support of Network Requested Bearer Control indicator was not present in the protocol configuration options information element of the corresponding ACTIVATE PDP CONTEXT REQUEST message, the MS shall ignore the Selected Bearer Control Mode parameter received from the network and apply Bearer Control Mode 'MS only' for all active PDP contexts sharing the same PDP Address and APN.
g)
MS initiated PDP context activation request rejected with SM cause value #29 "user authentication failed"

The MS shall not automatically send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS until:

-
a new PLMN is selected;

-
the PAP/CHAP user credentials (e.g. user-name, user-password) in the protocol configuration options information element (see 3GPP TS 29.061 [130]) is changed;

-
the MS is switched off; or

-
the SIM/USIM is removed.
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Figure 6.3/3GPP TS 24.008: MS initiated PDP context activation procedure
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Figure 6.4/3GPP TS 24.008: Network initiated PDP context activation procedure

* * * * Next Change * * * *
6.1.3.8.4
Abnormal cases

The following abnormal cases can be identified:

a)
Expiry of timers in the mobile station: 
On the first expiry of the timer T3380, the MS shall resend the ACTIVATE MBMS CONTEXT REQUEST and shall reset and restart timer T3380. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3380, the MS shall release all resources possibly allocated for this invocation and shall abort the procedure; no automatic MBMS context activation re-attempt shall be performed. 

b)
Expiry of timers on the network side: On the first expiry of the timer T3385, the network shall resend the message REQUEST MBMS CONTEXT ACTIVATION and shall reset and restart timer T3385. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3385, the network shall release possibly allocated resources for this activation and shall abort the procedure. 

c)
MBMS context activation request for an already activated MBMS context (on the mobile station side): If the MS receives a REQUEST MBMS CONTEXT ACTIVATION message with the same combination of APN and IP multicast address (i.e. PDP type and PDP address) as an already activated MBMS context, the MS shall deactivate the existing MBMS context locally without notification to the network and proceed with the requested MBMS context activation.

d)
MBMS context activation request for an already activated MBMS context (on the network side): If the network receives an ACTIVATE MBMS CONTEXT REQUEST message with the same combination of APN and IP multicast address (i.e. PDP type and PDP address) as an already activated MBMS context, the network shall deactivate the existing MBMS context locally without notification to the MS and proceed with the requested MBMS context activation.
e)
MS initiated MBMS context activation request rejected with SM cause value #29 "user authentication failed": The MS shall not automatically send another ACTIVATE MBMS CONTEXT REQUEST message for the same APN that was sent by the MS until:

-
a new PLMN is selected;

-
the PAP/CHAP user credentials (e.g. user-name, user-password) in the protocol configuration options information element (see 3GPP TS 29.061 [130]) is changed;

-
the MS is switched off; or

-
the SIM/USIM is removed.
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Figure 6.10/3GPP TS 24.008: MBMS context activation procedure

* * * * End of Change * * * *
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