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	Reason for change:
	For the ESM#29, it was defined as below:
“Cause #29 – User authentication failed


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.”
As further specified in TS 29.061, the cause value “User authentication failed” can be typically used in the case of access reject or no response from the AAA server during the RADIUS Authentication or Diameter Authentication procedure:
“RADIUS Authentication is only applicable to the primary PDP context. When the GGSN receives an Access-Accept message from the authentication server it shall complete the PDP context activation procedure. If Access-Reject or no response is received, the GGSN shall reject the PDP Context Activation attempt with a suitable cause code, e.g. User Authentication failed. The GGSN may also use the RADIUS re-authorization procedure for the purpose of IPv4 address allocation to the MS for PDP type of IPv4v6 after establishment of a PDN connection.”
“Diameter Authentication is applicable to the initial access (e.g. primary PDP context or the default bearer). When the GGSN/P-GW receives a positive response from the authentication server it shall complete the initial access (e.g. PDP context activation) procedure. If a failure or no response is received, the GGSN/P-GW shall reject the initial access (e.g. PDP Context Activation) attempt with a suitable cause code, e.g. User Authentication failed. ”
The access reject or no response from the AAA server can be happened due to the UE provided the wrong/invalid PAP/CHAP user credentials (e.g. user-name or user-password) in the PCO IE when initiating the initial access (e.g. primary PDP context or the default bearer) to the network.
Upon receipt of reject with cause value “User authentication failed” from the P-GW/GGSN, the MME/SGSN will reject the (E)SM request message with (E)SM #29 to the UE.

However, the current specification does not specify the UE’s behaviour upon receipt of an (E)SM reject message with (E)SM #29. As a result, the UE can automatically re-send the same access request to the same APN using the same PAP/CHAP user credentials (e.g. user-name or user-password), but get rejected with (E)SM #29 again and again. This UE behaviour seems to be wasteful and may trigger the overload of the signalling in radio access network and core network. This will also cause the UE’s battery drain.
Hence, it is proposed to cleary specify the UE’s behaviour upon receipt of an (E)SM reject message with (E)SM #29 to limit the retry to the same APN using the same PAP/CHAP user credentials.

	
	

	Summary of change:
	To clearly specify the UE’s behaviour upon receipt of an (E)SM reject message with (E)SM #29 to limit the unnecessary retry action.

	
	

	Consequences if not approved:
	The UE’s behavior upon receipt of an (E)SM reject message with (E)SM #29 is unclear. The UE may automatically re-send the same access request to the same APN using the same PAP/CHAP user credentials (e.g. user-name or user-password), but get rejected with (E)SM #29 again and again. This UE behaviour seems to be wasteful and may trigger the overload of the signalling in radio access network and core network. This will also cause the UE’s battery drain.

	
	

	Clauses affected:
	6.5.1.5

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * * First Change * * * *

6.5.1.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
T3482 expired


On the first expiry of the timer T3482, the UE shall resend the PDN CONNECTIVITY REQUEST and shall reset and restart timer T3482. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3482, the UE shall abort the procedure, release the PTI allocated for this invocation and enter the state PROCEDURE TRANSACTION INACTIVE;

y)
UE initiated PDN connectivity request rejected with ESM cause value #29 "user authentication failed"

The UE shall not automatically send another PDN CONNECTIVITY REQUEST message for the same APN that was sent by the UE until:

-
a new PLMN is selected;

-
the PAP/CHAP user credentials (e.g. user-name, user-password) in the Protocol Configuration Options IE (see 3GPP TS 29.061 [16]) is changed;

-
the UE is switched off; or

-
the USIM is removed.
* * * * End of Change * * * *
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