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Problem statement

Usage of IMEI as instance-id in IETF draft:
The usage of the instance-id constructed for IMEI is defined in draft draft-allen-dispatch-imei-urn-as-instanceid/. Draft IETF draft-montemurro-gsma-imei-urn defines IMEI URN.
The last version of the IETF draft draft-allen-dispatch-imei-urn-as-instanceid/ restricts sending the Instance-ID in non-REGISTER requests except in INVITE requests for emergency calls; see the extract below: 

· A UAS MUST NOT include its "sip.instance" media feature tag containing the GSMA IMEI URN in the Contact header field of responses except when the response is related to an emergency session. Regulatory requirements can require the IMEI to be provided to the   Public Safety Answering Point(PSAP).  Any future exceptions to this prohibition require a RFC that addresses how privacy is not violated.

This restriction is due to the fact that the IMEI is a sensible information that shall not be communicated to non-trusted entities (e.g. to other UEs).
Usage of IMEI as instance-id in TS 24.229:

Currently, TS 24.229 states:

· The mobile UEs shall construct its Instance-Id URN from its IMEI (without any encryption). 
· The mobile UE is mandated to send its instance-id in the contact header of REGISTER request. 
· The mobile UE can send its instance-id in the contact header non-REGISTER request provided that it’s sure that an Application Server will prevent the instance-id to be sent to an untrusted entity. 
TS 24.229 references only the IETF draft draft-montemurro-gsma-imei-urn, which defines the name space for the URN constructed from the IMEI.  It does not reference the IETF draft draft-allen-dispatch-imei-urn-as-instanceid/, which define the usage of the IMEI-based URN as the instance-id; instead this usage is described in 3GPP 24.229, as described above.
Therefore, 24.229 violates the restriction, related to privacy, contained in the last version of draft-allen-dispatch-imei-urn-as-instanceid/
Usage of IMEI as instance-id by GSMA

RCS specification, defined by GSMA, mandates the UE (supporting RCS) to send its instance-id in the INVITE request, and no IETF informational, defining how Privacy is not violated, exists. 
Therefore, the GSMA RCS specification violates the restriction, related to privacy, contained in the last version of draft-allen-dispatch-imei-urn-as-instanceid/ related to privacy. 

Discussion
By analysing the specifications having procedures based on the reception by the network of the instance-id constructed from IMEI, it appears that such instance-id is used for two different needs:

Need 1: Universal identification of the used mobile equipment:
Some network procedures needs to universally identify the mobile device and therefore needs to receive its IMEI. Blocking stolen mobile UEs is an example of such procedures.
This identification shall be the same whatever the UE usage (IMS services, CS services, Information system, CRM, etc.).
Need 2: Guarantee the uniqueness of instance-id: 

TS 24.229 contains the following definition:

Instance ID: An URN generated by the device which uniquely identifies a specific device amongst all other devices, and does not contain any information pertaining to the user (e.g., in GPRS instance ID applies to the Mobile Equipment rather than the UICC). The public user identity together with the instance ID uniquely identifies a specific UA instance.
This identification is limited to SIP procedure.

Procedures which violate the privacy restriction require that the instance-id is sent in non-REGISTER request and not the IMEI. But, because the instance-id is constructed from IMEI, without encryption, it happens that the IMEI is sent in non-REGISRER request.   
Therefore, the problem is due to using the instance-id as a way to carry IMEI, while it has not been designed for that need. 

Proposed Solution

Use another SIP element to carry the IMEI identifier and construct the instance-d from encrypted IMEI:
· To fulfil “Need 1”, the SIP User-agent header filed can be used to carry the IMEI 
· To fulfil “Need 2”, the instance-id is constructed form from the IMEI without revealing the IMEI value by using the named-based algorithm described in IETF RFC 4122 “A Universally Unique IDentifier (UUID) URN Namespace”, which guarantees the instance-id uniqueness.

Conclusion 

It’s proposed to adopt the solution described above.

