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Annex K (normative):
Additional procedures in support of UE managed NAT/FW traversal

K.1
Scope

This annex describes the UE, P-CSCF, and S-CSCF procedures in support of UE managed NAT traversal. For ICE, the IBCF procedures are also described. In this scenario, both the media flows and the SIP signalling both traverse a NA(P)T device located in the customer premises domain. The term "hosted NAT" is used to address this function. This annex does not consider the case where the NAT is behind the P-CSCF as different NAT traversal procedures are necessary for this architectural scenario.
This annex also describes the UE procedures to traverse IMS unaware firewalls using ICE/TURN. In this scenario, both the media flows and the SIP signalling need to traverse a firewall between UE and IMS networks. Traversal of firewall behind P-CSCF is not considered because such firewall is usually IMS friendly and traversal is not needed.
NOTE 1:
An IMS unaware firewall is a firewall that blocks UDP and only allows TCP on port 80(HTTP) and TLS on port 443(HTTPS) to pass.
The procedures described in this subclause of this annex rely on the UE to manage the NAT/FW traversal process. As part of the UE management process, the UE can learn whether it is behind a NAT/FW or not, and choose whether the proceedures in this annex are applied or not.
The protection of SIP messages is provided by applying either UDP encapsulation to IPSec packets in accordance with RFC 3948 [63A] and as defined in 3GPP TS 33.203 [19] or by utilizing TLS as defined in 3GPP TS 33.203 [19].

NOTE 2:
This annex describes the mechanism for support of UE managed NAT traversal scenario defined in 3GPP TS 23.228 [7]. This does not preclude other mechanisms but they are out of the scope of this annex.

NOTE 3:

It is recognized that outbound can be useful for capabilities beyond NAT traversal (e.g. multiple registrations) however this annex does not consider such capabilities at this time. Such capabilites can require additional information elements in the REGISTER request so that the P-CSCF and S-CSCF can distinguish whether to apply procedures as of annex F or annex K.

***** next change 2*****
K.2.1.X
Traversal of IMS-Unaware FW and HTTP Proxy for SIP

K.2.1.X.1
General

If UE detects the presence of an IMS unaware firewall and decides to use procedure defined in this annex to traverse the firewall, the UE shall establish TLS connection to the P-CSCF on port 443. If the connection is established successfully, the UE sends SIP signalings over the TLS connection to P-CSCF. Since the TLS connection looks like a HTTPS connection, the firewall is likely to let it pass.

NOTE:
The P-CSCF shall be configured to accept SIP signaling on both UDP on port 5060 and TLS on port 443 which is completely conformance to existing standards.
In case the UE is configured to use an HTTP proxy, the UE needs to use HTTP proxy traversal function to communicate with external servers. The UE shall first use the HTTP CONNECT method specified in RFC 2817 [X1] to request the HTTP proxy to establish a TCP connection with the P-CSCF on its behalf.

***** next change 3*****
K.5.2.X
Traversal of IMS Unaware FW and HTTP Proxy for Media with ICE
If UE detects the presence of IMS unware firewall and decides to use the procedure defined in this clause to traverse the firewall, the UE shall establish TLS connection to the TURN server on port 443. This makes the TURN connection like a HTTPS connection and the firewall is likely to let it pass. If the connection is established successfully, the UE sends TURN control messages and media packets over the connection as defined in RFC 5766 [101].

A UE may try using TURN over TCP 80 to traverse IMS unaware firewall. This makes the TURN connection look like HTTP connection and the firewall is likely to let it pass. However, if the firewall also performs DPI and finds the content is not HTTP, it may still block it. So TURN over TCP on port 80 only works for firewall without DPI and its support is optional.

If an UE is configured to use an HTTP proxy, the UE shall first uses the HTTP CONNECT method specified in RFC 2817 [X1] to request the proxy to establish a TCP connection with the TURN server. Once the TCP connection has been established, the UE proceeds to send TURN control and media messages through the connection.
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