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	Reason for change:
	A security attack was recently reported on the USENIX conference (link below, paper by Golde et.al.) and there was a discussion in GSMA regarding this. Reported attack was only for GSM however this can also be valid for 3G and 4G/LTE. 

https://www.usenix.org/conference/usenixsecurity13/tech-schedule/technical-sessions
The attack goes as follows: a rogue mobile (or a small set of such mobiles) listens to all paging requests in a location / tracking area and responds more quickly that the intended recipient. This will prevent the latter from receiving the call for the following reason: when the rogue mobile responds before the intended recipient, the MME will consider the paging procedure completed, and the incoming call is lost. (And even if the MME repeated a paging request, the rogue mobile could do the same trick again.). In this way, a whole tracking area could be prevented from receiving calls as along as the rogue mobiles were active.

When the MME pages the UE with the GUTI then the UE is expected to respond with an integrity-protected service request. However, the rogue mobile is unable to provide the correct integrity protection. 

The attack could therefore be thwarted if the MME just kept the timer running, when an incorrectly protected service request was received, and continued waiting for a correct response.

So, in LTE, this can be addressed by modifying the MME reaction to check integrity protection of the received response prior to stopping the timer. 

Also, in some situations, it could happen that the real UE is sending a Service Request that is not properly integrity protected due to security context mismatch between the network and the UE. In such cases, MME will send SERVICE REJECT to the UE with cause #9 but it may not have stopped the timer (waiting for the valid paging response). Real UE may resort to sending an attach request as a result based on UE behaviour specified in section 5.6.1.5 for cause #9. So, if the MME hasn’t stopped the paging timer (to thwart the attack) as proposed in this CR, there is a possibility for collisions between Attach request and timer T3413. In such cases, MME should progress the attach procedure and stop the timer T3413 only if the attach request is successfully integrity protected or upon successful completion of attach procedure (this is to take care of the case when genuine UE sending an attach request after receiving a service reject due to NAS security context mismatch). Otherwise, the timer should be kept running.
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	Modify MME behavior to check for integrity protection before stopping the timer T3413. Also clarify MME behavior when there is a collision between T3413 and attach request message.
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5.5.1.2.7
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure


If a lower layer failure occurs before the message ATTACH COMPLETE has been received from the UE, the network shall locally abort the attach procedure, enter state EMM-DEREGISTERED and shall not resend the message ATTACH ACCEPT. If a new GUTI was assigned to the UE in the attach procedure, the MME shall consider both the old and the new GUTI as valid until the old GUTI can be considered as invalid by the network or the EMM context which has been marked as detached in the network is released.


If the old GUTI was allocated by an MME other than the current MME, the current MME does not need to retain the old GUTI. If the old GUTI is used by the UE in a subsequent attach message, the network may use the identification procedure to request the UE's IMSI.
b)
Protocol error


If the ATTACH REQUEST message is received with a protocol error, the network shall return an ATTACH REJECT message with one of the following EMM cause values:


#96:
invalid mandatory information;


#99:
information element non-existent or not implemented;


#100:
conditional IE error; or


#111:
protocol error, unspecified.

c)
T3450 time-out


On the first expiry of the timer, the network shall retransmit the ATTACH ACCEPT message and shall reset and restart timer T3450. 


This retransmission is repeated four times, i.e. on the fifth expiry of timer T3450, the attach procedure shall be aborted and the MME enters state EMM-DEREGISTERED. If a new GUTI was allocated in the ATTACH ACCEPT message, the network shall consider both the old and the new GUTI as valid until the old GUTI can be considered as invalid by the network. If the old GUTI was allocated by an MME other than the current MME, the current MME does not need to retain the old GUTI. or the EMM context which has been marked as detached in the network is released.

If the old GUTI is used by the UE in a subsequent attach message, the network acts as specified for case a above.
d)
ATTACH REQUEST received after the ATTACH ACCEPT message has been sent and before the ATTACH COMPLETE message is received

-
If one or more of the information elements in the ATTACH REQUEST message differ from the ones received within the previous ATTACH REQUEST message, the previously initiated attach procedure shall be aborted if the ATTACH COMPLETE message has not been received and the new attach procedure shall be progressed; or

-
if the information elements do not differ, then the ATTACH ACCEPT message shall be resent and the timer T3450 shall be restarted if an ATTACH COMPLETE message is expected. In that case, the retransmission counter related to T3450 is not incremented.

e)
More than one ATTACH REQUEST received and no ATTACH ACCEPT or ATTACH REJECT message has been sent

-
If one or more of the information elements in the ATTACH REQUEST message differs from the ones received within the previous ATTACH REQUEST message, the previously initiated attach procedure shall be aborted and the new attach procedure shall be executed;

-
if the information elements do not differ, then the network shall continue with the previous attach procedure and shall ignore the second ATTACH REQUEST message.

f)
ATTACH REQUEST received in state EMM-REGISTERED


If an ATTACH REQUEST message is received in state EMM-REGISTERED the network may initiate the EMM common procedures; if it turned out that the ATTACH REQUEST message was sent by a UE that has already been attached, the EMM context, EPS bearer contexts, if any, are deleted and the new ATTACH REQUEST is progressed.

g)
TRACKING AREA UPDATE REQUEST message received before ATTACH COMPLETE message.


Timer T3450 shall be stopped. The allocated GUTI in the attach procedure shall be considered as valid and the tracking area updating procedure shall be rejected with the EMM cause #10 "implicitly detached" as described in subclause 5.5.3.2.5.
h)
DETACH REQUEST message received before ATTACH COMPLETE message.


The network shall abort the attach procedure and shall progress the detach procedure as described in subclause 5.5.2.2.
i)
ATTACH REQUEST message received when timer T3413 is running.


The network shall progress the attach procedure. The network shall abort the paging procedure by stopping the timer T3413 if an integrity-protected ATTACH REQUEST message is received from the UE and successfully integrity checked by the network. If the ATTACH REQUEST message received is not integrity-protected, or the integrity check is unsuccessful, the timer T3413 shall be kept running.The timer T3413 is stopped when attach procedure is completed successfully.
*******************************Next Change********************************************

5.6.2.2
Paging for EPS services

5.6.2.2.1
Paging for EPS services through E-UTRAN using S-TMSI
The network shall initiate the paging procedure for EPS services using S-TMSI with CN domain indicator set to "PS" when NAS signalling messages, cdma2000® signalling messages or user data is pending to be sent to the UE when no NAS signalling connection exists (see example in figure 5.6.2.2.1.1).
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Figure 5.6.2.2.1.1: Paging procedure using S-TMSI
To initiate the procedure the EMM entity in the network requests the lower layer to start paging (see 3GPP TS 36.300 [20], 3GPP TS 36.413 [23]) and starts the timer T3413 for this paging procedure. The EMM entity may provide the lower layer with a list of CSG IDs, including the CSG IDs of both the expired and the not expired subscriptions. If there is a PDN connection for emergency bearer services established, the EMM entity in the network shall not provide the list of CSG IDs to the lower layer.
Upon reception of a paging indication, the UE shall stop the timer T3346, if running, and initiate a service request procedure to respond to the paging (see 3GPP TS 23.401 [10] and 3GPP TS 36.413 [23]). If the paging for EPS services was received during an ongoing UE initiated EMM specific procedure or service request procedure, then the UE shall ignore the paging. The network shall proceed with the EMM specific procedure or the service request procedure, and stop the timer T3413.
The network shall stop the timer T3413 for the paging procedure when an integrity-protected response is received from the UE and successfully integrity checked by the network. If the response received is not integrity-protected, or the integrity check is unsuccessful, the timer T3413 shall be kept running. Upon expiry of T3413, the network may reinitiate paging.
If the network, while waiting for a response to the paging sent without paging priority, receives downlink signalling or downlink data associated with priority EPS bearers, the network shall stop the timer T3413 and then initiate paging procedure with paging priority.
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