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	Reason for change:
	According to annex S.2.2.2.1 of TS 23.228, UE performing the functions of an external attached network and P-CSCF shall use a secure connection using a TLS session.

P-CSCF shall also add a P-Served-Used header field and send all subsequent requests using the established secure connection.

	
	

	Summary of change:
	If no secure connection has been established between a UE performing the functions of an external attached network and a P-CSCF, P-CSCF shall reject an INVITE request with a 403 Forbidden.

P-CSCF adds a P-Served-User header field for requests from an IP-PBX.

Clarification that P-CSCF uses the already established secure connection for subsequent requests.
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1st change
5.2.7.2
UE-originating case

When the P-CSCF receives from the UE an INVITE request for which resource authorization procedure is required, if it receives from the IP-CAN (e.g. via PCRF) an indication that the requested resources for the multimedia session being established cannot be granted and this indication does not provide an acceptable bandwidth information, the P‑CSCF shall return a 503 (Service Unavailable) response to the received INVITE request. Depending on local operator policy, this 503 (Service Unavailable) response may include a Retry-After header indicating how long the UE shall wait before it can reattempt the request.

When the P-CSCF receives from the UE an INVITE request, the P-CSCF may require the periodic refreshment of the session to avoid hung states in the P-CSCF. If the P-CSCF requires the session to be refreshed, then the P-CSCF shall apply the procedures described in RFC 4028 [58] clause 8.
NOTE 1:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it.
The P-CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.
If received from the IP-CAN, the P-CSCF shall also include the access-network-charging-info parameter (e.g. received via the PCRF, over the Rx or Gx interfaces) in the P-Charging-Vector header field in the first request originated by the UE that traverses the P-CSCF, as soon as the charging information is available in the P-CSCF, e.g., after the local resource reservation is complete. Typically, this first request is an UPDATE request if the remote UA supports the "integration of resource management in SIP" extension or a re-INVITE request if the remote UA does not support the "integration of resource management in SIP" extension. See subclause 5.2.7.4 for further information on the access network charging information.

If:

-
the UE is roaming;

-
the P-CSCF is not in the home network; and

-
an agreement exists with the home network operator (as identified by the bottom most URI in the list of URIs received in the Service-Route header field during the last successful registration or re-registration) to support Roaming Architecture for Voice over IMS with Local Breakout;

the P-CSCF may insert into the request a Feature-Caps header field with the "+g.3gpp.trf" header field parameter as specified in RFC 6809 [190]. Based on local policy the P-CSCF shall insert the "+g.3gpp.trf" header field parameter with the parameter value set to the URI of the desired TRF.
If:

-
the UE is roaming;

-
the P-CSCF is not in the home network; and
-
the visited network supports MRB functionality for the allocation of MRF resources and if an agreement exists with the home operator (identified by the bottom most URI in the list of URIs received in the Service-Route header field during the last successful registration or re-registration) to provide access to MRF resources from the visited network;

the P-CSCF may insert into the request a Feature-Caps header field with the "+g.3gpp.mrb" header field parameter, as specified in RFC 6809 [190]. Based on local policy the P-CSCF shall insert the "+g.3gpp.mrb" header field parameter with the parameter value set to the URI of the desired MRB.

The P-CSCF (IMS-ALG) shall transparently forward a received Contact header field towards the UE when the Contact header field contains a GRUU or a media feature tag indicating a capability for which the URI can be used.

NOTE 2:
One example of such a media feature tag is the isfocus media feature tag where the URI in the Contact header field is used by conference services to transport the temporary conference identity that can be used when rejoining an ongoing conference.
NOTE 3: 
Various mechanisms can be applied to recognize the need for priority treatment (e.g., based on the dialled digits). The exact mechanisms are left to national regulation and network configuration.
Based on the alternative mechanism to recognize the need for priority treatment, the P-CSCF shall insert the temporarily authorised Resource-Priority header field with appropriate namespace and priority value in the INVITE request.
If the P-CSCF receives a dialog creating or stand-alone SIP request with the exception of the REGISTER request from a UE performing the functions of an external attached network operating in static mode,
NOTE 4:
The P-CSCF can identify that a request is received from a UE performing the functions of an external attached network operating in static mode by evaluating the TLS session or by other means.
the P-CSCF shall
a)
add the identity of the UE performing the functions of an external attached network operating in static mode in a P-Served-User header field as defined in RFC 5502 [133] as a SIP URI identifying the domain of the UE performing the functions of an external attached network operating in static mode;
NOTE 5:
The identity of the UE performing the functions of an external attached network has been made aware to the P-CSCF in the certificates during the TLS session setup or by other means.
b)
if this request contains a P-Asserted-Identity header field, verify the identity of the UE performing the functions of an external attached network against the identity of the certificates;
c)
select the I-CSCF of the home network;
NOTE 6:
The list of the I-CSCFs can be either obtained as specified in RFC 3263 [27A] or be provisioned in the P-CSCF.
d)
insert a Route header field with the URI of the I-CSCF;
e)
add the orig parameter to the dialog request to indicate that this is an originating request; and
f)
forward the request to the selected I-CSCF.
If:
-
no response is received to the dialog creating or stand-alone SIP request with the exception of the REGISTER request and its retransmissions by the P-CSCF; or
-
a 3xx response or 480 (Temporarily Unavailable) response is received,
the P-CSCF shall repeat the actions of the above bullets with a different I-CSCF.
If the P-CSCF fails to forward the dialog creating or stand-alone SIP request with the exception of the REGISTER request to any I-CSCF, the P-CSCF shall send back a 504 (Server Time-Out) response to the UE performing the functions of an external attached network, in accordance with the procedures in RFC 3261 [26].
Next change

5.2.7.3
UE-terminating case

When the P-CSCF receives an INVITE request destined for the UE the P-CSCF may require the periodic refreshment of the session to avoid hung states in the P-CSCF. If the P-CSCF requires the session to be refreshed, then the P-CSCF shall apply the procedures described in RFC 4028 [58] clause 8.
NOTE 1:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it in order to make it work.
When the P-CSCF receives an initial INVITE request destined for the UE, it will have a list of Record-Route header fields. Prior to forwarding the initial INVITE request, the P-CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.
If no security association exists between the P-CSCF and the UE performing the functions of an external attached network operating in static mode, the P-CSCF shall initiate a TLS session towards the UE performing the functions of an external attached network operating in static mode before sending the dialog creating or stand-alone SIP request with the exception of the REGISTER request.
NOTE 2:
The P-CSCF can identify that a call is directed to a UE performing the functions of an external attached network operating in static mode by evaluating the Route header field, the Request URI or other means.
Once the TLS session is set up (using the certificates) the P-CSCF shall send the dialog creating or stand-alone SIP request with the exception of the REGISTER request over the secure connection to the UE performing the functions of an external attached network operating in static mode.
If received from the IP-CAN, the P-CSCF shall also include the access-network-charging-info parameter (e.g. received via the PCRF, over the Rx or Gx interfaces) in the P-Charging-Vector header field in the first request or response originated by the UE that traverses the P-CSCF, as soon as the charging information is available in the P-CSCF e.g., after the local resource reservation is complete. When the P-CSCF sends the response including P-Charging-Vector header field, the P-CSCF shall set the "icid-value" header field parameter to the previously received value of "icid-value" header field parameter in the request. Typically, this first response is a 180 (Ringing) or 200 (OK) response if the remote UA supports the "integration of resource management in SIP" extension, or a re-INVITE request if the remote UA does not support the "integration of resource management in SIP" extension. See subclause 5.2.7.4 for further information on the access network charging information.

If the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1) do not indicate the served UE is authorized to send early media, the P-CSCF shall not allow media flows in forward and backward direction before the 200 (OK) response to the initial INVITE is received.

If the user-related policies provisioned to the P-CSCF (see subclause 5.2.6.1) indicate that the served UE is authorized to send early media, the P-CSCF shall not remove the P-Early-Media header field if received in a 18x provisional response or in an UPDATE request.

The P-CSCF (IMS-ALG) shall transparently forward a received Contact header field towards the UE when the Contact header field contains a GRUU or a media feature tag indicating a capability for which the URI can be used.

NOTE 3:
One example of such a media feature tag is the isfocus media feature tag where the URI in the Contact header field is used by conference services to transport the temporary conference identity that can be used when rejoining an ongoing conference.
Next change

5.2.9.2
UE-terminating case

The P-CSCF shall respond to all reINVITE requests with a 100 (Trying) provisional response.
For a reINVITE request or UPDATE request destined towards the UE within the same dialog, when the P-CSCF sends 200 (OK) response (to the INVITE request or UPDATE request) towards the S-CSCF, the P-CSCF shall include the updated access-network-charging-info parameter in the P-Charging-Vector header field. See subclause 5.2.7.4 for further information on the access network charging information.
The P-CSCF shall send all subsequent requests to the UE performing the functions of an external attached network operating in static mode using the already established TLS session as described in subclauses 5.1.2A.1.1 and 5.2.7.3.
End of changes
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