3GPP TSG CT WG1 Meeting #84bis





C1-133953
Porto (Portugal), 7 - 11 October 2013

Source:
Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Verizon, LG Electronics, Bell Canada
Title:
Discussion on Retry handling during UE initiated ESM and SM procedures
Agenda item:
12.29.2
Document for:
Discussion and Decision
1. Introduction

This paper discusses issues related to UE retry handling during UE initiated ESM and SM procedures when the UE’s ESM/SM request is rejected by the core network with ESM/SM cause value #32 (service option not supported), #33 (requested service option not subscribed) and #97 (message type non-existent or not implemented).
2. Discussion
CT1 has been discussing the UE retry handling issues related to reject cause #32/#33/#97 for the past two meetings (CT1#83/CT1#84) .  Since CT1#84 meeting, there have been extensive offline discussions on different solution alternatives. Before diving into different alternatives, it is helpful to review related issues and be clear on requirements.
A. Problem:

Excessive UE retry signaling related to rejection of ESM/SM procedures with cause #32, #33 and #97 has been observed in the field across major operator networks. These ESM/SM procedures can be PDN CONNECTIVITY, BEARER RESOURCE ALLOCATION REQUEST, BEARER RESOURCE MODIFICATION REQUEST, ACTIVATE PDP CONTEXT REQUEST, ACTIVATE SECONDARY PDP CONTEXT REQUEST and MODIFY PDP CONTEXT REQUEST. Once those ESM messages are rejected with cause value #32, #33, #97, UE may aggressively retry, which generates lots of useless signalling.  For example, in Bell Canada network, approximately 80% of Create-PDP-Request messages are a result of phones stuck in infinite loops sending Create-PDP-Request and getting Reject Cause #33: requested service option not subscribed back from the network. This is clearly not desired.
B. Solution Requirement:

It is desirable from network resource efficiency usage point of view to restrict UE retry if core network rejection of UE’s ESM/SM request is related to the following reject causes:

#32:
service option not supported;
#33:
requested service option not subscribed;
#97:
message type non-existent or not implemented.
Clearly for these cause values, retrying the same request for the same APN under same RAT and PLMN combination would be useless. If the MME has previously already rejected the same session management request from the UE and if other processing conditions (like APN, RAT, PLMN) have not been changed, or UE has not changed subscription (which requires power cycle), repeating same SM requests that had previously been rejected will be guaranteed to receive same rejection again. To prevent network from being overloaded with useless retry requests, retry restriction needs to be applied so that the UE does not initiate the same request unless change of any processing conditions could potentially lead to different processing result.
Note that the intention is not to slow down (back off) the retry, nor to stop the UE retry in all cases, but to restrict it in a way to make the retry meaningful by preventing useless retries (retries that are "bound to fail" deterministically). The UE is allowed to retry as soon as there is a change of condition (refered as "retry triggering criteria") that could potentially yield different processing result.
In fact, this handling has already been specified for some rejection codes already, like cause code #66 "requested APN not supported in current RAT and PLMN combination" and #50/#51 "PDN type IPv4 only allowed"/"PDP type IPv6 only allowed":
If the ESM cause value is #66 "requested APN not supported in current RAT and PLMN combination", the UE shall not send another PDN CONNECTIVITY REQUEST for the same APN in the current PLMN or any PLMN in the list of equivalent PLMNs in S1 mode until the UE is switched off or the USIM is removed.

If the ESM cause value is #50 "PDN type IPv4 only allowed" or #51 "PDP type IPv6 only allowed", the UE shall not automatically send another PDN CONNECTIVITY REQUEST message for the same APN that was sent by the UE using the same PDN type until:

- a new PLMN which is not in the list of equivalent PLMNs is selected;

- the PDN type which is used to access to the APN is changed;

- the UE is switched off; or

- the USIM is removed.
So in summary what is required is the changed UE retry behavior and to be able to restrict UE retry based on a set of qualifying retry triggering criteria:

- a new PLMN which is not in the list of equivalent PLMNs is selected;
- the UE has changed to a new RAT;

- the UE is switched off; or
- the USIM is removed.
And if any of the retry triggering condition is met, the UE can retry.

C. Alternative Solutions:

The following 3 alternative solutions have been considered: 

1). Restrict UE retry behavior for #32/#33/#97 based on backoff timer signalling and retry triggering criteria;
2). Restrict UE retry behavior for #32/#33/#97 based on new retry restriction indicator and retry triggering criteria;
3). Restrict UE retry behavior for #32/#33/#97 purely based on retry triggering criteria

Alternative 1) and 2) are both signalling based solutions and use additional timer or indication to control UE retry behavior in addition to retry triggering criteria, while alternative 3) UE retry only based on retry triggering criteria.  Below are some detailed consideration for each alternative:

Alternative 1): Restrict UE retry behavior via backoff timer
For this alternative, existing backoff timer mechanism is used to control UE retry. The network may include a value for timer T3396 (see 3GPP TS 24.008 [13]) in the PDN CONNECTIVITY REJECT, BEARER RESOURCE ALLOCATION REJECT or BEARER RESOURCE MODIFICATION REJECT message. If T3396 IE is included, the UE then retries based on the T3396 value received:

- If T3396 is zero, the UE may retry;

- If T3396 is “deactivated”, the UE shall not retry;

- If T3396 is not zero nor “deactivated”, the UE backoff for the given period before retry.

Otherwise, if T3396 IE is not included, the UE may retry.
While this alternative can provide handling flexibility for operators that are not interested in UE retry behavior change for #32/#33/#97 cause codes, it does not exactly match the intended requirements and is overly complicated:
1). T3396 is maintained across power cycle which means requirement to allow UE retry after the UE is switched off cannot be met. There may be use cases where the user calls customer care and makes changes to their subscription, and customer care wants them to be able to power cycle the device and be able to connect to the APN. 

2). Currently there is no mechanism to allow individual backoff timer for each rejection cause. Given that there is only one runtime backoff timer, there is no way to distinguish backoff due to different rejections.
Also the backoff timer period used for restricting UE retry may be different from (significantly longer than)  backoff timer period needed for congestion control purpose. However in current spec, only one timer value is maintained (running), which means every new rejection with a non-zero backoff timer value would result in the backoff timer to be stopped and restarted using the new value. 
The UE could be denied for network access for non-cause #32/#33/#97 related retry. For example, if previously the UE was rejected due to congestion #26, and was given a backoff timer value, say 5 hours, then rejection #32 came, the new backoff timer value is “deactivated”, then UE will not retry the request that was rejected with #26.

3). Considering that the original requirement is to stop UE retry instead of delaying the UE retry (backoff the UE), backoff timer approach does not exactly match the requirement, in addition to be unnecessarily complicated. Offline feedback from several UE vendors seems to indicate that it is preferred to avoid this complexity if possible. 
4). Impact: operator, core network and UE vendors all impacted:

- Operator: configuration of backoff timer
- network signalling change and handling logic for T3396

- UE handling logic for T3396.
5). Time/Availability: 

- Possible long implementation time for this to be implemented by both network and UE vendors.

- Can only be provided for Rel12 onwards UEs
Alternative 2): Restrict UE retry behavior via explicit on/off indication
This approach was suggested in offline discussion as an alternative signalling based solution that can provide similar operator flexibility but not as complicated as backoff timer approach. The basic idea is to implement a new indicator to provide on/off UE retry indication which can be used in combination with #32, #33 or #97.
Problem is this approach also complicates UE retry logic:

· Is this indication intended to be static or dynamic?  If dynamic, what is used by the core network to come up with the decision?  Note that if static, it would be the same as configuration based approach.
· If indication is dynamic, is the indicator meant to be sent per rejection or per registration?  Would same indication still be used when UE changes RAT or PLMN?

· How can this indicator work with UE retrying triggering criteria? What if the indication contradicts with retry triggering criteria?

For example, if indicator indicates no retry, but if UE changed RATs, e.g. from LTE to HSPA, then the UE should be allowed to retry.
Considering that the original requirement is to stop UE retry unless triggering criteria is met, such complication of this UE retry logic is not desired.

Impact for this alternative is similar to backoff timer alternative, operator, core network and UE vendors all impacted.
Regarding time/availability, it is similar to backoff timer approach, for a solution based on indication from the network, long lead time is expected for this to be implemented on new UEs and almost not possible to be included in existing UEs.
Alternative 3): Mandatory UE retry behavior for #32/#33/#97 purely based on retrying criteria
For this alternative, UE retry restriction is mandatory unless one of the following retry triggering criteria is met: Either a new PLMN which is not in the list of equivalent PLMNs is selected, or the UE has changed to a new RAT, or the UE is switched off; or the USIM is removed.
The UE retry behavior would be similar to what is implemented today for reject cause #50/#51:
If the ESM cause value is #32 "service option not supported", #33 "requested service option not subscribed" or #97 "message type non-existent or not implemented", the UE shall not automatically send the same PDN CONNECTIVITY REQUEST message for the same APN until:

-
a new PLMN which is not in the list of equivalent PLMNs is selected;

-
the UE has changed to a new RAT;

-
the UE is switched off;

-
the USIM is removed.
As we can see, this retry handling matches the exact requirements and is easy to implement:

· No additional signalling overhead.
· Only UEs are impacted.

· The solution can be applied to both Rel12 onwards UEs and pre-Rel 12 UEs because it only affects the UEs and no change on infrastructure side. 
· Unified UE behavior.  Note the operators already are asking UE vendors for this type of implementation. By including it in the specifications it eases the burden on UE vendors to maintain slightly different implementations for each operator.
3. Conclusion

Based on above analysis, the supporting companies believe that alternative 3 is the preferred solution to fix this excessive UE retry issue, since it provides simplicity, ease of implementation, and a generic requirement applicable to all networks for simplicity and predictability in devices.

It is proposed that CT1 has further discussion on these alternatives and make a decision. CRs for Alternative 3 are provided in C1-133815 and C1-133816.



















