3GPP TSG CT WG1 Meeting #84bis





C1-133869
Porto (Portugal), 7-11 October 2013
Source:
Huawei
Title:
Firewall traversal for IMS services based on ICE
Agenda item:
12.13
Document for:
Decision
1. Introduction

SA3#72 agreed a firewall traversal solution for IMS services based on ICE.:

-
33.203 CR#0199 (S3-130872)

This document proposes stage-3 solutions for the stage-2 requirements.
2. Stage-3 solutions

2.1 Required functions of the UE:
For firewall traversal of IMS control plane, the IMS client shall implement the following functionality:

-
support SIP over TLS/TCP on the non-standard port 443 (HTTPS);

-
support the SIP Digest authentication method;

-
support the Outbound method defined in Annex G of TS 23.228 with CRLF as the keep-alive technique;

-
support the HTTP CONNECT method in RFC 2817 for establishing the TLS tunnel with the P-CSCF when the IMS client is configured with an HTTP proxy.

For firewall traversal of IMS media plane, the IMS client shall implement the following functionality:

-
support ICE for UDP and TCP based media streams according to Annex G of TS 23.228;

-
support TLS/TCP on non-standard port 443 and TCP on non-standard port 80 for communication with TURN server;

-
support the HTTP CONNECT method in RFC 2817 for establishing TLS tunnels with the TURN server when the IMS client is configured with an HTTP proxy.

Note that the HTTP CONNECT method is only used when the IMS client is configured with an HTTP proxy for outgoing HTTP(S) requests. The way in which the IMS client obtains the proxy address and port is out of scope.

2.2 Required functions of the P-CSCF

For firewall traversal of IMS control plane, the P-CSCF shall implement the following functionality:

-
support SIP over TLS/TCP on the non-standard port 443 (HTTPS);

-
support the SIP Digest authentication method;

-
support the Outbound method defined in Annex G of TS 23.228 with CRLF as the keep-alive technique.

2.3 Required functions of the TURN server

The TURN server shall, in addition to the requirements specified in Annex G of TS 23.228, implement the following functionality:

-
Support TLS/TCP on non-standard port 443 and (optionally) TCP on non-standard port 80 for communication with IMS client

2.4 Required functions of the IMS-ALG and IMS-AGW

The requirements for the IMS-ALG and IMS-AGW specified in TS 24.228 apply without changes.
The IMS-ALG is invoked by the P-CSCF, IBCF, or ISC to handle the case when the remote endpoint lacks support of ICE. The IMS-ALG in turn inserts the IMS-AGW on the media path. 

Thus, the following stage-3 procedures are proposed:

Control Plane

-
UE using SIP over TLS/TCP and using port 443/80 connects to P-CSCF.
-
UE should use the keep-alive method specified in RFC 5626, since TCP is used as transport between the UE and the P-CSCF, the CRLF keep-alive technique must be used.
-
If the UE is configured to use an HTTP proxy, UE need use the HTTP CONNECT method to establish a TCP connection with the P-CSCF, and then UE establish a TLS tunnel with the P-CSCF.
Media Plane
ICE and TURN have later on been extended to also support TCP based media. ICE TCP is defined in RFC 6544 and TURN TCP is defined in RFC 6062.
-
UE establish multiple TCP connections with the TURN server, one for exchange control message and one for each relayed TCP based media stream. TURN server use TCP/TLS on port 443 or TCP on port 80 for all the connections.

 -
If the UE is configured to use an HTTP proxy, UE need use the HTTP CONNECT method to establish the TCP connection with the TURN server, and then UE establish the TLS tunnel with the TURN server.
3. Proposal

It is proposed to discuss and agree principles of stage-3 solution for SA3 requirements in 33.203 CR#0199 (S3-130872) as discussed above. 
