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1
Introduction
The purpose of this document is to provide some information on the PWS Security work that is ongoing within SA3. Although SA3 still have some work to do before they have the security stage 2 completed, it is useful for CT1 to be aware of this work in preparation for when work can begin in CT1.
2
Requirements

Prior to release 12, the only security requirement for PWS was that the system 'shall only broadcast Warning Notifications that come from an authenticated authorized source'. This is a effectively a requirement on the operator to ensure that organisation creating warning messages has the authority to do so, but it provides no protection to the message broadcast over the radio interface.

In release 12, SA1 has agreed additional service requirements on PWS security. These are captured in TS 22.268 [1] as follows:

The following requirements only apply when not roaming internationally:
-
When required by regional or national regulations, the integrity of the Warning Notification shall be protected. If no such regulatory requirement exists, there shall be no integrity protection of Warning Notifications, and all Warning Notifications shall be presented to the PWS application on the PWS-UE.

-
When required by regional or national regulations, the PWS shall protect against false Warning Notification messages. If no such regulatory requirement exists, there shall be no protection against false Warning Notifications, and all Warning Notifications shall be presented to the PWS application on the PWS-UE.

3
Progress of work in SA3

Under the WI "Security aspects of Public Warning System" [3] SA3 is developing a security solution to address the above requirements. Currently, SA3 has created TR 33.869 [2] which expands on the security requirements and describes and evaluates the various solutions that have been proposed. It is anticipated that SA3 will conclude this TR with a recommended security solution at their next meeting (SA3#73 in November), and then complete the stage 2 at their subsequent meeting (SA3#74 in January).
4
Impact on CT1

CT1 is responsible for the overall stage 2 for PWS as well as parts of the stage 3 for PWS (both contained within 23.041). Further parts of the stage 3 are owned by RAN and GERAN.
Although the SA3 TR is not yet completed, it is already possible to determine some of the implications for CT1. For example, it seems clear that it will be necessary to send a digital signature to protect each warning message and CT1 will have to determine how this is done. Note that in earlier versions of release 8,9,10 and 11 specifications there was a partially specified mechanism to send a signature along with an ETWS primary notification, and it is possible that all or part of this could be reused. However, a mechanism was never specified for sending a signature along with the ETWS secondary notification nor with the warning messages of any of the other PWS systems. Due to differences in the way warning messages are carried over E-UTRA, UTRA and GERAN some parts of this work will require interaction with RAN2, and potentially also GERAN, while other parts are purely in the scope of CT1.

A second important aspect of the SA3 work is that of key distribution and here a number different approaches are being evaluated. Some approaches, such as key distribution by NAS signalling, would clearly have significant impact on CT1 specifications. While it is currently too early to make a firm conclusion, it is our understanding that the approaches favoured by SA3 do not have any significant NAS impact.
5
Next steps
As mentioned above, SA3 is not expected to conclude their TR until their November meeting and then not expected to complete the stage 2 until their January meeting. Despite this, and given that CT1 is responsible for the overall stage 2 for PWS as well as some parts of stage 3, our proposal is that CT1 should start work on PWS security in the next quarter. Even without the final security stage 2, it should be possible for CT1 to start drafting a CR to the overall stage 2 description as well to start considering how to add the digital signature to the warning messages. To get this work started we will bring a WID proposal to the next CT1 meeting.
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