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1. Introduction
SA3 agreed two methods for tunnelling of UE services over restrictive access networks:

-
33.402 CR#0113 (S3-130555)

-
33.203 CR#0198 (S3-130556)
This document proposes stage-3 solutions for the stage-2 requirements.
2. Stage-3 solutions

2.1 Stage-3 solution for stage-2 requirements in 33.402 CR#0113 (S3-130555).
Stage-2 expects:

-
boundary of restrictive non-3GPP access network is passed by firewall traversal tunnel (FTT) - i.e. TLS tunnel opened either (a) directly from the UE to ePDG or (b) by using HTTP CONNECT between UE and HTTP proxy, where the HTTP proxy opens TCP connection with ePDG.

-
envelopes containing IKEv2 messages or IPSec messages are exchanged via the firewall traversal tunnel (FTT).
-
UE and ePDG use IKEv2 to negotiate PDN connections (including IP address assignment) via the firewall traversal tunnel (FTT).

Thus, the following stage-3 procedures are proposed:

-
UE requested FTT establishment procedure. This procedure consists of establishing the firewall traversal tunnel (FTT) by means of TLS above TCP or HTTP CONNECT method.

-
IKEv2 message transport procedure. This procedure consists of encapsulating IKEv2 message in an LV envelope and transporting it via the firewall traversal tunnel (FTT).

-
Encapsulating security payload transport procedure. This procedure consists of encapsulating IPSec message in an LV envelope and transporting it via the firewall traversal tunnel (FTT).

-
UE requested keep-alive procedure. This procedure consists of sending keep-alive message in LV envelope to keep firewall binding (and also NAT binding if NAT is present) open via the firewall traversal tunnel (FTT).

-
UE requested FTT release procedure. This procedure consists of releasing of the firewall traversal tunnel (FTT) by UE.

-
Network requested FTT release procedure. This procedure consists of releasing of the firewall traversal tunnel (FTT) by network.

2.2
 Stage-3 solution for stage-2 requirements in 33.203 CR#0198 (S3-130556).
Stage-2 expects:

-
boundary of restrictive non-3GPP access network is passed by firewall traversal tunnel (FTT) - i.e. TLS tunnel opened either (a) directly from the UE to ePDG Firewall Traversal Function (EFTF) or (b) by using HTTP CONNECT between UE and HTTP proxy, where the HTTP proxy opens TCP connection with ePDG Firewall Traversal Function (EFTF).

-
IP packets are exchanged via the firewall traversal tunnel.

-
authentication is not required, encryption is not required, APN handling is not required, mobility is not required, no need to have multiple tunnels over the firewall traversal tunnel (FTT).
Thus, the following stage-3 procedures are proposed:

-
UE requested FTT establishment procedure, same as in section 2.1. The TLS server can be identified by the same or different FQDN of the TLS server.

-
UE requested FTT release procedure, same as in section 2.1. 

-
Network requested FTT release procedure, same as in section 2.1. In order to assign the UE local IP address, to transport the IP packets and to transport keep-alives the following solutions are possible:

-
Solution 1: IKEv2 and IPsec over the firewall traversal tunnel (FTT) (same as in section 2.1) provide the UE local IP address assignment, the IP packets transport and the keep-alives. This solution provides the best reuse.
-
Solution 2: DHCP over the firewall traversal tunnel (FTT) provides the UE local IP address assignment. IP packet encapsulated in LV envelopes over the firewall traversal tunnel (FTT) provide the IP packet transport, and STUN messages over IP over firewall traversal tunnel (FTT) provide the keep-alives. This solution provides least overhead.
-
Solution 3: PPP over the firewall traversal tunnel (FTT) provides the UE local IP address assignment, the IP packets transport and the keep-alive.
4. Proposal

It is proposed to discuss and agree stage-3 solution for SA3 requirements in 33.402 CR#0113 (S3-130555) as discussed above and as in C1-131929.
It is proposed to discuss and agree principles of stage-3 solution for SA3 requirements in 33.203 CR#0198 (S3-130556) as discussed above. If supported, Ericsson is happy to bring contribution to the next CT1 meeting for this part.
