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	Reason for change:
(

	In CT1 #82, we discussed a CR, C1-130530, to address an issue in the current 24.229 specification when GIBA is used as the authentication mechanism but an entity between the UE and the IMS core network changes the source IP address in the IP header of the packets sent by the UE.  During the meeting, we were asked to provide requirements from SA3 stating that GIBA is expected to be used in a scenario where UE’s IP address can be changed.  The following sections from 33.203 indicate that GIBA is indeed expected to work in such a scenario.  Hence, we resubmit the CR as it is clear that there are stage 2 requirements to handle such a scenario.

T.8.1 of TS 33.203: The P-CSCF checks the source IP address against the IP address in the Via header of the REGISTER message. If the source IP address differs from the IP address in the Via header, the P-CSCF adds the source IP address to a received parameter in the Via header. The P-CSCF then forwards the REGISTER to the I-CSCF in the home network.

T.8.1 of TS 33.203: The S-CSCF contacts the HSS and indicates that GIBA is used to authenticate the UE. The HSS returns the stored IP address to the S-CSCF. The S-CSCF then checks the IP address returned by the HSS against the IP address obtained in the REGISTER message ((if present, the received by parameter shall be used).

Per Sections 5.2.2.6 and  5.4.1.2E bullet 4 in 24.229 there are scenarios where an entity between the UE and PCSCF changes the IP address exposed to the external network even when GIBA is used as the authentication method .  I.e, the Source IP address of the IP packet containing the REGISTER can be different from the IP address that UE has obtained from the network even when GIBA is used as the authentication method . 

Per F.2.1.2.2, if the REGISTER request is sent without integrity protection, the UE shall populate the Contact header with its private IP address.  When GIBA is used as the authentication method, UE will not send a protected REGISTER message.

Also, per 5.4.1.2.1E, the S-CSCF shall use the Contact header to create a binding between the UE’s public user identity and the IP address in the Contact header.

Hence, based on the text from F.2.1.2.2 and that in 5.4.1.2.1E quoted above, this will result in incorrect state in the S-CSCF when a entity between the UE and PCSCF changes the IP address.   That is, the S-CSCF will have the incorrect binding (public identity will be bound to private IP address of UE).

	
	

	Summary of change:
(

	The procedure used by S-CSCF is updated to account for the scenario in which an entity between the UE and the PCSCF changes the exposed IP address

	
	

	Consequences if 
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not approved:
	A UE with a private IP address will be unreachable if it is behind an entity between UE and PCSCF and GIBA is used as the authentication mechanism.
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***** First change *****
5.4.1.2.1E
Initial registration and user-initiated reregistration for GPRS-IMS-Bundled authentication

Upon receipt of a REGISTER request without an Authorization header field, the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header field of the REGISTER request. The S-CSCF shall derive the private user identity from the public user identity being registered by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and To header field parameters.

2)
check if the P-Visited-Network-ID header field is included in the REGISTER request, and if it is included identify the visited network by the value of this header field.

3)
check whether an IP address is stored for this UE. If no IP address (or prefix) is stored for the UE, query the HSS as described in 3GPP TS 29.228 [14] with the derived private user identity and the public user identity as input and store the received IP address (or prefix) of the UE; if the S-CSCF receives a prefix from the HSS, it will only check against prefixes otherwise it will check against the full IP address.

NOTE 1:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S‑CSCF by passing its SIP URI to the HSS. This will be indicated by the HSS for all further incoming requests to this user, in order to direct all these requests directly to this S-CSCF.

4)
check whether a "received" header field parameter exists in the Via header field provided by the UE. If a "received" header field parameter exists, the S-CSCF shall compare the IP address recorded in the "received" header field parameter against the UE's IP address stored during registration. In case of IPv6 stateless autoconfiguration, the S-CSCF shall compare the prefix of the IP address recorded in the "received" header field parameter against the UE's IP address prefix stored during registration. If no "received" header field parameter exists in the Via header field provided by the UE, then the S-CSCF shall compare IP address recorded in the "sent-by" parameter against the stored UE IP address. In case of IPv6 stateless autoconfiguration, S-CSCF shall compare the prefix of the IP address recorded in the "sent-by" parameter against the UE's IP address prefix stored during registration. In any case, if the stored IP address (or prefix) and the (prefix of the) IP address recorded in the Via header field provided by the UE do not match, the S‑CSCF shall query the HSS as described in 3GPP TS 29.228 [14] with the derived private user identity and the public user identity as input and store the received IP address (or prefix) of the UE. If the stored IP address (or prefix) and the (prefix of the) IP address recorded in the Via header field provided by the UE still do not match the S-CSCF shall reject the registration with a 403 (Forbidden) response and skip the following steps.

5)
after performing the S-CSCF Registration/deregistration notification procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred;

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria (the initial Filter Criteria for the Registered and common parts is stored and the unregistered part is retained for possible use later - in the case the S-CSCF is retained if the user becomes unregistered); and
c)
if restoration procedures are supported, the restoration information if received as specified in 3GPP TS 29.228 [14];
NOTE 2:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

6)
update registration bindings as follows:

a)  The S-CSCF shall check whether a "received" header field parameter exists in the Via header field provided by the UE. If a "received" header field parameter exists, the S-CSCF shall use the IP address recorded in the "received" header field parameter as the binding IP address.  In case of IPv6 stateless autoconfiguration, the S-CSCF shall use the prefix of the IP address recorded in the "received" header field parameter as the binding IP address.
      S-CSCF shall bind to each non-barred registered public user identity all registered contact information including all header field parameters contained in the Contact header field and all associated URI parameters with the exception of 

-
the "pub-gruu" and "temp-gruu" header field parameters as specified in RFC 5627 [93]; and

-
IP address.  Instead, the S-CSCF shall use the binding IP address as described above, 

and store information for future use; and
b)
for each binding that contains a "+sip.instance" Contact header field parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3;

NOTE 3:
There might be more than one contact information available for one public user identity.

NOTE 4:
The barred public user identities are not bound to the contact information.

7)
check whether a Path header field was included in the REGISTER request and construct a list of preloaded Route header fields from the list of entries in the received Path header field. The S-CSCF shall preserve the order of the preloaded Route header fields and bind them either to the contact address of the UE or to the registration flow and the associated contact address (if the multiple registration mechanism is used) and the contact information that was received in the REGISTER request;

NOTE 5:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route header fields will already exist. If multiple registration mechanism was not used, then the existing list of pre-loaded Route header fields is bound to a respective contact address of the UE. However, if multiple registration mechanism was used, then the existing list of pre-loaded Route header fields is bound to a registration flow and the associated contact address that was used to send the REGISTER request. In either case, the new list replaces the old list.

8)
determine the duration of the registration by checking the registration expiration interval value in the received REGISTER request and bind it either to the respective contact address of the UE or to the registration flow and the associated contact address (if the multiple registration mechanism is used). The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

9)
store the "icid-value" header field parameter received in the P-Charging-Vector header field;

10)
create and send a 200 (OK) response for the REGISTER request as specified in subclause 5.4.1.2.2F. 

When a user de-registers, or is de-registered by the HSS, the S-CSCF shall delete the IP address stored for the UE.
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