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1. Problem Statement:

It has been during an IOT where Routing Area Update procedure does not work in UTRAN after E-UTRAN to UTRAN handover and the current specifications are not clear in this aspect. 
RNC performs integrity protection towards latest configured CN domain according to 3GPP specification and the latest CN domain is CS in this case. SGSN does not initiate new Security Mode control procedure since it cannot know in this case that PS domain integrity protection has not been performed by the RNC. UE is not allowed to complete the Routing Area Update procedure until the integrity protection is performed towards all CN domains. This leads to situation where PS service gets stuck in the UTRAN because of unsuccessful Routing Area Update procedure. 

Scenario:

1. CS CN and PS CN send Relocation Request for the handover to UTRAN due to SRVCC triggered from E-UTRA

2. During the handover procedure, latest CN domain for which ciphering and integrity protection is configured for Signaling RAB is CS CN. This is specified in TS25.331 clause 8.3.6.3.

3. SRBs can have only one latest CN domain to which ciphering is configured. So it can be CS or PS and now it is CS (see step 2). This means there is no integrity protection started for the PS CN. This is not needed since SRB data is integrity protected. (according to TS 33.102 clause 6.5.4)
“The signalling radio bearers are used for transfer of signalling data for services delivered by both CS and PS service domains. These signalling radio bearers are data integrity protected by the IK of the service domain for which the most recent security mode negotiation took place.”
4. UE triggers Routing Area Update and PS CN sends Routing Area Update Accept.

5. UE does not accept NAS messages from SGSN (i.e, Routing Area Update Accept) due to missing integrity protection in PS.

Note: The same issue can happen even in case of GERAN to UTRAN HO.
2. Analysis and solution options
Following are the 2 possible solutions proposed:

1. Upon first SMC procedure after SRVCC HO, UE activates integrity protection using the integrity key of the key set used. If “RAB info” contains both CS and PS RABs, UE AS layer shall indicate to the upper layers of CS and PS domain (i.e. MM and GMM) that integrity protection is activated.
2. Upon SRVCC HO, UE adds an indicator in the RAU performed towards the SGSN to trigger “SMC” procedure for PS domain.

Solution option 1:

According to current specifications:

TS25.331 Sec 8.3.6.3 states:
2>  set the variable LATEST_CONFIGURED_CN_DOMAIN to the value indicated in the IE "CN domain identity" of the IE "RAB info" of the IE "RAB information to setup" if all instances of the IE indicate the same CN domain, or to the CS domain when this IE is either not present or different instances indicate different CN domains;
2>  for the CN domain in variable LATEST_CONFIGURED_CN_DOMAIN set the IE "Status" in the variable CIPHERING_STATUS to "Started";

=> UE initializes Latest CN domain as CS.

If the source RAT is E-UTRAN: Upon performing SR-VCC (PS to CS) or PS handover, then during the first security mode control procedure following the Inter-RAT handover to UTRAN procedure, UE activates integrity protection using the integrity key of the key set used (see 8.1.12.2.2.).
=> Integrity protection for CS activated here.

Thus current TS25.331 does not say anything about the remaining PS signaling connection and the associated RABs.

TS 24.008 Sec 4.1.1.1.1 states:
“The CS and PS domains in the network and the MM and GMM layers in the MS, are not aware of whether integrity protection has been started in the lower layers by the other domain. It is mandatory for the network to initiate one security mode control procedure for the CS domain and one for the PS domain.”
However integrity protection is only for SRBs and it is common to both CS and PS by using the keys associated to last CN domain. Therefore it is unnecessary to trigger SMC twice per domain after inter-RAT handover.
To overcome this problem, we propose that after inter-RAT Handover and SMC, if “RAB info” contains both CS and PS RABs, UE shall indicate to GMM that integrity protection is activated.

To implement this solution, TS 25.331, 8.3.6.3 and 8.6.3.5.1 needs to be updated. 

For instance, it could state the following (this is up to RAN2 decision):

If the source RAT is E-UTRAN: Upon performing SR-VCC (PS to CS) or PS handover, then during the first security mode control procedure following the Inter-RAT handover to UTRAN procedure, UE activates integrity protection using the integrity key of the key set used (see 8.1.12.2.2.). 

If different instances of the IE "CN domain identity" of the IE "RAB info" of the IE "RAB information to setup" indicate different CN domains, then upon successful completion of the security mode control procedure, UE indicates to upper layers of all the indicated CN domains  that integrity protection is activated.

8.6.3.5.1
Initialisation of Integrity Protection
NOTE 1: After Inter-RAT handover to UTRAN, when the UE receives first security mode control procedure following the handover, to activate integrity protection as specified in subclause 8.3.6.3, if the different instances of “CN domain identity” in the IE “RAB Info” in the variable “ESTABLISHED_RABS” indicate different CN domains then UE indicates the upper layers of all CN domains for the activation of integrity protection.

To implement this solution, TS24.008, 4.1.1.1.1 needs to be updated:

One indication to the MM layer when a security mode control procedure for the CS domain is processed successfully, one indication to the GMM layer when a security mode control procedure for the PS domain is processed successfully and one indication to the MM and GMM layer when a security mode control procedure that activates integrity protection is processed successfully and this  security mode command is the first one after a successful SRVCC handover with simultaneous PS handover or a successful DTM handover from GERAN to UTRAN.
Updated scenario with solution option 1:

1. CS CN and PS CN send Relocation Request for the handover to UTRAN due to SRVCC triggered from E-UTRA

2. During the handover procedure, latest CN domain for which ciphering and integrity protection is configured for Signaling RAB is CS CN. This is specified in TS25.331.  

3. SRBs can have only one latest CN domain to which ciphering is configured. So it can be CS or PS and now it is CS. RAB info contains CS and PS RABs thus integrity protection has been activated for CS and PS domain.
a. AS layer within the UE notifies the MM and GMM layer that integrity protection has been activated

4. UE triggers Routing Area Update and PS CN sends Routing Area Update Accept.

5. UE accepts NAS messages from SGSN (i.e, Routing Area Update Accept) and sends Routing Area Update Complete.

Solution option 2:

· This entails introducing a new IE in the Routing Area Update request towards the SGSN to trigger the SGSN to initiate Security mode control procedure. SMC will contain the same keys CK_PS, IK_PS and algorithms that were sent to RNC right after the HO.

Updated scenario with solution option 2:

1. CS CN and PS CN send Relocation Request for the handover to UTRAN due to SRVCC triggered from E-UTRA

2. During the handover procedure, latest CN domain for which ciphering and integrity protection is configured for Signaling RAB is CS CN. This is specified in TS25.331.  

3. SRBs can have only one latest CN domain to which ciphering is configured. So it can be CS or PS and now it is CS. 

4. UE triggers Routing Area Update with SRVCC HO indication 

5. Based on the SRVCC HO indication received in the RAU, SGSN performs Security Mode Control Procedure that contains the same keys CK_PS, IK_PS.
6. Upon successful completion of SMC procedure, SGSN sends Routing Area Update Accept.

7. UE accepts NAS messages from SGSN (i.e, Routing Area Update Accept) and sends Routing Area Update Complete.

Solution 2 results in additional signalling (due to SMC procedure from SGSN) compared to Solution option 1 but it helps with layer separation within the UE.
3. Proposed way forward

In our analysis, solution option #1 is the preferred way forward as solution #2 can result in additional signalling. Solution 2 also requires changes to NAS signalling which requires additional work in CT1 (and SGSN upgrades in the field to work); thus, has a much wider impact than solution 1. If solution 1 is agreed for later releases than Release 8 or release 9, UE vendors can still implement this solution in earlier release UE(s) without any compatibility issue with the network. 
Solution option 1 requires updates to RAN2 specification TS 25.331. Thus, our proposal is for CT1 to discuss this issue, approve the related CR and send an LS to RAN2 requesting their cooperation to implement solution option #1. 
