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1. Introduction

This paper discusses issues and handling related to EPS bearer context deactivation for the last PDN during EPS bearer context desynchronization. 

2. Discussion

A. The issue
The issue is related to default EPS bearer context desynchronization on the UE side and has been described in C1-130843 as follows:

Due to local deactivation of EPS bearer contexts EPS bearer context may be un-synchronized for a while until successful tracking area update procedure or extended service request procedure.So when the network deactivates the default EPS bearer associated with a PDN, the MME may not recognize the PDN is the last PDN in the UE side because the MME has another PDNs but the UE has the only one PDN . 

On the scenario that could lead to this abnormal case (de-synchronization of default EPS bearer on the UE side, CP-130165 provided the following example:

For example:

The UE has 2 PDN connections and 2 default EPS bearer contexts in total. The UE deactivates one of the two default EPS bearer contexts locally (say bearer #1) because due to a resource issue it must release a bearer and the IDLE mode UE does not have the resources to move to CONNECTED mode and explicitly send a PDN DISCONNECT REQUEST to the network. Thus the MME still keeps both default EPS bearer contexts (bearer #1 and #2). The MME may then initiate the EPS bearer context deactivation procedure for bearer #2. 

But this example is not too convincing because it is at an abstract level. It is not clear which resouce issue and in what scenario causes the UE to release the bearer. It is also not clear that unavailability of what resources makes it not possible for the IDLE mode UE to move to CONNECTED mode explicitly send PDN DISCONNECT REQUEST.

On the MME side, it is possible that a default EPS bearer context is locally deactivated on the MME side for non-last PDN connection and the desynchronization may happen and continue till next TAU or service req. However for the UE side, although local deactivation of default EPS bearer context may happen in several cases, like EPS bearer context activation failure, UE or network initiated detach, or maximum number of active EPS bearer context reached, these are all transient activities and will not result in EPS bearer context de-synchronization. 

For example on local releasing a bearer is related to handling the maximum number of active EPS bearer contexts (which bearer to release is implementation dependent, but could be default EPS bearer). In this case, it was clearly specified that if the UE performs local de-activation (regardless default EPS bearer or dedicated EPS bearer), the UE needs to perform tracking area updating procedure to indicate EPS bearer context status to the network:

If the UE needs to de-activate an EPS bearer context in order to request an emergency EPS bearer context, it shall either de-activate an EPS bearer context locally or via explicit signalling. If the UE performs local de-activation, the UE shall perform tracking area updating procedure to indicate EPS bearer context status to the network.
During TAU, the context between UE and MME will be synchronized, therefore no de-synchronization issue.

So normally this default EPS bearer context desynchronization issue involving last PDN connection should not happen on the UE side.

B. The Solution

Assuming default EPS bearer context desynchronization has happened on the UE side due to some unknown rare reasons, how should it be addressed?

Here are some considerations:

1). The EPS design principles and related mechanisms

Before diving into different options in addressing this issue, it is beneficial to review the design principles for EPS, and to explore how similar issue has been addressed by CT1 in the past as well as the mechanisms used.

· As an optimized network for data usage, EPC network provides the user with a "ready-to-use" IP connectivity and an "always-on" experience by maintaining a default PDN connectivity and having the default EPS bearer established during the UE attach procedure. This fundamental principle has been embedded in all EMM and ESM procedures. 

· The UE and the MME needs to maintain at least one PDN connection. This last PDN connection (therefore default EPS bearer) cannot be deactivated using ESM procedures. 

· Synchronization of EPS bearer context happens at the next radio contact during Tracking area update and service request procedures.

Precedures and protocols have been implemented in 4G EPC network based on these principles:

a) If the UE initiates the PDN disconnection for the only/last PDN that the MME is currently connected to, the MME will reject the request. The message PDN DISCONNECT REJECT message and cause value #49 are introduced for this purpose.

6.5.2.4
UE requested PDN disconnection procedure not accepted by the network

Upon receipt of the PDN DISCONNECT REQUEST message, if it is not accepted by the network, the MME shall send a PDN DISCONNECT REJECT message to the UE. The PDN DISCONNECT REJECT message shall contain the PTI and an ESM cause IE that typically indicates one of the following ESM cause values:

…

#49:
last PDN disconnection not allowed;
…

b) When the MME rejects the PDN disconnection request to disconnect the last PDN, all related EPS bearers including the default EPS bearers of the last PDN will not be locally deactivated => effectivelly means "do nothing". 

Upon receipt of the PDN DISCONNECT REJECT message, the UE shall stop the timer T3492, enter the state PROCEDURE TRANSACTION INACTIVE and abort the PDN disconnection procedure. Additionally, in all cases with the exception of the UE having received ESM cause #49 "last PDN disconnection not allowed", the UE shall deactivate all EPS bearer contexts for this PDN connection locally without peer-to-peer signalling between the UE and the MME.

c) Local deactivation of EPS bearers can only be applied to EPS bearers that are not the default EPS bearer of the last PDN.  

If an EPS bearer context status IE is included in the TRACKING AREA UPDATE REQUEST message, the MME shall deactivate all those EPS bearer contexts locally (without peer-to-peer signalling between the MME and the UE) which are active on the network side, but are indicated by the UE as being inactive. If a default EPS bearer context is marked as inactive in the EPS bearer context status IE included in the TRACKING AREA UPDATE REQUEST message, and this default bearer is not associated with the last PDN connection of the UE in the MME, the MME shall locally deactivate all EPS bearer contexts associated to the PDN connection with the default EPS bearer context without peer-to-peer ESM signalling to the UE.

As we can see, the spec clearly disallows local deactivation of default EPS bearer context when it is associated with the last PDN.

2). Proposed handling

So far during offline discussions, the following two options have been discussed in addressing default EPS bearer context desynchronization issue:

Option 1: 

the UE may send the DEACTIVATE EPS BEARER CONTEXT ACCEPT message, 

the UE shall perform a local detach and initiate an attach procedure

Option 2:

the UE shall abort the EPS bearer context deactivation procedure 
the UE shall respond by performing a detach procedure. 

additionally, the UE may perform an attach procedure.

Both options relying on detach/attach to address the issue. This means UE's services are interrupted. In addition, this handling yields non-deterministic behavior. The UE may not get any services at all because it may not attach or it may end up attaching to GERAN/UTRAN instead of eUTRAN due to access/RAT reselection & eUtran disabling.  There is increased network signalling load due to bearer resources cleanup and re-establishment handling at different network nodes (MME/S-GW/P-GW/PCRF).  Te IMS disconnection case may not be handled correctly when the initial DEACTIVATE EPS BEARER CONTEXT REQUEST is sent with "reactivation required" for restoring IMS connections which is not acceptible.

Fo Option 2, there is also adverse impact on the network side due to ESM and EMM procedure collision. The network has sent Deactivate EPS bearer context to the UE, and is in a protocol state waiting for the corresponding ESM response. For option 1, the UE will send deactivate EPS bearer context accept message first, which would satisfy the network side protocol handling and stop timer T3495. However for option 2, the UE will send detach request, the network will receive a DETACH REQUEST message while it is effectively anticipating an orderly DEACTIVATE EPS BEARER CONTEXT ACCEPT message before T3495 expires, so in fact result in collision case as a type of abnormal protocol state handling. Currently there is no handling for this type of collision. 
But based on the principles described in 1) above, as we can see, there are already mechanisms available to address the EPS bearer context de-synchronization and the last PDN disconnection issue. So the same mechanism should be applied. The UE side needs to send a notification towards the MME to indicate last PDN disconnection is not allowed. This notification will make the MME become aware of the context de-synchronization situation. The UE then performs Tracking area update to synchronize the contexts. 

Since cause code #49 has already been defined to provide such notification, it just needs to be included in the response message to the MME in an optional ESM cause value IE. 
For this purpose, two choices are available:

 a). Included in existing DEACTIVATE EPS BEARER CONTEXT ACCEPT message

 b). Included in new DEACTIVATE EPS BEARER CONTEXT REJECT message

Option 3.a). send notification via existing DEACTIVATE EPS BEARER CONTEXT ACCEPT message
Handling: 

· The UE sends the DEACTIVATE EPS BEARER CONTEXT ACCEPT message with ESM cause set to #49 "last PDN disconnection not allowed" but EPS bearer context for the last PDN is untouched. The UE then performs TAU to indicate EPS bearer context status to the network

· The MME aborts the EPS bearer context deactivation procedure upon notification that "last PDN disconnection not allowed". Upon TAU, the contexts between UE and MME are synchronized.

Analysis:

· This handling aligns with existing mechanisms already defined for EPS bearer context de-synchronization on the UE to network direction, basically "do nothing" to the EPS bearers if it is the last PDN connection. The network is notified the reason in case it needs to do anything. 

· This option has the least impact to both the UE and the MME and exhibits deterministic behavior.  

· The cause #49 is already specified and used for same scenario on the opposite direction.

· Aligns with existing ESM protocol handling, no collision on ESM/EMM procedures, 
· Less signalling on network side. No need to tear down/re-establish all bearer resources at different network nodes (MME/S-GW/P-GW/PCRF) 

· No UE service interrupt

· No possibility for the UE to be losing LTE service (and attached to GERAN/UTRAN) as no attach is involved, this matches UE's expectation, UE has no intention to move to CS RAT or lose LTE service.
· Contexts on the UE and the MME are synchronized.

· Since the MME is notified with the EPS bearer context deactivation status, it can handle IMS disconnection with "reactivation requested" case in consistent and deterministic way to ensure IMS connection is re-established.

· No backward compatibility issue. The optional cause value IE will be ignored if not supported.
There are additional benefits to have this optional ESM cause value IE. It can provide a general mechanism for the UE to indicate error conditions and notification to the MME that could be applied in other abnormal scenarios. Currently DEACTIVATE EPS BEARER CONTEXT ACCEPT message is used to handle all cases this includes abnormal cases because there is no DEACTIVATE EPS BEARER CONTEXT REJECT messsage defined. 
For example, DEACTIVATE EPS BEARER CONTEXT ACCEPT is sent when the provided EPS bearer identity is not valid: 
j) If the UE receives a DEACTIVATE EPS BEARER CONTEXT REQUEST message which includes an unassigned or reserved EPS bearer identity value or an assigned EPS bearer identity value that does not match an existing EPS bearer context, the UE shall respond with a DEACTIVATE EPS BEARER CONTEXT ACCEPT message with the EPS bearer identity set to the received EPS bearer identity.
But the MME does not know that error condition has happened. With the Cause Value IE, the following ESM cause value can be passed to the MME for this error case:

#43:
invalid EPS bearer identity;
Option 3.b). send notification via new DEACTIVATE EPS BEARER CONTEXT REJECT message
Handling: 

· The UE sends the DEACTIVATE EPS BEARER CONTEXT REJECT message with ESM cause set to #49 "last PDN disconnection not allowed" but EPS bearer context for the last PDN is untouched. The UE then performs TAU to indicate EPS bearer context status to the network

· The MME aborts the EPS bearer context deactivation procedure upon notification that "last PDN disconnection not allowed". Upon TAU, the contexts between UE and MME are synchronized.

Analysis:

· This handling aligns with existing mechanisms already defined for EPS bearer context de-synchronization on the UE to network direction, basically "do nothing" to the EPS bearers if it is the last PDN connection. The network is notified the reason in case it needs to do anything. 
· This is the same approach used for addressing disconnection of last PDN for the UE to network direction.  DEACTIVATE EPS BEARER CONTEXT REJECT message is handled the same way as PDN DISCONNECTION REJECT handling.

· The benefits are similar to Option 3.a), however there is impact to UE and MME due to new message, and therefore affecting backward compatibility.

3. Conclusion

It is proposed that CT1 has further discussion on the issues and proposals above.  Corresponding CRs for implementing Option 3a have been provided in C1-131223 and C1-131224.










