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1. Background

As shown in CT1#79 DISC document C1-122803 and SA3#70 DISC document S3-130002 there are cases where integrity verification of SECURITY MODE COMMAND will fail in the UE when two security context has the same security key identifier after series of idle mode inter-system changes between S1 mode and Iu mode or A/Gb mode.
As a result of discussions CT1 agreed CR#2165 for TS 24.008, in order to prevent the problem by mandating the network to allocate always a different CKSN from the CKSN indicated in the first uplink GMM message (e.g. attach or RAU request) when the network initiates a new authentication procedure.
1.1 Mapped EPS security contexts

The solution agreed by CT1 solves the problem at the first system change but the similar collision can also happen after subsequent idle mode inter-system changes, see figure 1 below. 
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Figure 1
1) MS has UMTS security context with CKSN=1 from the initial attach with SGSN A. The MS reselects to EUTRAN. TAU includes CKSN=1, no eKSI. MME creates mapped EPS security context (CKSN=1 => eKSI=1) NAS COUNT=0.
2) The MS reselects back to UTRAN and uses UMTS security context (CKSN1, eKSI=1, NAS COUNT = x).

3) SGSN B starts authentication procedure, new UMTS security ctx with CKSN=2 is taken into use.

4) The MS has stayed in GERAN/UTRAN for awhile and changes to SGSN C which starts authentication procedure, new UMTS security ctx can be identified by CKSN=1 again.
5) The MS reselects back to EUTRAN.
6) MME has undergone e.g. a partial failure or restart and due to that the previously stored mapped EPS context with eKSI=1 is invalid.
7) MME creates a new mapped EPS security context based on the UMTS security context allocated in step 4 with SGSN C (CKSN=1 => eKSI=1, NAS-COUNT=0) and commands the UE to take this mapped EPS security conctext in use by starting SMC procedure.
8) The current mapped EPS security context in the MS (the old one) is identified by eKSI=1. Due to the eKSI=1 included in the received SMC message is equal to the eKSI of the current EPS security context and the received DL NAS COUNT (=0) is smaller than the stored DL NAS COUNT (=n+3), the UE will wrongly treat the NAS COUNT of the current EPS security context has wrap around.The MS does integrity check for SMC message using its current EPS security context and the integrity check fails and the ongoing TAU procedure is aborted.
All those steps 1-7 are normal procedures that will happen when the MS is moving between GERAN, UTRAN and E-UTRAN. The improvement of the CR that was agreed by CT1, CR#2165 for TS 24.008, can be seen in step 3 and 4 where the SGSN does not allocate the same CKSN identifier for the new security context. This minimises the likelihood of the problem occurring, but does not eliminate it  completely. If at step 4, the SGSN allocates again the same CKSN as in step 1 it will cause similar collision of CKSNs as described in step 8.`
1.2 Native EPS security contexts

The collision can also happen if the network creates new EPS security context with the same KSI after successful authentication, see figure 2 below.
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Figure 2

KSI value (KSI=1) in Security Mode Command message does not unambiguously tell the UE whether the network aims to take into use the non-current EPS security context or whether the network aims to modify the current EPS security context. 
2. Possible solutions
All alternative solutions listed below are considered as possible solutions in the LS from SA3#70 (C1-130411).

Alternative#1:
If the UE has two EPS security contexts with the same key identifier and it cannot otherwise identify the security context that is currently used by the MME, the UE should be allowed to do the integrity check for SMC message with both security contexts. If the integrity check was succesful with one of the contexts, this one shall be kept and another one shall be removed.
See proposed changes to TS 24.301 in Annex A discussed in CT1#80 (Prague, October 2012).
Pros: No changes on network side, only UE changes needed. The UE can re-use an already existing integrity checking procedure. The mechanism works also for the case where native EPS security contexts collide.
Cons: New implementation needed in the UE.
Alternative #2:

A solution based on existence of nonceMME value in the Security Mode Command. This solution takes into account that nonceMME is included in the message only if the MME is taking into use a new mapped security context after idle mode mobility from UTRAN/GERAN.
Pros: No changes on the network side, only UE changes needed.
Cons: Current UE implementations do not count on existence of nonceMME  value, but KSI, when validating whether the security is a fresh one. NonceMME is optional information element that should exist in the SMC message only when the network is taking a new mapped security context in use, but it’s not forbidden to send the IE also in other cases. This does not bring solution for the case where the UE has current and non-current native EPS contexts with the same KSI.
Alternative #3:

CT1 makes decision that this is a rare case where additional specification work is not needed.
3. Conclusion

It is proposed that solution alternatives should be evaluated by CT1. If CT1 decides to go with either alternative#1 or alternative#2, then originators volunteer to present accompanying CRs for the meeting.

CR for alternative #1 can be found in C1-130984
CR for alternative #2 can be found in C1-130985
The originators consider Alternative #1 as the best way forward, since it re-uses the already existing integrity checking procedure and it works for both colliding mapped and native EPS security contexts.
