Page 1



3GPP TSG-CT WG1 Meeting #81 
(
C1-124569
New Orleans (USA), 12 - 16 November 2012
	CR-Form-v10

	CHANGE REQUEST

	

	(

	24.302
	CR
	0217
	(

rev
	-
	(

Current version:
	11.4.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/Change-Requests.

	


	Proposed change affects: (

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Adding the usage cases of SPI identifier in non-3GPP access

	
	

	Source to WG:
(

	CATT

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	TEI11
	
	Date: (

	2012-10-30

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	When a UE attaches in an untrusted/trusted non-3GPP IP access network via DSMIPv6 based S2c interface, the UE can setup multiple PDN connections. And there is one DSMIPv6 session for each PDN connection. In order to secure the DSMIPv6 messages of a DSMIPv6 session between the UE and the HA of the UE (i.e. PDN GW), a security association is established for each DSMIPv6 session between the UE and the PDN GW, this security association can be uniquely identified by Security Parameters Index (SPI).
However, according to the description in section 4.4.7 of 3GPP TS 24.302, “The Security Parameters Index (SPI, see IETF RFC 4301 [30]) identifies uniquely a security association between the UE and the ePDG. For the case of NBM using S2b a one to one mapping between SPI and PDN connection applies.”, the case mentioned aboved is missed.
Furthermore, if a UE attaches to an untrusted non-3GPP IP access network via DSMIPv6 based S2c interface, there is only one security association between the UE and the ePDG for all PDN connections of the UE. in this case, one SPI can be mapped to multiple PDN connections that are estbalished between the UE and the ePDG. However, in the current specification, only case of NBM using S2b is described.
So it is proposed to add the cases mentioned above into the section 4.4.7 of 3GPP TS 24.302.

	
	

	Summary of change:
(

	Adding the following usage cases of SPI identifier in non-3GPP access:

1. when S2c interface is used, the SPI is used to uniquely identify a security association between the UE and the PDN GW;
2.when S2c interface is used and the non-3GPP IP access network is untrusted the SPI identifies the security association between the UE and the ePDG  is mapped to all PDN connections of the UE via the ePDG.
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* * * First Change * * * *
4.4.7
Security Parameters Index

The Security Parameters Index (SPI, see IETF RFC 4301 [30]) identifies uniquely a security association between the UE and the ePDG, or a security association between the UE and the PDN GW when S2c interface is used. For the case of NBM using S2b a one to one mapping between SPI and PDN connection applies. For the case of HBM using S2c, a one to one mapping between SPI, which identifies the security association between the UE and the PGW, and PDN connection applies, additionally, if the non-3GPP IP access network is untrusted, the SPI which identifies a security association between the UE and the ePDG is mapped to all PDN connections of the UE via this ePDG.
* * * End of Change * * * *
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