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1. Overall Description:

Due to a security certificate length providing low security level and the lack of security key handling in CT1 specifications, RAN2 decided to remove the ETWS with security feature from RAN2 specifications in TS 25.331 and TS 36.331. The corrections to the RAN2 specifications were not agreed yet, because a possible discrepancy between RAN2 and CT1 specification was discovered.

RAN2 intended to specify that the network should not broadcast the security IEs carrying the ETWS security information, and clarify that there is no requirement for the UE to ignore those IEs:

ETWSPrimaryNotificationWithSecurity ::= SEQUENCE {

       -- Other IEs

              etws-Information                         ETWS-Information,

              -- dummy is not used in the specification, it should not be sent.

              dummy                                           ETWS-WarningSecurityInfo                 OPTIONAL,

       -- Non critical extensions

              nonCriticalExtensions                    SEQUENCE {}          OPTIONAL

}

However in CT1 TS 23.041 section 9.1.3.3 "Warning Message Delivery Procedure in UMTS" it is specified:
The CBC shall send a WRITE-REPLACE message to all the identified RNCs. The message shall include an "emergency indication" to differentiate it from normal Cell broadcast information, as well as the "Service Area ID list", "warning type", "warning message".

NOTE 2:
Due to requirements in earlier versions of this document, it is possible for  "digital signature" and "timestamp" information to be transmitted within "warning message".

...

The UE shall ignore the values of "digital signature" and "timestamp" if received.
It is RAN2's understanding that ETWS with security cannot be used in release 8 and that it will be fixed in release 12. Furthermore RAN2 is considering to not re-use the Rel-8 IEs in Rel-12 to carry the new security information. Thus, in this respect there would from a RAN2 perspective be no requirement for the UE to ignore these old Rel-8 IEs. 

2. Actions:

To CT1 group.
ACTION: 
RAN2 asks CT1 to comment RAN2's understanding of the UE requirement to ignore the old security information, and consider if any updates of the CT1 specification are needed.
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