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	If the MS uses PAP/CHAP authentication, the user-name or password is included in PCO of Activate PDP Context Request.(see TS 29.061) In this case, if the user sets user-name or password wrongly and the MS sends Activate PDP Context Request including this user-name and password, the network will return Activate PDP Context Reject with specific SM cause to the MS. There are the following concerns about the ensuing MS behaviour.

1. The MS may retransmit the Activate PDP Context Reject automatically including the same user-name and password as ones that was sent to the network. This MS behaviour seems to be wasteful and may trigger the overload of the signalling in radio access network and core network. Additionally, according to the network implementation, the network may consider the attempts have been rejected many times, so the user’s account may be locked on its own.

2. If the network returns SM cause specified in TS 24.008 subclause 6.1.3.1.3 to inhibit the MS to retransmit Activate PDP Context Request uselessly(i.e. with SM cause #26, 27, 50, 51, 65 or 66), the MS can avoid retransmitting Activate PDP Context Request using the same user-name and password as ones that were sent to the network. However, the MS may not be able to retransmit Activate PDP Context Request even if the user changes user-name or password correctly. It is considered that this MS behaviour has a usability problem.

So, it is desirable that the MS can stop retransmitting Activate PDP Context Request using the same user-name and password as ones that were sent to the network and retransmit Activate PDP Context Request using the different user-name and password from the ones that were sent to the network.
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	If the user sets user-name or password wrongly, the MS may perform wasteful retransmission of Activate PDP Context Request including the same user-name and password as ones that were sent to the network. This may cause the overload of the signalling in RAN and CN, and low usability. Additionally, the MS may not be able to send Activate PDP Context Request even if the user changes user-name or password.
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* * * First Change * * * *
6.1.3.1.3
Unsuccessful PDP context activation initiated by the MS

Upon receipt of an ACTIVATE PDP CONTEXT REQUEST message the network may reject the MS initiated PDP context activation by sending an ACTIVATE PDP CONTEXT REJECT message to the MS. The message shall contain a cause code that typically indicates one of the following causes:

# 8:
Operator Determined Barring;

# 26:
insufficient resources;

# 27:
missing or unknown APN;

# 28:
unknown PDP address or PDP type;

# 29:
user authentication failed (see NOTE 1);

# 30:
activation rejected by GGSN, Serving GW or PDN GW;

# 31:
activation rejected, unspecified;

# 32:
service option not supported;

# 33:
requested service option not subscribed;

# 34:
service option temporarily out of order;

# 35: NSAPI already used. The network shall not send this cause code (see NOTE 2);
# 50:
PDP type IPv4 only allowed;

# 51:
PDP type IPv6 only allowed;
# 65:
maximum number of PDP contexts reached;

# 66:
requested APN not supported in current RAT and PLMN combination;
# 95 - 111:
protocol errors; or
#112:
APN restriction value incompatible with active PDP context.

NOTE 1:
If the SM cause value #29 "user authentication failed" is indicated, upper layer is expected not to request activating PDP context automatically for the same APN using the same user credentials (e.g. user-name, user-password) that were sent by the UE.

NOTE 2:
Pre-R99 network may send this cause code.

If the SM cause value is #26 "insufficient resources" or #27 "missing or unknown APN", the network may include a value for timer T3396 in the ACTIVATE PDP CONTEXT REJECT message. If the SM cause value is #26 "insufficient resources" and if the request type in the ACTIVATE PDP CONTEXT REQUEST was set to "emergency", the network shall not include a value for timer T3396.

Upon receipt of an ACTIVATE PDP CONTEXT REJECT message, the MS shall stop timer T3380 and enter/remain in state PDP-INACTIVE.
If the SM cause value is #26 "insufficient resources" and T3396 value IE is included:
-
the MS shall take different actions depending on the timer value received for timer T3396:

i)
if the timer value of the timer T3396 indicates neither zero nor deactivated, the MS shall start timer T3396 and:

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS, until timer T3396 expires, the timer T3396 is stopped, the MS is switched off or the SIM/USIM is removed; and

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message without an APN if the APN was not included in the ACTIVATE PDP CONTEXT REQUEST message, until timer T3396 expires, the MS is switched off or the SIM/USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, the MS:

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS, until the MS is switched off or the SIM/USIM is removed or the MS receives a REQUEST PDP CONTEXT ACTIVATION or REQUEST SECONDARY PDP CONTEXT ACTIVATION or MODIFY PDP CONTEXT REQUEST message with the same APN from the network; and

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message without an APN if the APN was not included in the ACTIVATE PDP CONTEXT REQUEST message, until the MS is switched off or the SIM/USIM is removed; and
iii)
if the timer value indicates that this timer is zero, the MS may send an ACTIVATE PDP CONTEXT REQUEST message for the same APN;

-
if the MS is switched off when the timer T3396 is running, the MS shall behave as follows when the MS is switched on:

-
let t1 be the time remaining for T3396 timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the MS is not capable of determining t, then the MS shall restart the timer with the value t1.

If the SM cause value is #27 "missing or unknown APN" and T3396 value IE is included:
-
the MS shall take different actions depending on the timer value received for timer T3396:

i)
if the timer value of the timer T3396 indicates neither zero nor deactivated, the MS shall start timer T3396 and:

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS, until timer T3396 expires, the MS is switched off or the SIM/USIM is removed; and

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message without an APN if the APN was not included in the ACTIVATE PDP CONTEXT REQUEST message, until timer T3396 expires, the MS is switched off or the SIM/USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, the MS:

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS, until the MS is switched off or the SIM/USIM is removed; and

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message without an APN if the APN was not included in the ACTIVATE PDP CONTEXT REQUEST message, until the MS is switched off or the SIM/USIM is removed; and
iii)
if the timer value indicates that this timer is zero, the MS may send an ACTIVATE PDP CONTEXT REQUEST message for the same APN;

If the T3396 value IE is not included, the MS may send an ACTIVATE PDP CONTEXT REQUEST message for the same APN. If the APN was not included in the previous ACTIVATE PDP CONTEXT REQUEST message, the MS may send an ACTIVATE PDP CONTEXT REQUEST message without an APN.

The MS can access the network with access class 11 – 15 or initiate a PDP context activation procedure for emergency bearer services even if the timer T3396 is running.
If the SM cause value is #50 "PDP type IPv4 only allowed" or #51 "PDP type IPv6 only allowed", the MS shall not automatically send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS using the same PDP type, until:

-
a new PLMN is selected;

-
the PDP type which is used to access to the APN is changed;

-
the MS is switched off; or
-
the SIM/USIM is removed.
NOTE 3:
Request to send another ACTIVATE PDP CONTEXT REQUEST message with a specific PDP type has to come from upper layers.
If the SM cause value is #65 "maximum number of PDP contexts reached", the MS shall not send an ACTIVATE PDP CONTEXT REQUEST or ACTIVATE SECONDARY PDP CONTEXT REQUEST message in A/Gb or Iu mode in the current PLMN or any PLMN in the list of equivalent PLMNs until the number of active PDP contexts is lower than the current total number of active PDP contexts.
If the SM cause value is #66 "requested APN not supported in current RAT and PLMN combination", the MS shall not send an ACTIVATE PDP CONTEXT REQUEST message for the same APN in the current PLMN or any PLMN in the list of equivalent PLMNs in A/Gb or Iu mode until the MS is switched off or the SIM/USIM is removed.
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