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1. Introduction
Handling of establishment of a mapped security context during intersystem between S1 mode and Iu mode or A/Gb mode has specified in 3GPP specifications (e.g. TS 33.401 and TS 24.301) to provide the security inter-working for intersystem change.
For inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-CONNECTED mode, both the MME and the UE shall generate a mapped EPS security context and take to use this mapped security context as current security context. Both the uplink and downlink NAS COUNT values for the mapped EPS security context shall be set to start value (i.e. 0) in the MME and the UE.
For inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode, both the UE and the MME will use the current EPS security context if current EPS security context is still available in the UE and network. Only when there is no current EPS security context or the current EPS security context is not available, then the UE and MME will generate the mapped EPS NAS security context and take to use this mapped security context as current security context. Both the uplink and downlink NAS COUNT values for the mapped EPS security context shall be set to start value (i.e. 0) in the MME and the UE.
This discussion paper attempts to analyse the current handling of mapped security context during intersystem between S1 mode and Iu mode or A/Gb mode in EMM-IDLE mode, to show a possible security problem resulted by the current GPRS ciphering key sequence number (CKSN) allocation policy, and finally to find a way forward.
2. Discussion

2.1 Current GPRS CKSN allocation policy
A rule exists for GPRS ciphering key sequence number (CKSN) allocation during an authentication procedure, quoted from TS 24.008 subclause 4.7.7.4:

“If an authentication and ciphering procedure has been completed successfully and a GPRS ciphering key sequence number is stored in the network, the network shall include a different GPRS ciphering key sequence number in the AUTHENTICATION AND CIPHERING REQUEST message when it intiates a new authentication and ciphering procedure.”
One can see that the GPRS CKSN allocated by the NW should be different to the GPRS CKSN stored in the NW. This implies that the NW can allocate a same GPRS CKSN as the CKSN indicated in the first GMM messages (e.g. GPRS attach or RAU request) when an authentication procedure is initiated during the ongoing GMM procedure. Note that for the similar latter case, additional rule for EPS eKSI value allocation has added in TS 24.301 since Rel-11, quoted from subclause 5.4.2.2:
“If an eKSI is contained in an initial NAS message during an EMM procedure, the network shall include a different eKSI value in the AUTHENTICATION REQUEST message when it initiates an authentication procedure.”
2.2 Scenario and problem
There is no problem to allocate the same CKSN in an authentication procedure initiated during an ongoing GMM procedure when the MS only camps in GERAN/UTRAN. This is mainly due to there only one (current) UMTS/GSM security context stored and used by the NW and the MS at any time, and the new created UMTS/GSM security context will always override the stored security context.

However, for the MS performs the idle mode inter-system change between S1 mode and Iu mode or A/Gb mode, it is not a safe way to allow the NW to allocated the same CKSN in an authentication procedure initiated during an ongoing GMM procedure. Let’s take the scenario shown in Figure 1 below:
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Figure 1

(1) The MS powers on in UTRAN and intiates the GPRS attach procedure. Then SGSN intiates an authentication procedure to creat a UMTS security context. The allocated GPRS CKSN is set 1. Note that there is no native EPS security context stored in the MS.
(2) The MS performs an idle mode inter-system change to E-UTRAN.

(3) The MS initiates a TAU procedure. The TAU request message is not integrity protected due to there is no stored current EPS security context. The TAU request message includes CKSN (=1) but eKSI value set to “no key is available”. 
Then the MME will create a mapped EPS security context (eKSI =CKSN=1, DL/UL NAS COUNT =0) and initiate an SMC procedure to take this mapped EPS security context to use. The SMC is integrity protected using DL NAS COUNT = 0. The SMC procedure is successful. The UE and the MME share a current mapped EPS security context (eKSI = 1).
(4) The current mapped EPS security context is used to protect the following NAS signalling message exchange between the MS and the NW, which will make the DL NAS COUNT greater than 0 (e.g. =3) at both the NW and MS sides. After step (4) the current mapped EPS security context in the MME is invalid or deleted due to, e.g. MME partial failure or restart.
(5) The MS performs an idle mode inter-system change back to UTRAN.

(6) The MS will derive the UMTS security context from the current mapped EPS security context (CKSN = eKSI =1). The derived UMTS security context will replace the previous stored UMTS security context. Then the MS initates a RAU reqest protected by the mapped UMTS secruity context (CKSN = 1) and indicates the CKSN (=1) and P‑TMSI Signature filled with the truncated NAS-token generated by the MS to the SGSN.
The SGSN send a Context Request message including the P‑TMSI Signature to the old MME to get the context for the MS. The integrity check will fail in the old MME due to mismatch of NAS-token (the current EPS security context in the MME is invalid or deleted due to, e.g. MME partial failure or restart) which will trigger the SGSN initiate an authentication procedure to creat a new UMTS security context. During this authentication procedure, the SGSN still allocates a CKSN = 1. 

(7) The MS performs an idle mode inter-system change to E-UTRAN again.
(8) The MS initiates a TAU request protected by the previous current mapped EPS security context (eKSI =1, DL NAS COUNT = 3). The TAU request message includes an eKSI value (=1) and a CKSN (=1).
The MME attempts to retrieve the current EPS security context as indicated by the eKSI (=1) but it fails due to e.g. MME partial failure or restart.
Then the MME will create a mapped EPS security context (eKSI =CKSN=1, DL/UL NAS COUNT =0) and initiate an SMC procedure to take this mapped EPS security context to use. The SMC is integrity protected using DL NAS COUNT = 0.
(9) The MS will firstly perform the integrity check of the received SMC message. Due to the eKSI included in the received SMC message is equal to the eKSI of the current EPS security context and the received DL NAS COUNT (=0) is smaller than the stored DL NAS COUNT (=3), the UE will wrongly treat the NAS COUNT of the current EPS security context is wrap around. Then the NAS overflow counter will be incremented by one and the NAS sequence number will be set to 0. As specified in TS 24.301 subclause 4.4.3.3, the UE will use such estimated NAS COUNT (NAS overflow counter = 1 and NAS sequence number = 0) to integrity check the received SMC message. Then the check will fail and the ongoing TAU procedure will be aborted.
One can see that the mismatch of NAS COUNT happen in step (9) is mainly due to the SGSN allocated the same GPRS CKSN in step (6), in an authentication procedure initiated during an ongoing GMM procedure.
Note that the above problem will not happen during the handover inter-system change between S1 mode and Iu mode or A/Gb mode due to both the MS and the MME will always use the new mapped EPS security context (NAS COUNT = 0) in above step (8).

2.3 Proposal
To cope with above security problem happened during the idle mode inter-system change between S1 mode and Iu mode or A/Gb mode, it is proposed to add a new GPRS CKSN allocation rule to ensure the NW will also allocate a different CKSN from the CKSN indicated in the first uplink NAS GMM message (e.g. attach request, RAU request) when it initiates a new authentication procedure during the ongoing GMM procedure.
2.4 SA3 impacted?
The above proposal is only to added a GPRS CKSN allocation rule for a GPRS authentication procedure while do not touch any security procedure and security parameters. So the proposal has no SA3 impact.

One can recall when to add the similar rule for eKSI value allocation for EPS authentication procedure, it was firstly initiated the discussion in SA3#65 meeting (7-11 November 2011) by a DISC paper S3-111065. But it was concluded by SA3 at that time that this can be directly done in CT1 and no change in SA3 is needed. After that, CT1 agreed to add the eKSI value allocation rule in TS 24.301 without SA3 guidance in CT1#75 SFO meeting in C1-115122.
3. Conclusion

This discussion analysed the current handling of mapped security context during intersystem between S1 mode and Iu mode or A/Gb mode in EMM-IDLE mode, and found a possible security problem happen during such idle mode inter-system change. 

It was concluded that the problem is mainly resulted by the SGSN allocating the same GPRS CKSN in an authentication procedure initiated during an ongoing GMM procedure. 

It is proposed to add a new GPRS CKSN allocation rule to ensure the NW will allocate a different CKSN from the CKSN indicated in the first uplink NAS GMM message (e.g. attach request, RAU request) when it initiates a new authentication procedure during the ongoing GMM procedure. The proposal is shown in CR C1-122804.
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