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1. Overall Description:

SA3 thanks CT4 for the LS on H(e)NB local IP address for Fixed Broadband Access network interworking (C4-120895). SA3 has discussed security issues related to possible compromise of H(e)NB, and has concluded as follows. 
As CT4 points out in C4-120895, SA3 has adopted requirements on the verification of the H(e)NB identity, when H(e)NB passes this identity to the network; see S3-120202 for details. These requirements were adopted because H(e)NB may be compromised and therefore it may pass a fake H(e)NB identity to the network. SA3 felt that it was important to address this specific threat as a second line of defence, in addition to the TrE as specified in TS 33.320, because the threat may potentially impact subscribers of the operator not being members of the CSG in the attacked H(e)NB. Therefore in this case the network must be able to verify the H(e)NB identity information in the message against the authenticated identity of H(e)NB. 
SA3 would like to point out that due to the existence of the Trusted Environment, compromising a H(e)NB is a complex task.
In the context described in C4-120895, if the H(e)NB is compromised, it may pass a forged local (outer) IP address (potentially belonging to a different H(e)NB) to the MME/S4-SGSN via S1-MME/Iu signalling.  The consequences of sending a forged IP address will depend on the architecture selected for handling of IP address and authorization and access control for QoS. Thus SA3 cannot give examples without knowledge of such details. 
Regarding the question on whether the H(e)NB local IP address sent by the H(e)NB to the network after the IPsec tunnel establishment must be verified by the network, SA3 could not reach consensus on whether such a verification is required. However, SA3 believes that obtaining the local IP address from a network element in a trusted location (i.e., not having the H(e)NB having to provide the local IP address) would be preferable from a security perspective. Clearly, any network based solution that changes the architecture needs to be run by SA2.
2. Actions:
SA3 kindly asks CT4 to take the above information into account and consider potential network based approaches.
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