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1.
Introduction

SA2 asked CT1 to investigate the possibilities to configure a "match all" packet filter in the LS in S2-121159. This paper presents our analysis of what is possible to do by using the existing packet filter attributes.

2.
Description

These are the defined packet filter attributes according to 24.008 subclause 10.5.6.12:
	Packet filter attribute
	Analysis

	IPv4 remote address

IPv6 remote address
	These packet filter attributes cannot express both an IPv4 and IPv6 in the same filter, i.e. it can't be used to express a "match all" filter for an IPv4v6 PDN connection.

	IPv4 local address

IPv6 local address
	Same as above. In addition, this attribute was added during the last meeting and will not be supported by all UE:s / networks.

	Protocol header type / Next header type
	It might not be robust to use this filter attribute to express "match all", since an IPv6 packet may include multiple headers

	Single local port
Local port range

Single remote port

Remote port range
	Port based filter attributes will only catch IP packets with a transport protocol using ports (i.e. TCP or UDP packets), not others (e.g. ICMP packets). Therefore it is not possible to express "match all" by using ports.

	Security parameter index
	This filter attribute cannot be used to express "match all".

	Type of service / Traffic class
	It might be possible to use this filter attribute to express "match all" by using the values 0/0. However RFC 2474 specifies 2 bits as currently unused (CU) with the explanation "reserved and its definition and interpretation are outside the scope of this document". The values of the CU bits are ignored by "differentiated services" compliant nodes when determining the per-hop behaviour to apply to a received packet. In addition, IETF may define the use of these bits in the future. Thus this filter attribute is not suitable to be used for a "match all" filter.

	Flow label
	This filter attribute can't be used with IPv4.


Based on this analysis, our conclusion is that a "match all" filter cannot be configured by using the existing filter attributes for all possible cases.

3.
Conclusion

It is proposed that CT1 discusses the topic and concludes on how to respond to SA2.

