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 1
Scope

The present document describes the Cell Broadcast short message service (CBS) for GSM and UMTS.

For GSM it defines the primitives over the Cell Broadcast Centre - Base Station System (CBC-BSS) interface and the message formats over the Base Station System - Mobile Station (BSS-MS) interface for Teleservice 23 as specified in 3GPP TS 22.003 [2].

For UMTS it defines the interface requirements for the Cell Broadcast Centre – UMTS Radio Network System (RNS) interface and the radio interface requirements for UMTS Radio Acces Networks to support CBS as specified in 3GPP TS 22.003 [2].
The present document also describes the Public Warning System (PWS) for GSM, UMTS and E-UTRAN, see 3GPP TS 22.268 [28].

1.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
Void

[2]
3GPP TS 22.003: "Circuit Teleservices supported by a Public Land Mobile Network (PLMN)".

[3]
3GPP TS 23.038: "Alphabets and language‑specific information".

[4]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[5]
Void.

[6]
3GPP TR 03.49 Version 7.0.0: "Digital cellular telecommunication system (Phase 2+); Example protocol stacks for interconnecting Cell Broadcast Centre (CBC) and Base Station Controler (BSC)".

[7]
3GPP TS 44.012: "Short Message Service Cell Broadcast (SMSCB) support on the mobile radio interface".

[8]
3GPP TS 45.002: "Multiplexing and multiple access on the radio path".

[9]
Void.

[10]
3GPP TS 48.052: "Base Station Controller ‑ Base Transceiver Station (BSC - BTS) interface; Interface principles".

[11]
3GPP TS 48.058: "Base Station Controller ‑ Base Transceiver Station (BSC - BTS) interface; Layer 3 specification".

[12]
ITU-T Recommendation X.210: "Information technology - Open systems interconnection - Basic Reference Model: Conventions for the definition of OSI services".

[13]
3GPP TS 48.008: "Mobile-services Switching Centre - Base Station System (MSC-BSS) interface; Layer 3 specification".
[14]
3GPP TS 23.042: "Compression algorithm for text messaging services".

[15]
3GPP TS 23.048: "Security Mechanisms for the SIM application toolkit".

[16]
3GPP TS 25.331: "Radio Resource Control (RRC); Protocol specification".

[17]
3GPP TS 25.401: "UTRAN Overall Description".

[18]
3GPP TS 31.102: "Characteristics of the USIM Application".

[19]
3GPP TS 25.324: "Broadcast/Multicast Control BMC".

[20]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[21]
3GPP TR 25.925: "Radio Interface for Broadcast/Multicast Services".

[22]
3GPP TS 22.042: "Network Identity and Time Zone (NITZ) service description"
[23]
3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols".
[24]
Void.
[25]
GSMA PRD SE.15: "Coding of Cell Broadcast Functions", http://gsmworld.com/documents/SE15330.pdf.
[26]
3GPP TS 44.018: "Mobile radio interface layer 3 specification; Radio Resource Control Protocol".

[27]
3GPP TS 44.060: "General Packet Radio Service (GPRS); Mobile Station (MS) - Base Station System (BSS) interface; Radio Link Control / Medium Access Control (RLC/MAC) protocol".

[28]
3GPP TS 22.268: "Public Warning System (PWS) Requirements".
[29]
3GPP TS 25.419: "UTRAN Iu-BC Interface: Service Area Broadcast Protocol (SABP)".
[30]
3GPP TS 48.049: "Base Station Controller - Cell Broadcast Centre (BSC-CBC) Interface Specification; Cell Broadcast Service Protocol (CBSP)".
[31]
Void.
[32]
ETSI TS 102 900: "European Public Warning System (EU-ALERT) using the Cell Broadcast Service".
[33]
IETF RFC 4960: "Stream Control Transmission Protocol".

[34]
3GPP TS 36.413: " Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[35]
3GPP TS 29.168: "Cell Broadcast Centre interfaces with the Evolved Packet Core".
[36]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".
[37]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)".
1.2
Abbreviations

For the purposes of the present dcoument, the abbreviations used are listed in 3GPP TR 21.905 [20].

2
General description

The CBS service is analogous to the Teletex service offered on television, in that like Teletex, it permits a number of unacknowledged general CBS messages to be broadcast to all receivers within a particular region. CBS messages are broadcast to defined geographical areas known as cell broadcast areas. These areas may comprise of one or more cells, or may comprise the entire PLMN. Individual CBS messages will be assigned their own geographical coverage areas by mutual agreement between the information provider and the PLMN operator. CBS messages may originate from a number of Cell Broadcast Entities (CBEs), which are connected to the Cell Broadcast Centre. CBS messages are then sent from the CBC to the cells, in accordance with the CBS's coverage requirements.

A CBS page comprises of 82 octets, which, using the default character set, equates to 93 characters. Other Data Coding Schemes may also be used, as described in 3GPP TS 23.038 [3]. Up to 15 of these pages may be concatenated to form a CBS messagee. Each page of such CBS message will have the same message identifier (indicating the source of the message), and the same serial number. Using this information, the MS/UE is able to identify and ignore re‑broadcasts of already received messages.

CBS messages are broadcast cyclically by the cell at a frequency and for a duration agreed with the information provider. The frequency at which CBS messages are repeatedly transmitted will be dependent on the information that they contain; for example, it is likely that dynamic information such as road traffic information, will require more frequent transmission than weather information. The repetition period will also be affected by the desire for CBS messages to be received by high speed mobiles which rapidly traverse cells.Reception of CBS messages for an MS/UE is not a requirement if it is connected in the CS domain. It should be possible for an MS/UE to receive messages if it is connected in the PS domain and no data is currently transmitted.
	CS-Domain
	CS-Connected
	CS-Idle
	CS-Idle

	PS-Domain
	-
	PS-Idle
	PS-Connected

	Reception of CBS Message
	Not possible
	Possible
	Depends on RRC mode


NOTE:
In case the UE is in CS-Idle and PS-Connected Mode it depends on the Radio Resource Control State whether reception of CBS messages is possible. The relevant states are described in 3GPP TS 25.331 [16].

GSM only [CBS messages may be broadcast on two different cell broadcast channels, which are characterized by different QoS. A MS is always able to read the basic channel (see 3GPP TS 45.002 [8]). The reading of the extended channel may collide with other tasks of the MS. Therefore the probability of receiving a CBS message on the extended channel is smaller than on the basic channel. The reading of the extended channel for MSs is optional. The scheduling on the channels will be done independently].

To permit mobiles to selectively display only those CBS messages required by the MS/UE user, CBS messages are assigned a message class which categorises the type of information that they contain and the language (Data Coding Scheme) in which the CBS message has been compiled. Through the use of appropriate MMI, the user is then able to ignore message types that he does not wish to receive, e.g. advertising information or messages in an unfamiliar language.

A network may be able to remotely activate mobile terminals in order to enable them to receive CBS messages, according to regulatory requirements (see 3GPP TS 25.331 [16]).
PWS provides a service that allows the network to distribute warning messages on behalf of public authority. PWS enables the distribution of ETWS, CMAS, KPAS and EU-Alert warning messages in GSM, UMTS and E-UTRAN.

Some of the PWS warning message distribution mechanisms are access technology specific, but for GSM and UMTS there is also a common part using CBS procedures and related message structures, and for E-UTRAN CBS related message structures are used.
3
Network Architecture

3.0
General

The chosen network architectures differ for GSM, UMTS and EPS. In subclause 3.1 the GSM network architecture is descripted, in subclause 3.2 the UMTS network architecture and in subclause 3.3 the EPS network architecture.
3.1
GSM Network Architecture

The basic network structure of CBS is depicted by figure 1.
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Figure 1

-
message transfer on link 1 is outside the scope of 3GPP specifications;

-
message transfer on link 2 is described in subclause 9.1;

-
message transfer on link 3 is described in 3GPP TS 48.058 [11];

-
message transfer on link 4 is described in 3GPP TS 44.012 [7] and the timing of messages transferred on link 4 is described in 3GPP TS 45.002 [8].

3.2
UMTS Network Architecture

The basic network structure of CBS is depicted by figure 2.
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Figure 2

The basic network structure replaces the GSM BSS with the UTRAN containing the RNC and the Node B. The cell broadcast centre (CBC) is part of the core network and connected to a routing node e.g. a 3G SGSN via the Bc reference point. Thus the CBC can reach every RNC via the user plane of the Iu interface. On the logical interface  between the CBC and the RNC protocol is described in 3GPP TS 25.419 [29]. The other UTRAN related interfaces are described in the according UTRAN specifications based on the 3GPP TR 25.925 [21]. Based on this architecture and the current requirements for cell broadcast the core network elements like MSC, VLR, HLR etc are not involved for the service delivery.
The CBE and the interface between CBE and CBC are out of scope of 3GPP specifications.
3.3
EPS Network Architecture

The basic network structure of PWS architecture in E-UTRAN is depicted by figure 3.3-1.
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Figure 3.3-1: PWS architecture
The cell broadcast centre (CBC) is part of the core network and connected to the MME via the SBc reference point. The interface between the CBC and the MME is described in 3GPP TS 29.168 [35] and the interface between the MME and the eNodeB is described in 3GPP TS 36.413 [34].

The CBE and the interface between CBE and CBC are out of scope of 3GPP specifications.
4
CBE Functionality

The functionality of the CBE is outside of the scope of 3GPP specifications; however it is assumed that the CBE is responsible for all aspects of formatting CBS messages, including the splitting of a CBS message into a number of pages.

5
CBC Functionality

In 3GPP the CBC is integrated as a node in the core network.
The CBC may be connected to several BSCs/RNCs/MMEs. The CBC may be connected to several CBEs. The CBC shall be responsible for the management of CBS messages including:

-
allocation of serial numbers;

-
modifying or deleting CBS messages held by the BSC/RNC/eNodeB;

-
initiating broadcast by sending fixed length CBS messages to a BSC/RNC/eNodeB for each language provided by the cell, and where necessary padding the pages to a length of 82 octets (see 3GPP TS 23.038 [3]);

-
determining the set of cells to which a CBS message should be broadcast, and indicating within the Serial Number the geographical scope of each CBS message;

-
determining the time at which a CBS message should commence being broadcast;

-
determining the time at which a CBS message should cease being broadcast and subsequently instructing each BSC/RNC/eNodeB to cease broadcast of the CBS message;

-
determining the period at which broadcast of the CBS message should be repeated;

-
determining the cell broadcast channel in GSM, on which the CBS message should be broadcast.

-
when CBS transmits emergency messages, allocation of "emergency indication" to differentiate it from normal CBS messages, including the "Cell ID/Service Area ID list" , "warning type", "warning message". If "warning type" is of 'test', only UEs which are specially designed for testing purposes may display warning message.
To work efficiently on the interfaces, the BSC/RNC - which is normally controlling more than one cell of a broadcast area - should be used as a concentrator as far as CBS message handling is concerned. Hence, the CBC should work on lists of cells when issuing CB related requests towards the BSC/RNC.
6
BSC/RNC/MME Functionality

The BSC/RNC/MME shall interface to only one CBC. A BSC may interface to several BTSs as indicated by 3GPP TS 48.052 [10]. An RNC may interface to several Node Bs. An MME may interface to several eNodeBs.
The BSC/RNC/MME shall be responsible for:

	BSC
	RNC
	MME

	Interpretation of commands from the CBC.

	Storage of  messages from the CBC.

	Scheduling of CBS messages on the CBCH.
	Scheduling of CBS messages on the CBS related radio resources.
	

	Providing an indication to the CBC when the desired repetition period cannot be achieved.
	

	Providing to the CBC acknowledgement of successful execution of commands received from the CBC.

	Reporting to the CBC failure when a command received from the CBC is not understood or cannot be executed.

	Routing of CBS messages to the appropriate BTSs.
	Routing of CBS messages to the appropriate Node Bs.
	Routing of warning messages to the appropriate eNodeBs in the indicated Tracking Area.

	Transferring CBS information to each appropriate BTS via a sequence of 4 SMS BROADCAST REQUEST messages or 1 SMS BROADCAST COMMAND message (see 3GPP TS 48.058 [11]), indicating the channel which shall be used.
	The Node B has no functionality regarding CBS. This implies that CBS messages do not have to be transmitted explicitely to the Node Bs for further processing.
	Not applicable.

	Optionally generating Schedule Messages, indicating the intended schedule of transmissions (see 3GPP TS 44.012 [7]).
	Generating Schedule Messages, indicating the intended schedule of transmissions (see 3GPP TS 25.324 [19]). The conversion of GSM related CB DRX Information is a function of the RNC (3GPP TS 25.401 [17]).
	Not applicable.

	Optionally receiving CBCH Load Indication messages and reacting by broadcasting a burst of scheduled CBS messages or by suspending the broadcast for a period indicated by BTS (see 3GPP TS 48.058 [11]).
	Not applicable.
	Not applicable.

	Broadcasting the ETWS Primary Notification message upon receipt of the WRITE-REPLACE message including the Paging-ETWS-Indicator. The ETWS Primary Notification message is broadcasted according to the Warning Period parameter.
	Sending ETWS messages to mobile terminals upon receiving CBS transmission request from CBC including the Paging-ETWS-Indicator. Emergency indication can be included in the paging messages, based on the warning type information conveyed from CBC.
	Sending the Write-Replace Warning Request message to the appropriate eNodeBs upon receiving warning message transmission request from CBC.


To work efficiently on the interfaces, the BSC/RNC should forward CB related messages to the CBC using cell lists as far as applicable.
7
BTS Functionality

Only GSM [The BTS is responsible for conveying CBS information received via SMS BROADCAST REQUEST or SMS BROADCAST COMMAND messages over the radio path to the MS.

-
optionally generating CBCH Load Indication messages, indicating an underflow or overflow situation on the CBCH (see 3GPP TS 48.058 [11]).]
8
MS/UE Functionality

Only GSM [The MS is responsible for recombination of the blocks received via the radio path to reconstitute the CBS message.]

The precise method of display of CBS messages is outside the scope of 3GPP specifications, however it is assumed that an MS/UE will:

	MS
	UE

	Discard sequences transferred via the radio path (see 3GPP TS 44.012 [7]) which do not consist of consecutive blocks.
	Discard corrupt CBS messages received on the radio interface.

	Have the ability to discard CBS information which is not in a suitable data coding scheme.

	Have the ability to discard a CBS message which has a message identifier indicating that it is of subject matter which is not of interest to the MS/UE.

	Have the ability to ignore repeat primary warning notifications and repeat broadcasts of CBS messages already received (message has not changed since it was last broadcast e.g. sequence number has not changed within the message's indicated geographical area), and also if the MS/UE changes its radio access (e.g. from UTRAN to GERAN) and receives the same information;

With regard to duplication detection, primary warning notifications and CBS messages are treated separately, even if the duplication detection is based on the same parameters (e.g. the combination of message identifier and sequence number)

	Have the ability to transfer a CBS message to an external device, when supported ;

	Optionally enter CBS DRX mode based upon received Schedule Messages (see 3GPP TS 44.012 [7]).
	Enter CBS DRX mode based upon received Schedule Messages (see 3GPP TS 25.324 [19]).

	Optionally skip reception of the remaining block(s) of a CBS message which do(es) not contain cell broadcast information (see 3GPP TS 44.012 [7]).
	Not applicable.

	Optionally read the extended channel.
	Not applicable for UMTS and E-UTRAN.

	Enable the user to activate/deactivate CBS through MMI

	Enable the user to maintain a "search list" and receive CBS messages with a Message Identifier in the list while discarding CBS messages with a Message Identifier not in the list.

	Allow the user to enter the Message Identifier via MMI only for the 1 000 lowest codes.

	Be capable of receiving CBS messages consisting of up to 15 pages.
	Be capable of receiving CBS messages consisting of up to 1230 octets in UTRAN or warning messages of up to 9600 octets in EUTRAN.

	When emergency indication is included in the received paging and/or CBS/warning message, behave as specified in 3GPP TS 22.268 [28].
If the emergency indication includes the value for “test”, mobile terminals which are not used for testing purpose silently discard the paging message and do not receive the corresponding CBS/warning message.


9
Protocols and Protocol Architecture

9.1
Requirements on Core Network and Radio Access Network

9.1.1
GSM Radio Access Network

Commands interpreted by the BSC will result in a sequence of 4 SMS BROADCAST REQUEST messages or 1 SMS BROADCAST COMMAND message being sent to a BTS, which in turn result in a sequence of 4 blocks each 22 octets long being transferred via the BTS-MS interface (see 3GPP TS 44.012 [7]).

With the SMS BROADCAST REQUEST mode of operation, the 88 octet fixed length CBS page which is specified in subclause 9.3 is split into four 22 octet blocks which are carried in SMS BROADCAST REQUEST messages as follows:

octets 1‑22 are transferred in the 1st SMS BROADCAST REQUEST 


with a sequence number (see 3GPP TS 44.012 [7]) indicating first block;

octets 23‑44 are transferred in the 2nd SMS BROADCAST REQUEST 


with a sequence number (see 3GPP TS 44.012 [7]) indicating second block;

octets 45‑66 are transferred in the 3rd SMS BROADCAST REQUEST 


with a sequence number (see 3GPP TS 44.012 [7]) indicating third block;

octets 67‑88 are transferred in the 4th SMS BROADCAST REQUEST 


with a sequence number (see 3GPP TS 44.012 [7]) indicating fourth block.

Figure 3 illustrates the protocol architecture and the scope of the various GSM Specifications for the SMS BROADCAST REQUEST mode of operation.
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Figure 3

With the SMS BROADCAST COMMAND mode of operation, the BSC sends to the BTS in one single message the 88 octet fixed length CBS page. The BTS then splits the page into four 22 octet blocks, adds the sequence number (see 3GPP TS 44.012 [7]) and transmits the four resulting blocks on the air.

Figure 4 illustrates the protocol architecture and the scope of the various GSM Specifications for the SMS BROADCAST COMMAND mode of operation.
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Figure 4

9.1.2
UMTS Radio Access Network

Commands interpreted by the RNC will result in one SMS BROADCAST COMMAND sent to the UE. The CBS messages are completely transparent to the Node B, i.e. no manipulation of the data like e.g. fragmentation is done at the Node B.
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9.1.3
Warning Message Delivery
9.1.3.1
General
In GSM and UMTS, the cell broadcast service can be used to transfer regular cell broadcast messages related to public warning. This requires reception of cell broadcast to be permanently turned on in the mobile terminal.

Warning message delivery is similar to cell broadcast service. It permits a number of unacknowledged warning messages to be broadcast to MS/UEs within a particular area. Reception of warning messages is enabled as defined later on in this specification.
In GSM and UMTS, an ETWS capable MS/UE (see 3GPP TS 44.018 [26] and 3GPP TS 25.331 [16]) uses the procedure as outlined in subclause 9.1.3.2.
In E-UTRAN, an ETWS capable UE or a CMAS capable UE (see 3GPP TS 36.331 [36]) use the procedures as outlined in subclause 9.1.3.3.
9.1.3.2
Warning Message Delivery Procedure in GSM and UMTS
When emergency messages are to be sent, the following message flow applies. In this case, the paging message with a new emergency indication can invoke mobile terminals to start receiving CBS messages without MMI. Mobile stations invoked to start receiving CBS messages this way may stop receiving CBS messages (without MMI) after a period of time, which should not be less than 30 minutes in case DRX-Level-2 is used, and 2 minutes in case DRX-Level-1 is used.
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Figure 4b

1.
Network registration and security (e.g. mutual authentication) procedures are performed. The UE stores a flag that indicates whether or not it has authenticated the network.
NOTE 1:
This step is performed each time a UE is attached to a network (e.g. after each power-on).

2.
CBE (e.g. Information Source such as PSAP or Regulator) sends emergency information ("warning type", "warning message", "impacted area", and "time period") to the CBC. The CBC shall authenticate this request. The "warning type" takes one of the following values: earthquake, tsunami, earthquake and tsunami, test, or other. 

3.
Using the "impacted area information", the CBC identifies which RNCs need to be contacted and constructs the "Service Area ID list" for the cells in which the information is to be broadcast. 


The CBC shall send a WRITE-REPLACE message to all the identified RNCs. The message shall include an "emergency indication" to differentiate it from normal Cell Broadcast information, as well as the "Service Area ID list", "warning type", "warning message".
NOTE 2:
Due to requirements in earlier versions of this document, it is possible for "digital signature" and "timestamp" information to be transmitted within "warning message".
4.
The RNCs use the "Service Area ID list" information to identify which Node Bs they need to reach, and then, they relay information to them using the appropriate Iub interface message.

5.
The Node B receives the Iub message containing the emergency indication. As parallel actions, the RNC/Node B:

a)
shall start to broadcast the "warning message". This is broadcast by using a Cell Broadcast channel and modified System Information messages. This broadcast information is repeated continuously by the Node B for the "time period" requested by the CBE. 

b)
shall use paging messages in every paging group to alert idle mode mobiles to receive the broadcast warning message. Typically these paging messages are repeated in all paging groups for several DRX periods. The paging message contains the "ETWS indication" based on the "warning type" information. When the "warning type" is set to 'other', all of the warning information is included in the broadcast "warning message".
c)
may send the "ETWS indication" in other messages (System Information Change Indication or ETWS Primary Notification With Security) in order to reach mobiles in connected mode. Inclusion of "ETWS indication" is the same as that of the paging message mentioned above.

6.
The UE alerts the user immediately, using "warning type" value upon the reception of the "ETWS Indication", if the UE has been configured to receive ETWS warnings and the UE has authenticated the core network of the Node B it is camped on.
NOTE 3:
If the UE received the "ETWS Indication" more than once it will silently discard the optional primary notification.
NOTE 4:
When the "warning type" is 'test', the UE silently discards the "ETWS Indication" and does not perform the reception of the broadcast message described below. However, the UE specially designed for testing purposes may perform user alerting described above and proceed to the reception of the broadcast message described below

NOTE 5:
If the UE has not authenticated the core network of the Node B it is camped on, the UE does not perform the reception of the broadcast message described below.

Upon the reception of the"ETWS Indication", the UE activates the reception of the broadcast messages containing the "warning message" as the secondary notification. The UE indicates the contents of the "warning message" to the user.

The UE shall consider a message duplicated if the combination of "message identifier" and "serial number" matches that of the previous message received from the same PLMN. The UE shall ignore messages detected as duplicated. Duplicate message detection shall be performed independently for primary and secondary notifications.

The UE shall ignore the values of "digital signature" and "timestamp" if received.
NOTE 6:
The "digital signature" and "timestamp" can be received due to requirements in earlier versions of this document.
7.
The RNC node sends a BMC REPORT-SUCCESS to the CBC in response to Write-Replace.
8.
CBC sends acknowledgement message to CBE.
9.1.3.3
Warning Message Delivery Procedure in E-UTRAN

9.1.3.3.1
General

The maximum size of the warning message for E-UTRAN is different from that for UTRAN/GERAN.

When S1-flex is used, the eNodeB may receive duplicated warning messages. Duplicated messages can be detected by checking the message identifier and serial number fields and they shall not be transmitted on the radio interface.

9.1.3.3.2
Warning Message Delivery Procedure

The warning message to be broadcast is delivered via MMEs to multiple eNodeBs. The eNodeB(s) are responsible for scheduling the broadcast of the new message and the repetitions in each cell.

The overall warning message delivery procedure is presented in figure 9.1.3.3.2-1:
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Figure 9.1.3.3.2-1: Warning message delivery procedure

0.
Network registration and security (e.g. mutual authentication) procedures are performed. The UE stores a flag that indicates whether or not it has authenticated the network. If security is applied to warning message delivery then to guard against replay attacks, at least one of the core network nodes (MME, SGSN, MSC) shall use the Network Information and Time Zone (NITZ) feature as specified in 3GPP TS 22.042 [22], 3GPP TS 24.008 [23] and 3GPP TS 24.301 [37] to send the current Time of Day to the UE. The UE shall synchronise an internal Emergency Warning System clock to the UTC time supplied in this procedure. The UE's internal Emergency Warning System clock shall be accurate to within 5 minutes over a period of 1 month. The network shall ensure that the accuracy of the NITZ time information when it arrives at the UE is within 5 minutes. The NITZ procedure shall be used to synchronise the UE's internal Emergency Warning System clock each time a UE is attached to a network, and it is the responsibility of the network to ensure that it is refreshed at least once a month if a UE is continually attached.

NOTE 1:
This step is performed each time a UE is attached to a network (e.g. after each power on).

1.
CBE (e.g. Information Source such as PSAP or Regulator) sends emergency information (e.g. "warning type", "warning message", "impacted area", "time period") to the CBC. The CBC shall authenticate this request.

2.
Using the "impacted area" information, the CBC identifies which MMEs need to be contacted and determines the information to be place into the Warning Area Information Element. The CBC sends a Write-Replace Warning Request message containing the warning message to be broadcast and the delivery attributes (Message identifier, Serial Number, Tracking Area ID list, Warning Area, OMC ID, CWM Indicator) to MMEs.


The warning messages use the coding scheme for CBS data specified in 3GPP TS 23.038 [3].

The Tracking Area ID list is only used by the MME. The MME uses it for selecting which eNodeBs to forward the Write-Replace Warning Request message to.


The Warning Area shall be a list of Cell IDs and/or a list of TAIs and/or one or more Emergency Area IDs. The Warning Area is only used by the eNodeB. The eNodeB is configured with the TAI(s) and Cell ID(s) it serves and the Emergency Area ID(s) that it belongs to. The eNodeB checks for any match of the contents of the Warning Area with these IDs to identify the cells where to distribute the warning message. The Warning Area is an optional information element. If the Warning Area is absent, it shall be interpreted as "all cells on the eNodeB". The number of cell IDs will be limited by the message size on SBc and S1-MME. An Emergency Area ID is unique within the PLMN.


The message may include an OMC ID. If present, it indicates the OMC to which the Trace record generated in step 8 is destined. Co-location of that OMC with the CBC is an operator option.


CBC shall set the Concurrent Warning Message (CWM) indicator in all Write-Replace Warning Request messages, if the PLMN supports concurrent warning message broadcasts.


Unless they are not used by that PLMN, the "digital signature" and "timestamp" information are transmitted within the "warning message".

3.
The MME sends a Write-Replace Warning Confirm message that indicates to the CBC that the MME has started to distribute the warning message to eNodeBs.


If this message is not received by the CBC within an appropriate time period, the CBC can attempt to deliver the warning message via another MME in the same pool area.

4.
Upon reception of the Write-Replace Confirm messages from the MMEs, the CBC may confirm to the CBE that it has started to distribute the warning message.

5.
The MME forwards Write-Replace Warning Message Request to eNodeBs. The MME shall use the Tracking Area ID list to determine the eNodeBs in the delivery area. If the Tracking Area ID list is empty the message is forwarded to all eNodeBs that are connected to the MME.

6.
When S1-flex is used the eNodeB may receive same message from multiple MMEs. The eNodeB detects duplicate messages by checking the message identifier and serial number fields within the warning message. If any redundant messages are detected only the first one received will be broadcasted by the cells. The eNodeB shall use the Warning Area information to determine the cell(s) in which the message is to be broadcast. The eNodeBs return a Distribute Warning Message Response to the MME, even if it was a duplicate.


If there is a warning broadcast message already ongoing and the CWM Indicator is included in the Write-Replace Warning Message Request, the eNodeB does not stop existing broadcast message but start broadcasting the new message concurrently. Otherwise the eNodeB shall immediately replace the existing broadcast message with the newer one.

NOTE 2:
If concurrent warning messages are not supported, this requires the CBE/CBC to take care that 'lower' priority warnings are not sent while a higher priority warning is still being sent.


The eNodeB broadcasts the message frequently according to the attributes set by the CBC that originated the warning message distribution.

7a.
If the UE has been configured to receive primary notification "without security", and the UE has authenticated the core network of the eNodeB it is camped on, then the UE can use "warning type" values, 'earthquake', 'tsunami' or 'earthquake and tsunami', immediately to alert the user. When "warning type" is 'test', the UE silently discards the primary notification, but the UE specially designed for testing purposes may proceed with the following procedures.


The UE activates reception of the broadcast messages containing the "warning message".


If the "digital signature" and "timestamp" are present and security checks fail, then the UE notifies the user of this fact and stops the user alerting.


If both the "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.


In other cases the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.


UE shall perform duplication detection of the received message as specified in subclase 8.2.
7b.
If the UE has not been configured to receive primary notification "without security", or the UE has not authenticated the network, the UE activates reception of the broadcast messages containing the "warning message". When "warning type" is 'test', the UE silently discards the primary notification, but the UE specially designed for testing purposes may proceed with the following procedures.


Unless both the "digital signature" and "timestamp" are present and the security checks pass, the UE shall ignore the message, return to normal idle mode, and ignore primary notifications for the next X seconds.

NOTE 3:
Repetition period X is subject to regulatory requirements, but, in the absence of these requirements being included in the 3GPP specifications, the UE manufacturer may assume a value of 60 seconds.


If both the "digital signature" and "timestamp" are present and security checks pass, then the UE alerts the user; and indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.


The network shall use UTC time when constructing the "timestamp". The "timestamp" security check shall only pass if the "digital signature" check passes and the "timestamp" in the message is within 10 minutes of the UE's internal Emergency Warning System clock. The UE shall save all warning messages received within the previous 10 minutes up to a maximum number of N messages, and reject incoming messages that contain the same "timestamp" as a currently saved message.

NOTE 4:
The value N is subject to regulatory requirements, but, in the absence of these requirements being included in the 3GPP specifications, the UE manufacturer can assume a value of 20. A value of 20 would mean that up to 20 genuine warning messages can be sent to the same UE within a period of 10 minutes. If more than 20 genuine warning messages are sent within a period of 10 minutes, then it cannot be guaranteed that a UE would reject a maliciously replayed warning message.


UE shall perform duplication detection of the received message as specified in subclase 8.2.
8.
From the Write-Replace Warning Response messages returned by eNodeB's the MME determines the success or failure of the delivery and creates a trace record. Any OMC ID received in step 2 is written to the trace record to permit the O&M system to deliver them to the desired destination.

9.1.3.3.3
Warning Message Cancel Procedure

The cancel warning message delivery procedure takes place when CBE requests to stop the on-going broadcast of warning messages.
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Figure 9.1.3.3.3-1: Warning message cancel procedure

1.
CBE initiates procedure by sending Stop Emergency Broadcast Request (e.g. "Message Identifier and Serial Number"), to the CBC. The CBC shall authenticate this request.

2.
The CBC identifies which MMEs need to be contacted and determines the information to be place into the Warning Area Information Element. The CBC sends a Stop Warning Request message (Message Identifier, Serial Number, Tracking Area ID list, Warning Area, OMC ID) to MMEs.


The message may include an OMC ID. If present, it indicates the OMC to which the Trace record generated in step 7 is destined. Co-location of that OMC with the CBC is an operator option.

3.
The MME sends a Stop Warning Confirm message that indicates to the CBC that the MME has started to distribute the Kill Request message to eNodeBs.


If this message is not received by the CBC within an appropriate time period, the CBC can attempt to send Stop Warning Request via another MME in the same pool area.

4.
Upon reception of the Stop Warning Confirm messages from the MMEs, the CBC may confirm to the CBE that it has initiated the Warning message cancel procedure.

5.
The MME forwards the request from the CBC by Kill Request to eNodeB's. The MME shall use the Tracking Area ID list to determine the eNodeBs that may have warning message broadcast ongoing. In case the Tracking Area ID list is empty the Kill Request is forwarded to all eNodeBs that are connected to the MME.

6.
The eNodeB shall stop broadcasting the warning message identified by the Message Identifier and Serial Number in the areas identified by Warning Area IDs. If the Warning Area is absent, it shall be interpreted as "all cells on the eNodeB").


When S1-Flex is used the eNodeB may receive same Kill Request from multiple MMEs, if any redundant Kill Requests are detected only the response to the first MME shall contain statistics related to the cancelled broadcast.

7.
From the Kill Response messages returned by eNodeB's the MME creates a trace record (e.g. number of times a particular message has been broadcasted in a given warning area) related to the cancelled message. Any OMC ID received in step 2 is written to the trace record to permit the O&M system to deliver them to the desired destination.
9.1.4
UMTS Protocol Overview
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Figure 5

9.1.5
E-UTRAN Protocol Overview
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Legend:

-
SBc Application Protocol (SBc-AP): Application Layer Protocol between CBC and MME. This protocol supports transfer of warning messages.

-
S1 Application Protocol (S1-AP): Application Layer Protocol between the eNodeB and the MME.

-
SCTP for the control plane ( SCTP): This protocol guarantees delivery of signalling messages between MME and eNodeB (S1). SCTP is defined in RFC 4960 [33].

Figure 9.1.5-1: CBC - eNodeB
***   Next change   ***
9.4.2.2.4
Data Coding Scheme

This parameter identifies the the alphabet/coding and the language applied to a CBS Message as defined in 3GPP TS 23.038 [3]. 

When the USIM indicates one or more language preferences, the UE shall, by default, use the language(s) stored in the USIM (in the EFPL file) to set any language filter mechanisms provided by the UE.

Optionally, when allowed by language code processing specified below, the user can select the language(s) required by using an MMI, to determine whether a particular CBS message should be displayed.

Where the message relates to a public warning system, the Message Identifier range 4370 through 4382 relates to warning messages delivered in languages which are mandatory to receive. The ME shall not use any language filter mechanisms or use the language(s) selected through the MMI to determine whether a particular CBS message should be displayed for this Message Identifier range. This does not affect the ability to set a particular message identifier by MMI.

Where the message relates to a public warning system, the Message Identifier range 4383 through 4395 relates to warning messages delivered in languages which it is optional to receive. For this range the ME can use language filter mechanisms and the MS/UE may use the language(s) selected through the MMI to determine whether a particular CBS message should be displayed. Even if the Message Identifier is not settable by MMI, the message shall still be discarded if the language is filtered or is not set to be displayed.

9.5
CBS Compression

Cell Broadcast messages may be compressed in accordance with the compression algorithm described in 3GPP TS 23.042 [14].

The Data Coding Scheme parameter (see subclause 9.4.1.2.3) indicates whether or not a CBS Message is compressed.

Compression and decompression may take place between a CBE and an MS/UE or between a CBC and an MS/UE.

The compression applies only to user information sent between the CBC and the MS/UE i.e. excludes any padding octets.

Padding in the case of CBS compression is defined as an integral number of octets where each padding octet has a value FF hexadecimal. The insertion of padding for different scenarios is described in the paragraphs below.

The compression footer (see 3GPP TS 23.042 [14]) delimits the compressed user information bit stream at an octet boundary. The remainder of the 'CBS-Message-Information-Page' sent between the CBC and the BSC contains padding octets. The parameter 'CBS-Message-Information-Length' identifies the sum of the compressed octets, the compression header, and the compression footer (see 3GPP TS 23.042 [14]), but not any padding.

Compression may apply to a single 'CBS-Message-Information-Page' or across multiple 'CBS‑Message‑Information‑Page's.

In the case where Compression applies only to a single 'CBS-Message-Information-Page', the compression header shall be the first octet in that 'CBS-Message-Information-Page' and the compression footer shall immediately follow the compressed data stream. Any remaining octets after the compression footer shall contain padding up to and including the 82nd octet position. However, if the 82nd octet position contains the compression footer then there is no padding.

In the case where compression applies across multiple 'CBS-Message-Information-Page's, the compression header shall be present only in the first octet position of the first 'CBS-Message-Information-Page'. The compression footer shall immediately follow the compressed data stream which will terminate within the last 'CBS-Message-Infirmation-Page'. Any remaining octets after the compression footer in the last 'CBS-Message-Information-Page' shall contain padding up to and including the 82nd octet position in the last 'CBS-Message-Information-Page'. However, if the 82nd octet position of the last 'CBS-Message-Information-Page' contains the compression footer then there is no padding.

If it is required to convey different blocks of information which are to be treated by the MS/UE as though they were physically independent pages rather than concatenated information then page break characters (see 3GPP TS 23.038 [3]) may be inserted in the character stream prior to compression. The boundaries created by the page breaks will not normally align with the boundaries set by the page number parameters and so the page number parameters cannot be used to identify physically separate blocks of meaningful information.

The decoding at the MS/UE may be achieved by first locating the compression footer octet by working back from the 82nd octet in the last 'CBS-Message-Information-Page'. If padding is present, the MS/UE must skip backwards over the padding until a non padding octet is found. By definition this octet must be the compression footer. The compression footer has a pre-defined bit combination which can never replicate a padding octet. If padding is not present in the 82nd octet position of the last 'CBS-Message-Information-Page', by definition the 82nd octet must be the compression footer. 

The compression footer defined in 3GPP TS 23.042 [14] indicates whether there are any compressed data bits contained within the compression footer octet and, if not, how many compressed data bits are contained within the octet immediately preceding the compression footer. In order to prevent possible replication of the padding octet value in the compression footer octet value, the compression mechanism must ensure that when bits 0, 1, 2 in the compression footer are all ones all other bits in the compression footer octet are set to 0.

10
CBS Index

An index structure is defined in this clause. Index can be used by the operator to inform the end user about the type of CBS services available. Index has the structure of a tree. It can thus have sub parts which are called subindexes. A subindex can be embedded in the same index message as its parent ("embedded subindex") or it can physically be in a separate index message ("child subindex"). Every index message has a unique message identifier. They are always of the same type. Message Code 1010101010b shall be used to indicate this type. The root of the index structure shall be the index message with message identifier 0. Other index messages are linked to the root index with links. Definition of their message identifiers is left to the operator.

A format ("enhanced format") for the index messages is described in this clause. If this enhanced format is used in the index message the MS/UE can present the index messages in its preferred format. 

Available CBS services are introduced in the index. This means that their message identifier and name are stated. Enhanced format includes a mechanism for separating a normal service introduction from embedded subindex introduction and child subindex introduction. The introduction of an embedded subindex specifies the "subindex-id" used for identifying services that belong to this subindex. Embedded subindexes can have subindexes embedded in them etc. If these "second level embedded subindexes" are introduced their subindex-id shall begin with the subindex-id of their parent. Same principle applies for subindexes in third, fourth etc. level. An example of an index structure is given in figure 6.

Enhanced format includes a mechanism which allows the terminals to identify that the format of the index message is enhanced. The index-id -field and the above mentioned Message Code (1010101010b) constitute this mechanism:
message-format

=
index-id index-element-intro+.

index-id



=
"EI" version crlf.

version



=
number+.

number



=
"1" | "2" | "3" | "4" | "5" | "6" | "7" | "8" | "9" | "0".

index-element-intro
=
subindex-intro | service-intro.

subindex-intro

=
subindex-id " " subindex-name crlf.

subindex-id


=
subindex-character+.

subindex-character
=
"a" | "b" | … | "z" | "A" | "B" | … | "Z".

subindex-name

=
name-character+.

name-character

=
<gsm03.38character excluding <CR> and <LF> >.

crlf





= 
<CR> <LF>.

service-intro


= 
subindex-id message-id delimiter service-name crlf. 

message-id


=
number+.

delimiter



=
"." | " ".

service-name


=
name-character+.

Current version used is 1.

The use of "." as delimiter means that this service is a child subindex of the index structure.

Delimiter " " is used in all other cases.

Subindex-id shall not be used if the service introduced is in the first level of the index. Subindex-id:s are used in alphabetical order within an index message. They can be re-used in a child subindex.

	0 Index:

(MsgId=0, Message Code = 1010101010b)


	
	

	EI1

20 Hospitals


34 Taxis

a News

a201 Int News

a202 Nat News

a203 Local News

b Sports

b301 Football News

b302 Hockey Results

b303 Basketball

c Finance

c401 Finance News

ca Quotes NYSE 

ca412 NYSE industrial
	
	

	ca413 NYSE electronics

ca414 NYSE blue 

c420.Quotes Tokyo
	
	420 Quotes Tokyo:

(MsgId = 420, Message Code = 1010101010b)

	d Weather

d501 Local Weather 

d502 National Weather 

d503 Weather in Europe

d504 Weather in the World
	
	EI1

421 Tokyo Industrial 

422 Tokyo Finance 

423 Tokyo Blue

	900.Buy and Sell 
	
	

	
	
	900 Buy and Sell:

(MsgId = 900, Message Code = 1010101010b)

	
	
	EI1

901 Cars

902 Bikes



903 Boats

a Home Electronics

a911 Computers

a912 Televisions

a913 Radios

920 Baby Clothes

930 Magazines

940 Books




Figure 6
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