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1. Overall Description
SA3 thank SA2 and SA1 for their LSs on the default UE setting of ETWS/PWS in Rel-8/Rel-9/Rel-10 (S2-114714 and S1-112240). 
SA3 note that there is a discrepancy between the requirement of default UE behaviour expressed in the SA2 LS (S2-114714) and that expressed in the SA1 LS (S1-112240). SA3 also note that the 3 conditionally agreed CRs attached to the SA2 LS (S2-114714) are aligned with the recommendation contained in an LS from the last SA3 meeting (S3-110852) that the manufacturer default configuration should be to disable reception of ETWS/PWS messages. 
SA3 do not see any requirement for changes beyond those presented in the 3 CRs which were attached to the SA2 LS with the potential exception (due to the LS by SA1) of the method by which the default list of PLMNs that wish the UE to accept unprotected warning messages is configured. In relation to configuration of this list SA3 has discussed three possible options:

1. Empty default PLMN list. This is the option described in the current CRs to TS 23.401 Section 5.12.2 step 0, and is aligned with the recommendation presented in an LS from the last SA3 meeting (S3-1100852). This option has the consequence that a UE in manufacturer default configuration will not display warning messages. However, the capability to display warning messages relies on the operator configuring his own PLMN IDs, and further PLMN IDs, onto the list in order to be able to receive warning messages when registered on these PLMNs. 

2. Wildcard default PLMN list: This is the option described in the SA1 LS (S1-112240). A wildcard is included on the list to enable the UE to receive ETWS/PWS warnings from all networks. This approach means that a UE in manufacturer default configuration is vulnerable to unauthenticated, potentially panic inducing warning messages being sent from false base stations even in areas of the world where ETWS/PWS is not deployed.

3. Global default PLMN list: This option tries to strike a middle ground in the trade off. There should be a global default list which contains all PLMN IDs where the local regulator mandates displaying of ETWS/PWS warning messages. This approach means that a UE in manufacturer default configuration is vulnerable to unauthenticated potentially panic inducing warning messages being sent from false base stations even in areas of the world where ETWS/PWS is not deployed. However, compared to option 2 this option makes it more difficult for an attacker to send malicious warning messages because he must first spoof as one of the networks on the global list and fool all target mobiles to register on his false network before sending the potentially panic inducing warning message. Since attacks are substantially harder to launch in UMTS and LTE than in GSM, a variant of this option may define different default behaviour which differs based on radio access technology.
For all of the above options, it is SA3’s understanding that the UE may provide the user with a menu option to change the current setting. Default lists will always be overridden by a new list (or an empty list) distributed by device management or by other methods.
Default behaviour needs to strike a balance between the potential for true ETWS/PWS messages being able to save lives and the potential for false ETWS/PWS messages to induce a dangerous, potentially life threatening, mass panic. In terms of the effectiveness in protecting against the unauthorised transmission of warning messages, option 1 is the best followed by option 3, then option 2. In terms of maintaining the ability to receive genuine warning messages in as many situations as possible option 2 is best followed by option 3, then option 1.
SA3 would like to remind SA1 and SA2 that it is working on fully specifying a PWS authentication solution targeted beyond Rel-10. This solution should allow default enabling of warning message reception with an authentication mechanism designed to prevent spoofed potentially panic inducing messages whilst striving to ensure that genuine messages get through.

2. Actions:

To: SA1 and SA2 
ACTION: 
3GPP SA3 kindly ask SA2 and SA1 to take the above into consideration and align their views regarding the trade offs in the UE default behaviour.
3. Date of Next SA3 Meetings:

SA3#66
6-10 Feb 2012
Vancouver, Canada

SA3#67
21-25 May 2012
TBD
