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Introduction

An APN may work in 2G/3G but might not work in LTE. This could happen if the LTE APNs are different from the APNs used in legacy 2G/3G networks and/or during the packet core transition from a GGSN-based architecture to a SGW/PGW-based architecture. This results in an UE trying to attach to the LTE network with a non-LTE APN (i.e., the APN is not configured on the LTE network).
This occurs when a mobile user manually replaces the default LTE APN(s) with the 2G/3G APN(s) that support their current 2G/3G services. For large networks, the migration of APNs to LTE may take 3 – 4 years. Also, there will be some 2G/3G APNs (e.g., WAP) that will never migrate to LTE.

Note that the “offending” APNs are valid within a PLMN, but on 2G/3G only and not LTE. This is different than the problem currently being examined by 3GPP SA2, where the “offending” APN is not valid anywhere.

AT&T would like 3GPP CT1 to address this failure situation and proposes a resolution to support large carriers’ operations such as AT&T (large Carriers may have similar issues).
The goal for the proposed solution is to eliminate unnecessary signaling load on the carriers’ network, restore end user service as soon as possible and minimize security breach in the network. 

Failure Scenario

Currently, the proper treatment for non-subscribed APNs is to reject the attach procedure with EMM CC#19, i.e., the failure is due to ESM procedure.  Then, within the ESM message container, the PDN Connectivity Request is rejected with ESM CC#33, i.e., Requested Service Option Not Subscribed.
With this cause code, the UE may retry a couple of times with the same APN or may retry many times with the same APN. All attach procedures will be rejected again as per the above. 
This failure scenario increases network load unnecessarily and impacts end user service availability.  

Proposed AT&T Solution

Since the APN is a valid APN on 2G/3G networks, AT&T would like to re-direct the UE back to 2G/3G and would also like the UE to stay on 2G/3G if the UE continues to use the same APN.

As mentioned previously, the current ESM CC#33 and the associated UE behaviors don’t meet the above expectations.  In addition, if EMM CC#15 were to be used, it could re-direct the UE to 2G/3G, however, the UE would continue to re-select back to LTE in a new TA and this EMM cause code is not really suitable to deal with the ESM procedure failure.

AT&T proposes a new, unique ESM cause code at the NAS-level to address the issue and defines the proper UE behaviors associated with this new, unique ESM cause code here. The UE behavior, after receiving this new, unique ESM cause code, is expected to be the following:
· UE shall set the attempt counter to "5" and put this APN into an "APN Access Technology" blacklist. The UE could try other APNs, if available, on the LTE Access.

· If there is no APN that can be tried on the LTE Access (i.e., all APNs are in the backlist for the current Access Technology), the UE shall disable E-UTRAN capabilities as per 24.301 (Section 4.5), re-select to the available UTRAN/GERAN of that PLMN, and try to attach for CS and PS services.  The UE shall not reselect back to LTE until a power cycle.

· The UE is required to maintain a list of blacklisted APNs per Access Technology.  Once an APN is in an "Access Technology" blacklist, it can be only be tried on another Access Technology. The APN Access Technology blacklist can only be cleared upon a power cycle, i.e., it shall not be cleared if the PDP is successfully activated on another Access Technology.
Note: the blacklist will cleared upon power cycle, resulting in the process defined above to repeat if the UE once again attempts to access LTE with a 2G/3G APN.

Other Solutions Proposed (Replacement APN)
The use case for this proposal was that the UE sent a completely invalid APN in a operator’s network to the MME and the MME rejected the data session. 

The proposal outlines that the MME should replace the “illegal” APN with an APN that has limited services, which could redirect the UE data session to a operator’s provisioning site.  Then, the operator could send SMS messages to UE to re-provision APNs.

This use case is different from the AT&T use case.  In the AT&T use case, the APN is valid on its 2G/3G networks.  AT&T would like to redirect the UE to access the appropriate radio technology if the UE would like to use this APN and its associated applications.  Replacing APNs may lead to a UE not getting the proper application service(s).

Replacement APNs may also impact billing collection in the AT&T use case.

In addition, without proper LTE APNs used by the user, the AT&T intention is not to authorize the user to access the LTE network.  This is a network access security control decision for the Radio Access Technology in question.

Conclusion

AT&T is seeking feedback and consensus on our proposal. Feedback on other proposals are welcomed. We are targeting the solution for Release 10.
