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	Reason for change:
(

	About the eKSI value allocation during an authentication procedure, it has been specifed in TS 24.301 subslause 5.4.3.4, quote:
“If the authentication procedure has been completed successfully and the related eKSI is stored in the EPS security context of the network, the network shall include a different eKSI value in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.”
One can see that the eKSI allocated by the MME should be different to the eKSI associated with the EPS security context stored in the MME.
However, it is not clearly stated the rules of eKSI allocation in case of there is no EPS security context stored in the MME. Please see the scenario as below:

(1) The UE and the MME share a valid EPS security context with eKSI=1.

(2) The UE performs detach with swich-off and the current used EPS security context will be stored in both the UE and the MME.
(3) The MME restarts before the UE re-attach which results in the stored EPS security context is deleted at the MME.
(4) The UE powers on and use the current EPS security context with eKSI=1 to securely protect the initial ATTACH REQUEST message.
(5) The MME will initiate a new EPS AKA procedure due to it can not retrieve a valid EPS security context with eKSI=1.
During the above step (5), the MME can allocate an eKSI set to 1 in the new EPS AKA procedure based on the current defined eKSI allocation rules. In this case, in the UE side, the eKSI of current EPS security context and the eKSI of partial EPS security context (generated after the AKA procedure) would have the same value (both equal to 1). Consequently, the UE can not know which EPS security context shall be used to verify the NAS SMC message which is sent by the MME after the successful EPS AKA procedure.

Hence, it is proposed to clarify the eKSI allocation rules to ensure the MME will also allocate an eKSI value different from the eKSI indicated in an initial uplink NAS EMM message (e.g. attach request, TAU request) when it initiates a new authentication procedure. 



	
	

	Summary of change:
(

	It is proposed to clarify the eKSI allocation rules to ensure the MME will also allocate an eKSI value different from the eKSI indicated in an initial uplink NAS EMM message (e.g. attach request, TAU request) when it initiates a new authentication procedure during the ongoing EMM procedure.

	
	

	Consequences if 
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not approved:
	When the MME does not store any valid EPS security context for a UE, the MME may allocate an eKSI with value equaling to the eKSI indicated in an initial uplink NAS EMM message (e.g. attach request or TAU request) when it initiates a new authentication procedure. In this case, in the UE side, the eKSI of current EPS security context and the eKSI of partial EPS security context (generated after the AKA procedure) would have the same value.
Consequently, the UE can not know which EPS security context shall be used to verify the NAS SMC message which is sent by the MME after the successful EPS AKA procedure.
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	Other comments:
(

	This is to align with the discussion initiated in a DISC paper S3-111065 in SA3#65 meeting (7-11 November 2011).


* * * * First Change * * * *

5.4.2.4
Authentication completion by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the correctness of RES (see 3GPP TS 33.401 [19]).

If the authentication procedure has been completed successfully and the related eKSI is stored in the EPS security context of the network, the network shall include a different eKSI value in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.
If an eKSI is contained in an initial NAS message during an EMM procedure, the network shall include a different eKSI value in the AUTHENTICATION REQUEST message when it initiates an authentication procedure during the ongoing EMM procedure.
Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3460. In the case where the EMM cause #21 "synch failure" is received, the core network may renegotiate with the HSS/AuC and provide the UE with new authentication parameters.
* * * * End of Change * * * *
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