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1. Introduction

CT1#75 received incoming LS from SA2 in S2-114714 which requests CT1 to specify Management Object regarding ETWS/PWS warning message reception in UE side.  This paper summarize the discussion so far and also discuss the CT1 way forward.
2.  Background
During REL10 work, CT1 noticed that according to the latest specification, warning message with security is imcomplete and does not work (There are many ambiguity on Digital signature mechanism which is specified from REL8 and no guralantee that it can be useful in real world deployment).  So CT1 sent LS to SA1/SA3 in C1-112199 to ask clarification on UE behavior (whether UE can display the message content even when digital signature verification failed in UE side).  SA1/SA3 responded in their LSs(S1-112240/S3-110852) that until complete security mechanism on ETWS/PWS comes into play in REL11 timeframe, UE can ignore security mechanisim on ETWS/PWS (REL8/REL9/REL10).  According to the decision, CT1 and SA2 has agreed necessary CRs(C1-114432,4433,4434,4435/S2-114684,4865,4686) from REL8 which realize this concept. 
3.  Discussion point1 (default setting)
During LS exchange among the groups, one problem is raised about UE default setting of reception of ETWS/PWS warning message.  It looks SA2/SA3 and SA1 have different understanding on this issue.  To make specifications among interested groups consistent, it is very important to create common understanding on this issue before steping forward (it directly relates to Management Object realization in CT1 work).
The following is snip from SA3 LS (S3-110852), SA1 LS (S1-112240) and SA2 LS (S2-114714).
	SA3 LS
	SA1 LS
	SA2 LS

	Default = OFF
	Default = ON
	Default = OFF

	SA3 would also like to recommend that the manufacturer default configuration for pre-Rel-11 UEs should be to disable reception of ETWS, and that reception of ETWS should only be enabled on a per operator basis as required to satisfy local regulatory requirements. This is to avoid the possibility that malicious messages may be received by a large proportion of UEs in the field in regions where a warning message service (and corresponding user education) is not deployed. This recommendation would have to be checked by SA1.


	As from 22.268 the configuration for displaying or not the ETWS warning message is only a user configuration:

“It shall be possible for users to disable (e.g., opt-out) presentation of some or all of the Warning Notifications, subject to regulatory requirements and/or operator policy. The user shall be able to select PWS-UE enabling/disabling options via the User Interface to disable, or later enable, the PWS-UE behavior in response to some or all Warning Notifications.”

SA1 would not recommend to force a manufacturer default configuration for disabling the reception of ETWS warning messages. This is based on the view that a roamer, roaming from a country not using ETWS to a country using ETWS, should still have the benefits of receiving the life saving warning message.

In addition, attempting to have the user configuration modified by the network on a VPLMN basis may raise some mis-synchronisation issues if the status is not correctly updated (e.g. configuration not properly updated in the device, or roaming), with the risk of a life saving warning message not being displayed. Therefore this is not recommended either.
	However, there is an open discussion regarding the appropriateness of having the default UE setting "ON" (meaning that UEs receive and display all warning messages irrespective of whether the local PLMN operator has any knowledge that the warning mechanisms are implemented in their handsets), as argued in the LS from SA1 (S2-113918/S1-112240).  SA2 would like to inform SA1 and SA3 the background information behind the discussion, by providing the summary of the current specifications regarding the default UE setting and security check.

In the current specifications, the default setting of the UE was that 'primary notification without security is disabled by default', so that the UE with ETWS/PWS capability does not receive primary notification without security, unless the UE is configured to do so.  

To achieve this requirement, the UE stores the list of PLMNs where warning notification without security is allowed, and the list is empty by default.

Also, for the secondary notification, the warning message is never displayed to a user, unless security checks using the digital signature and timestamp pass, or unless the UE is configured to receive the message without security.
The above specification was introduced in order to prevent a malicious BTS from sending false ETWS/PWS warning messages in the areas of the world where ETWS/PWS is not deployed.

Since the above-mentioned security mechanisms were believed to be sufficient (with or without any SA3 security algorithm), the Stage 2 specification has not had any explicit requirement on the default UE setting of the ETWS/PWS itself.
Given that the security specifications are not available in Rel-8/9/10, it is necessary to consider the impacts on Rel-8/9/10 UEs if the digital signature mechanism is introduced in Rel-11. The attached conditionally agreed CRs illustrate how the specification might address this important issue and maintain the default 'OFF' status.



Proposal 1: This paper proposes to make concrete consensus among groups whether default setting on message reception is “ON (receive without security warining message)” or “OFF (does not receive waring message without security)”. 

5.  Possible CT1 impact
Second issue to be discussed is how to specify OMA DM Management Objects to toggle on/off settings of ETWS/PWS, as requested in the SA2 LS.  When realizing Management Object on ETWS/PWS, there are following two alternatives on the table.
Alt1: Create new TS on Management Object from REL8

· May require revise of ETWS WID from REL8

· New TS number assingment required from REL8

· Very straight forward way and can guarantee functional independancy

Alt2: Add new MO leaf to existing 
· Possible candidate is SDoUE MO (24.305 available from REL7) or NAS MO(24.368 available from REL10)

· Light wight change but will create functional dependancy between ETWS/PWS and other functionality (SDoUE MO or NAS MO)

Proposal 2: This paper proposes to choose Alt1 or Alt2 for CT1 way forward taking into other groups opinion into account.
5. Proposal
Based on the agreement on the following points, DOCOMO is ready to prepare necessary change on Manamagement Object for upcoming CT1 meeting.

Proposal 1: This paper proposes to make concrete consensus among groups whether default setting on message reception is “ON (receive without security warining message)” or “OFF (does not receive waring message without security)”. 
Proposal 2: This paper proposes to choose Alt1 or Alt2 for CT1 way forward taking into other groups opinion into account.
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