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1. Overall Description:

The logical link control (LLC) layer uses ciphering to protect its contents, and one parameter used to generate the input to (de)ciphering is the input offset value (IOV) which has two types: IOV-UI (unconfirmed information) and IOV-I (information) for unacknowledged and acknowledged mode respectively. 

CT1 has been discussing a proposal to mandate that the SGSN always generates random values for both IOV-I and IOV-UI because use of default values could increase vulnerability to a security attack. In order to progress, CT1 would like to ask whether, for security reasons, a random IOV value shall always be negotiated at Kc change? 
2. Actions:

To SA3 group.

ACTION: 

CT1 kindly requests SA3 to answer the question above and, if necessary, to change SA3 specifications accordingly. CT1 also requests the SA3 opinion regarding the oldest release that needs to be changed. 

CT1 would appreciate a reply in time for CT1#75, 14 – 18 November. 
3. Date of Next TSG-CT WG1 Meetings:

TSG CT WG1 Meeting #75
14 – 18 November 2011
San Francisco, USA

TSG CT WG1 Meeting #76
6 – 10 February 2012

TBD, P.R. China

