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1. Introduction

This paper pinpoints the potential NAS protocol design bugs in terms of the Uplink NAS COUNT handling based on the recent field testing and proposes a way of fixing it.  
2. Observation
The following was observed:

a) UE is attached in the EPC successfully;

b) UE NAS sends a SERVICE REQUEST message with NAS sequence number (SN) IE indicating a value of 28 and the NAS Overflow counter is Zero;
SEQUENCE NUMBER         (0x1c)    Short MAC      (0xa512)

Inputs to generate the MAC:

kasme 0x95816b8c2e49ec55bf6ac480ceacd10ec23e3082e16a846f645e26cdcf9c221b 

algo  EIA1 

direction UPLINK 

nas-count 28 

Rx-buffer 0xc7dc

->Calculated SHORT MAC 0xa512 - OK 
c) UE NAS gets lower layers failure indication (before T3417 expires);
The Service Request message was not set out by the UE lower layers.
d) UE NAS aborts the old service request procedure and initiates a new one by sending the SERVICE REQUEST message with SN IE indicating a value of 29.
f) Steps c) and d) repeated until the SERVICE REQUEST message with SN IE indicating a value of 147 (10010011b) is finally sent out to the MME via the eUTRAN; 
The repeated Service Request messages with the SN values of 29, 30 to 146 have never been sent out by the lower layers and never received by the MME.
g) MME sends SERVICE REJECT message with EMM cause #9 after receiving the SERVICE REQUEST message with SN IE indicating a value of 147 (10010011b) ;
The MME estimates that the NAS overflow counter with a value of Zero or One. However, the NAS overflow counter used by the UE NAS to integrity protect the Service Request message is FOUR. That’s why the Integrity protection check at the MME fails. 
h) UE NAS initiates an attach procedure.
3. Analysis

1) The UE is correctly implemented in such a way that only 5 of the 8 NAS sequence number bits are used in the Service Request message according to subclauses 4.4.3.1 and 9.9.3.19 of TS 24.301:

In some NAS messages only 5 of the 8 NAS sequence number bits are transmitted. When this is the case, the receiver shall estimate the remaining 3 most significant bits of the sequence number.

2) The UE is seemingly mis-implemented to use/increase the SN number in the Service Request message according to the following as specified in subclauses 5.3.8 of TS 24.301:
5.3.8
Abnormal cases in the UE

The following abnormal case can be identified:

a)
EMM uplink message transmission failure indication by lower layers


When it is specified in the relevant procedure that it is up to the UE implementation to rerun the ongoing procedure that triggered that procedure, the procedure can typically be re-initiated using a retransmission mechanism of the uplink message (the one that has previously failed to be transmitted) with new sequence number and message authentication code information thus avoiding to restart the whole procedure.
4. Conclusion
The NAS sequence number in the retransmitted messages following a previous EMM uplink message transmission failure shall be increased by one if and only if the UE did send out the previous message to the network. 

5. Summary
If CT1 can reach certain conclusions, Vodafone will provide CRs to clarify this in the next CT1 meeting.

