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1.
Problem
SRVCC is a network initiated handover procedure that at the moment is built on implicit assumption that the state of one or more calls in the UE is the same as the state of the calls in the SCC AS.
There are, however, situations when the UE or the SCC AS may have changed state of the call and the SIP message indicating change of the state of the call is sent by the UE or by the SCC AS but never reaches the SCC AS or the UE due to the HO command being sent to the UE and the UE is not ready with the handover procedure yet. 

Further, in case of handover from E-UTRAN/UTRAN(HSPA) to non DTM enabled GERAN the PS domain is no longer available during the call and any SIP message sent by the UE or the SCC AS is lost.
In such scenario two errors may occur:

1) states of the CS call(s) in UE and MSC server differ; and

2) transaction identifiers are assigned to different sessions in UE than in network.

The result may be hanging calls, ghost ringing or calls "cross connected" so that the user believes he/she is talking to one person but due to the "cross connection" he/she is talking to another person.

The list of situations when the state will be different on each side can be very long and the risk is that we will not find them all until the error occurs in real-life. This type of errors can be very hard to detect and track.
2.
Examples

The following subclauses give some examples of what may happen in case there is a race condition.

In the following examples the X and Y are calls as seen from the user at the SC UE while 0 and 1 are transaction identifiers of calls as seen by the SC UE and the MSC server.
2.1
Example 1: - active + terminating alerting

· state:

· UE has active session X and terminating alerting session Y

· UE accepts the terminating alerting session Y but the 2xx INVITE response is not delivered to network

· transaction identifier and state assignment after transfer when supporting Rel-8 only
· UE: Session X - not transferred, Session Y - TI=0, Active (U10) state, Idle auxiliary state
· network: Session X - TI=0, Active (N10) state, Idle auxiliary state, Session Y - not transferred

· transaction identifier and state assignment after transfer when also supporting Rel-10 alerting SRVCC
· UE: Session X - TI=1, Active (U10) state, Call held auxiliary state, Session Y - TI=0, Active (U10) state, Idle auxiliary state
· network: Session X - TI=0, Active (N10) state, Idle auxiliary state, Session Y - TI=1, Call received (N7) state
In this example the user at the UE believes that he/she is talking with the user in call Y while he/she talks with the user in call X.
2.2
Example 2: - active + originating alerting
· state:

· UE has active session X and originating alerting session Y

· remote UE accepts the originating alerting session Y, the 2xx INVITE response is handed by SCC AS but is not delivered to the UE

· transaction identifier and state assignment after transfer when supporting Rel-8 only
· UE: Session X - TI=0, Active (U10) state, Idle auxiliary state, Session Y - not transferred
· network: Session X - not transferred, Session Y - TI=0, Active (N10) state, Idle auxiliary state

· transaction identifier and state assignment after transfer when also supporting Rel-10 alerting SRVCC
· UE: Session X - TI=0, Active (U10) state, Idle auxiliary state, Session Y - TI=1, Call delivered (U4) state
· network: Session X - TI=1, Active (N10) state, Call held auxiliary state, Session Y - TI=0, Active (N10) state, Idle auxiliary state
In this example the user at the UE believes that he/she is talking with the user in call X while he/she talks with the user in call Y.
2.3
Example 3 - held + terminating alerting

· state:

· UE has held session X and terminating alerting session Y

· UE accepts the terminating alerting session Y but the 2xx INVITE response is not delivered to network

· transaction identifier and state assignment after transfer when supporting Rel-8 only
· UE: Session X - not transferred, Session Y - TI=0, Active (U10) state, Idle auxiliary state
· network: Session X - not transferred, Session Y - not transferred

· transaction identifier and state assignment after transfer when also supporting Rel-10 alerting SRVCC
· UE: Session X - not transferred, Session Y - TI=0, Active (U10) state, Idle auxiliary state
· network: Session X - not transferred, Session Y - TI=0, Call received (N7) state
· transaction identifier and state assignment after transfer when also supporting Rel-9 MSC server assisted mid-call feature and Rel-10 alerting SRVCC
· UE: Session X - TI=1, Active (U10) state, Call held auxiliary state, Session Y - TI=0, Active (U10) state, Idle auxiliary state
· network: Session X - TI=0, Active (N10) state, Call held auxiliary state, Session Y - TI=1, Call received (N7) state
In this example the user at the UE believes that he/she is talking with the user in call Y while there is only silence since the call is not through connected. The call Y in the network will be hanging in the network until the UE sends any CC message (e.g. when the user at the UE tries to switch to call X) that will result in an STATUS reporting an incompatible call control state that will result in release of the call or timer expiry in the network. 
2.4
Example 4 - held + originating alerting

· state:

· UE has held session X and originating alerting session Y

· remote UE accepts the originating alerting session Y, the 2xx INVITE response is handed by SCC AS but is not delivered to the UE

· transaction identifier and state assignment after transfer when supporting Rel-8 only
· UE: Session X - not transferred, Session Y - not transferred
· network: Session X - not transferred, Session Y - TI=0, Active (N10) state, Idle auxiliary state

· transaction identifier and state assignment after transfer when also supporting Rel-10 alerting SRVCC
· UE: Session X - not transferred, Session Y - TI=0, Call delivered (U4) state 
· network: Session X - not transferred, Session Y - TI=0, Active (N10) state, Idle auxiliary state

· transaction identifier and state assignment after transfer when also supporting Rel-9 MSC server assisted mid-call feature and Rel-10 alerting SRVCC
· UE: Session X - TI=0, Active (U10) state, Call held auxiliary state, Session Y - TI=1, Call delivered (U4) state 
· network: Session X - TI=1, Active (N10) state, Call held auxiliary state, Session Y - TI=0, Active (N10) state, Idle auxiliary state
When only Rel-8 SRVCC is used, the charging is ongoing in the network.
When Rel-10 alerting SRVCC is supported, in this example the user at the UE will listen to a ringing that will never stop. When Rel-10 alerting SRVCC and Rel-9 MSC server assisted mid-call feature are supported, switching to call X will result in release of the call Y since the states are incompatible. The ringing in the UE will continue until the UE initiates a release or the user disconnects.
2.5
Example 5 - active + held

· state:

· UE has active session X and held session Y

· UE put the session X on hold but the 2xx INVITE response is not delivered to the UE

· transaction identifier and state assignment after transfer when supporting Rel-8 only
· UE: Session X - TI=0, Active (U10) state, Idle auxiliary state, Session Y - not transferred
· network: Session X - not transferred, Session Y - not transferred

· transaction identifier and state assignment after transfer when also supporting Rel-9 MSC server assisted mid-call feature
· UE: Session X - TI=0, Active (U10) state, Idle auxiliary state, Session Y - TI=1, Active (U10) state, Call held auxiliary state
· network: Session X - TI=0, Active (N10) state, Call held auxiliary state, Session Y - not transferred
In this case the call Y is released by the SCC AS since SCC AS only selects the call that was active most recently when more than one held call exist, i.e. call X. The user at the UE will not be able to talk with any one and there will be an hanging call in the UE. The calls in the UE will be released when UE sends any CC message (e.g. when the user tries to switch between calls) due to incompatible call state. 

2.6
Example 6 - held + held

· state:

· UE has held session X (put on hold earlier) and held session Y (put on hold later) 

· UE put the session X off hold but the 2xx INVITE response is not delivered to the UE

· transaction identifier and state assignment after transfer when supporting Rel-8 only
· UE: Session X - not transferred, Session Y - not transferred
· network: Session X - TI=0, Active (N10) state, Idle auxiliary state, Session Y - not transferred

· transaction identifier and state assignment after transfer when also supporting Rel-9 MSC server assisted mid-call feature
· UE: Session Y - TI=0, Active (U10) state, Call held auxiliary state, Session Y - not transferred
· network: Session X - TI=0, Active (N10) state, Idle auxiliary state, Session Y - not transferred
When only Rel-8 SRVCC is used, the charging is ongoing in the network.
When Rel-9 MSC server assisted mid-call feature is supported, since only one held call can be transferred the UE and the SCC AS selects different call due to the race condition. The call will be released as soon as the UE tries to put call Y off hold due to incompatible call state.

2.7
Example 7 - active + active

· state:

· UE has active session X (established earlier) and active session Y (established later) 

· UE put the session Y on hold but the 2xx INVITE response is not delivered to the UE

· transaction identifier and state assignment after transfer when supporting Rel-8 only
· UE: Session X - not transfered, Session Y - TI=0, Active (U10) state, Idle auxiliary state
· network: Session X - TI=0, Active (N10) state, Idle auxiliary state, Session Y - not transferred

· transaction identifier and state assignment after transfer when also supporting Rel-9 MSC server assisted mid-call feature
· UE: Session X - TI=1, Active (U10) state, Call held auxiliary state, Session Y - TI=0, Active (U10) state, Idle auxiliary state
· network: Session X - TI=0, Active (N10) state, Idle auxiliary state, Session Y - TI=1, Active (N10) state, Call held auxiliary state
In this example the user at the UE believes that he/she is talking with the user in call Y while he/she talks with the user in call X. The user can switch between calls but it will always be the wrong user he/she is talking to.

2.8
Example 8 - terminating alerting

· state:

· UE has terminating alerting session X

· UE accepts the terminating alerting session X but the 2xx INVITE response is not delivered to network

· transaction identifier and state assignment after transfer when also supporting Rel-10 alerting SRVCC
· UE: Session X - TI=0, Active (U10) state, Idle auxiliary state
· network: Session X - TI=0, Call received (N7) state
The user at the UE can't talk with the other user. The call will be hanging until timer expires in the network or until the user disconnects.

At the moment there is an attempt to solve this race condition in the 3GPP TS 24.237, see clause 3 below.

2.9
Example 9 - originating alerting

· state:

· UE has originating alerting session X

· remote UE accepts the originating alerting session X but the 2xx INVITE response is not delivered to the local UE

· transaction identifier and state assignment after transfer when also supporting Rel-10 alerting SRVCC
· UE: Session X - TI=0, Call delivered (U4) 
· network: Session X - TI=0, Active (N10) state, Idle auxiliary state
The user will listen to the ringing. Charging is ongoing in the network and the user will be charged until the user disconnects.
3.
One existing solution

At the moment there is one attempt to solve one race condition in the 3GPP TS 24.237. The solution tries to solve the case when the UE have sent a 200 (OK) response but can't be sure that the 200 OK response reached IMS. The present solution is to send a CONNECT message to the MSC server when the handover is ready to ensure that the MSC server has the same state as the UE. 
However, this solution may cause the call to be cleared because if the MSC server is in the active state (N10) the MSC server does not expect the CONNECT message and will generate a STATUS message indicating incompatible call state.
The handling of a STATUS with cause # 101 "message not compatible with protocol state" is described in 3GPP TS 24.008 as follows:

5.5.3.2.1
STATUS message with incompatible state

On receipt of a STATUS message reporting an incompatible call control state, the receiving entity shall clear the call by sending a RELEASE COMPLETE message with cause # 101 "message not compatible with protocol state". The reported call control state is incompatible if the combination of call control states at the sender and receiver side cannot occur, do not match or cannot be aligned by actions of the receiver; the exact definition is implementation dependent.

The above leaves some to be implementation dependent. It is easy to imagine that the easiest way out in an UE is to always send the RELEASE COMPLETE message when receiving a STATUS message with cause # 101 "message not compatible with protocol state".
Since the time the UE is executing the HO command and until the HO is ready is very short most of the times the MSC server and the UE is in the same state and the STATUS with cause # 101 "message not compatible with protocol state" will be sent. 

The above solution will then result in that more or less all calls within the above race condition will be released and that was not the intention with the solution.

5.
Proposal

1)
The TI values are pre-negotiated by the UE and the SCC AS before handover occurs. When SRVCC occurs, the SCC AS provides TIs of the transferred sessions to the MSC server.
2)
The STATUS ENQUIRY/STATUS procedure is used to check states between MSC and UE as follows:

-
During call establishment:

o
If the call is a terminating call it is the responsibility of the UE to send the STATUS ENQUIRY message to verify the state.

o
If the call is an originating call it is the responsibility of the MSC server to send the STATUS ENQUIRY message to verify the state.

-
During a call i.e. when a 200 (OK) response/ACK request has been received and sent without a handover occurred:
o
The UE regardless if it is the initiator of the call or the receiver of the call send the STATUS ENQUIRY message to verify the state if the UE has initiated a procedure (e.g. putting a call on hold) and the procedure was not completed. 

NOTE: 
Sending STATUS ENQUIRY is necessary since the SCC AS may regard the procedure to be completed.

o
The MSC server regardless of if the served user is called or calling party need to send the STATUS ENQUIRY message to verify the state if the remote UE has initiated a procedure (e.g. putting a call on hold) and the procedure was not completed.

NOTE: 
Sending STATUS ENQUIRY is necessary since the UE may regard the procedure to be completed.
3)
The SCC AS indicate towards the MSC server the state and if the state needs to be verified or not.
NOTE:
Typically the SCC AS indicates that the state needs to be checked when 200 (OK) response was sent to UE but the ACK is not received yet during call establishment or if a 200 (OK) is not received on a re-INVITE request sent towards the served UE. 

4)
if UE is split to TE/MT, then the TE indicates towards the ME whether the state needs to be verified or not along with the other information.

NOTE:
Typically the TE indicates that the state needs to be checked when 200 (OK) response was sent but the ACK has not been received yet during call establishment or if a re-INVITE request was sent but 200 (OK) response has not been received yet. 

5)
If the state in the SC UE does not match the state in the MSC server the SC UE or the MSC server can, if possible, send a CC message to update the state, e.g. the UE can send the CC CONNECT message described in the clause 3 above. If it is not possible to update the state the UE or the MSC server shall release all calls associated with the transfer.
