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1. Overall Description:
CT1 thanks SA3 for the LS (C1-111659/S3-110531) on Maximum number of IKEv2 security associations.
CT1 has discussed the concerns raised in the SA3 LS. The followings are the answers to the questions in the SA3 LS:

Q1) Whether there is a limit for maximum number of IKEv2 SAs from one UE per APN (or W-APN in case of I-WLAN) for non-security reasons? Especially is there such limit per (e)PDG?

Q2) Whether there is a limit for maximum number of IKEv2 SAs from one UE to different APNs (or W-APN in case of I-WLAN) for non-security reasons?

A1 & A2) CT1 does not specify any limitation of maximum number of IKEv2 SAs per UE with/without the same APN in TS24.302, TS 24.303, TS 24.234 and TS 24.327. 

Q3) Whether such limit(s) should be specified in 3GPP specifications, e.g. in SA2 specifications, or if they are left out of standardization?
A3) This question is out of the scope of CT1. 
Q4) Is the understanding correct that in case of multiple PDN connections from a UE to the same APN, an IKEv2 SA is established for each PDN connection? Does this also apply to W-APN in case of I-WLAN?

Q5) If this is the case, what are the reasons for establishing an IKEv2 SA for each PDN connection?

A4 & A5) The answer to these questions depends whether S2b or S2c is used. When S2b is used the UE shall establish an IKEv2 SA with the ePDG for each PDN connection. When S2c is used, the UE shall establish only one IKEv2 SA with the ePDG. Within the IKEv2 SA with ePDG, the UE establishes one IKEv2 SA per PDN connection with the PDN gateway to secure the signalling and optionally integrity and confidentiality protect the user traffic. 

For WLAN access, the specification TS 24.234 allows the UE to setup additional tunnels with the PDG with the same W-APN by either establishing additional Child SAs inside an already established IKEv2 SA or setup a new IKEv2 SA. 

2. Actions:

To SA3:
ACTION: 
CT1 kindly asks SA3 to take the information given above into consideration for their work.
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