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************* FIRST CHANGE **************
4.4.2.1
General

The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [19].

Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an EPS authentication procedure between MME and UE. Alternatively, during inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME and the UE derive a mapped EPS security context from a UMTS security context that has been established while the UE was in A/Gb mode or Iu mode.

The EPS security context is taken into use by the UE and the MME, when the MME initiates a security mode control procedure or during the inter-system handover procedure from A/Gb mode to S1 mode or Iu mode to S1 mode. The EPS security context which has been taken into use by the network most recently is called current EPS security context. This current EPS security context can be of type native or mapped, i.e. originating from a native EPS security context or mapped EPS security context.
The key set identifier eKSI is assigned by the MME either during the EPS authentication procedure or, for the mapped EPS security context, during the inter-system handover procedure. The eKSI consists of a value and a type of security context parameter indicating whether an EPS security context is a native EPS security context or a mapped EPS security context. When the EPS security context is a native EPS security context, the eKSI has the value of KSIASME, and when the current EPS security context is of type mapped, the eKSI has the value of KSISGSN.
The eKSI indicates the EPS security context which can be taken into use to establish the secure exchange of NAS messages at the next establishment of a NAS signalling connection without executing a new EPS authentication procedure (see subclause 4.4.2.3).To this purpose the initial NAS messages (ATTACH REQUEST, TRACKING AREA UPDATE REQUEST, DETACH REQUEST, SERVICE REQUEST and EXTENDED SERVICE REQUEST) and the SECURITY MODE COMMAND message contain an eKSI in the NAS key set identifier IE or the value part of eKSI in the KSI and sequence number IE indicating the current EPS security context used to integrity protect the NAS message.
In the present document, when the UE is required to delete an eKSI, the UE shall set the eKSI to the value "no key is available" and consider also the associated keys KASME , KASME_D or K'ASME, EPS NAS ciphering key and EPS NAS integrity key invalid (i.e. the EPS security context associated with the eKSI as no longer valid).

NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term Key Set Identifier (KSI).

The UE and the MME need to be able to maintain two EPS security contexts simultaneously, i.e. a current EPS security context and a non-current EPS security context, since:

-
after an EPS re-authentication, the UE and the MME can have both a current EPS security context and a non-current EPS security context which has not yet been taken into use (i.e. a partial native EPS security context); and

-
after an inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the UE and the MME can have both a mapped EPS security context, which is the current EPS security context, and a non-current native EPS security context that was created during a previous access in S1 mode or S101 mode.

The number of EPS security contexts that need to be maintained simultaneously by the UE and the MME is limited by the following requirements:

-
After a successful EPS (re-)authentication, which creates a new partial native EPS security context, the MME and the UE shall delete the non-current EPS security context, if any.

-
When a partial native EPS security context is taken into use through a security mode control procedure, the MME and the UE shall delete the previously current EPS security context.
-
When the MME and the UE create an EPS security context using null integrity and null ciphering algorithm during an attach procedure for emergency bearer services, or a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services (see subclause 5.4.3.2), the MME and the UE shall delete the previous current EPS security context.
-
When a new mapped EPS security context or EPS security context created using null integrity and null ciphering algorithm is taken into use during the inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME and the UE shall not delete the previously current native EPS security context, if any. Instead, the previously current native EPS security context shall become a non-current native EPS security context, and the MME and the UE shall delete any partial native EPS security context.


If no previously current native EPS security context exists, the MME and the UE shall not delete the partial native EPS security context, if any.
-
When the MME and the UE derive a new mapped EPS security context during inter-system handover from A/Gb mode to S1 mode or Iu mode to S1 mode, the MME and the UE shall delete any existing current mapped EPS security context.

-
When a non-current full native EPS security context is taken into use by a security mode control procedure, then the MME and the UE shall delete the previously current mapped EPS security context.
-
When the UE or the MME moves from EMM-REGISTERED to EMM-DEREGISTERED state, if the current EPS security context is a mapped EPS security context and a non-current full native EPS security context exists, then the non-current EPS security context shall become the current EPS security context. Furthermore, the UE and the MME shall delete any mapped EPS security context or partial native EPS security context.

At state transition to EMM-DEREGISTERED, the UE shall store the current native EPS security context, if any, as specified in annex C.
************* NEXT CHANGE **************

4.4.4.2
Integrity checking of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the network has established secure exchange of NAS messages for the NAS signalling connection:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI or Device Certificate);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT (if the EMM cause is not #25);

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT (if the EMM cause is not #25);

-
SERVICE REJECT (if the EMM cause is not #25).

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

All ESM messages are integrity protected.

Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed the integrity check is specified in subclause 5.4.3.5. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.

************* NEXT CHANGE **************

4.4.4.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the MME or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI or Device Certificate);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST;

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST.

NOTE 1:
The TRACKING AREA UPDATE REQUEST message is sent by the UE without integrity protection, if the tracking area updating procedure is initiated due to an inter-system change in idle mode and no current EPS security context is available in the UE. The other messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.

All ESM messages are integrity protected except a PDN CONNECTIVITY REQUEST message if it is sent piggybacked in ATTACH REQUEST message and NAS security is not activated.

Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI or Device Certificate);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST;

-
EXTENDED SERVICE REQUEST.

NOTE 2:
These messages are processed by the MME even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an EPS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check and it is not an attach request for emergency bearer services, the MME shall authenticate the subscriber before processing the attach request any further. For the case when the attach procedure is for emergency bearer services see subclause 5.5.1.2.3 and subclause 5.4.2.5.

If a TRACKING AREA UPDATE REQUEST message fails the integrity check and the UE provided a nonceUE, GPRS ciphering key sequence number , P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message, the MME shall initiate a security mode control procedure to take a new mapped EPS security context into use; otherwise if the UE has only a PDN connection for non-emergency bearer services established, the MME shall initiate an authentication procedure. For the case when the UE has a PDN connection for emergency bearer services see subclause 5.5.1.2.3 and subclause 5.4.2.5.
If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check, the MME shall reject the request with EMM cause #9 "UE identity cannot be derived by the network".

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.
************* NEXT CHANGE **************

5.4.2.1
General

The purpose of the EPS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network and to agree on a key KASME (see 3GPP TS 33.401 [19]). The cases when the EPS AKA procedure should be used are defined in 3GPP TS 33.401 [19]. 
The EPS AKA procedure is always initiated and controlled by the network. However, the UE can reject the EPS authentication challenge sent by the network.

The UE shall proceed with an EPS authentication challenge only if a USIM is present.

A partial native EPS security context is established in the UE and the network when an EPS authentication is successfully performed. During a successful EPS authentication procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute a new key, KASME. KASME is stored in the EPS security contexts (see 3GPP TS 33.401 [19]) of both the network and in the volatile memory of the ME while attached to the network, and is the root for the EPS integrity protection and ciphering key hierarchy.
In addition for the case of Relay Node, there is a enhanced AKA procedure (see TS 33.401[19]) that also involves a key held on the RN itself in the authentication. In this case an enhanced EPS security context is generated with a root key called KASME_D.  The rules for handling enhanced EPS security contexts and KASME_Ds are the same as for EPS security context and KASMEs respecitvely except where noted.
************* NEXT CHANGE **************

5.4.2.2
Authentication initiation by the network

When a NAS signalling connection exists, the network can initiate an authentication procedure at any time. For restrictions applicable after handover or inter-system handover to S1 mode see subclause 5.5.3.2.3.

The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3460 (see example in figure 5.4.2.2.1). The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.401 [19]). Furthermore when an enhanced authentication is required by the MME, it also includes the relevant parameters for this (see TS 33.401 [19]).
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Figure 5.4.2.2.1: Authentication procedure
************* NEXT CHANGE **************

5.4.2.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful EPS authentication challenge, the UE shall determine the PLMN identity to be used for the calculation of the new KASME from the authentication challenge data according to the following rules:

a)
When the UE moves from EMM-IDLE mode to EMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
After handover or inter-system handover to S1-mode,

-
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

-
if the target cell is a shared network cell and the UE has a valid GUTI, the UE shall use the PLMN identity that is part of the GUTI; and

-
if the target cell is a shared network cell and the UE has a valid P-TMSI and RAI, but not a valid GUTI, the UE shall use the PLMN identity that is part of the RAI.

Upon a successful EPS authentication challenge, the new KASME or KASME_D calculated from the authentication challenge data shall be stored in a new EPS security context in the volatile memory of the ME.

The USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.

In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES returned from the USIM in the volatile memory of the ME. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the ME or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the ME shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3416.

The RAND and RES values stored in the ME shall be deleted and timer T3416, if running, shall be stopped:

-
upon receipt of a

-
SECURITY MODE COMMAND,

-
SERVICE REJECT,
-
TRACKING AREA UPDATE REJECT,

-
TRACKING AREA UPDATE ACCEPT, or

-
AUTHENTICATION REJECT message;

-
upon expiry of timer T3416; or

-
if the UE enters the EMM state EMM-DEREGISTERED or EMM-NULL.

************* NEXT CHANGE **************

5.4.2.5
Authentication not accepted by the network

If the authentication response (RES) returned by the UE is not valid, the network response depends upon the type of identity used by the UE in the initial NAS message, that is:

-
if the GUTI was used; or

-
if the IMSI was used.

If the GUTI was used, the network should initiate an identification procedure. If the IMSI given by the UE during the identification procedure differs from the IMSI the network had associated with the GUTI, the authentication should be restarted with the correct parameters. Otherwise, if the IMSI provided by the UE is the same as the IMSI stored in the network (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI was used for identification in the initial NAS message, or the network decides not to initiate the identification procedure after an unsuccessful authentication procedure, the network should send an AUTHENTICATION REJECT message to the UE.
In an enhanced AKA proecdure (see TS 33.401 [19]), if the device response (device_res) return is not valid, the MME may (re-)request the certificate to ensure to used the correct details to create autehntication data and restart the authentication with the correct parameters. Otherwise it should an AUTHENTICATION REJECT message. 
Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed.

If A/Gb or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and the MM parameters update status, TMSI, LAI and ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the authentication and ciphering procedure is not accepted by the network.

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, T3417 or T3430 (if running) and enter state EMM-DEREGISTERED.
Depending on local requirements or operator preference for emergency bearer services, if the UE has a PDN connection for emergency bearer services established or is establishing a PDN connection for emergency bearer services, the MME need not follow the procedures specified for the authentication failure in the present subclause. The MME may continue a current EMM specific procedure or PDN connectivity request procedure. Upon completion of the authentication procedure, if not initiated as part of another procedure, or upon completion of the EMM procedure or PDN connectivity request procedure, the MME shall deactivate all non-emergency EPS bearers, if any, by initiating an EPS bearer context deactivation procedure. The network shall consider the UE to be attached for emergency bearer services only.
************* NEXT CHANGE **************
5.4.2.6
Authentication not accepted by the UE

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [19]). This parameter contains three possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7, item c.

b)
Non-EPS authentication unacceptable:


If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #26 "non-EPS authentication unacceptable" (see subclause 6.1.1 in 3GPP TS 33.401 [19]). The UE shall then follow the procedure described in subclause 5.4.2.7, item d.

c)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [18]). The UE shall then follow the procedure described in subclause 5.4.2.7, item e.
During an enhanced AKA procedure the UE may reject the core netwrok due to either a missing or incorrect enhanced challenge (see TS 33.401[19]). If the UE finds such an error. The UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #112 "incorrect or missing enhanced authentication". The UE shall then follow the procedure described in subclause 5.4.2.7, item h.
If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.
If the UE has a PDN connection for emergency bearer services established or is establishing such a PDN connection, additional UE requirements are specified in subclause 5.4.2.7, under "for items c, d, e".
************* NEXT CHANGE **************

5.4.2.7
Abnormal cases

a)
Lower layer failure:


Upon detection of lower layer failure before the AUTHENTICATION RESPONSE is received, the network shall abort the procedure.

b)
Expiry of timer T3460:


The network shall, on the first expiry of the timer T3460, retransmit the AUTHENTICATION REQUEST message and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the network shall abort the authentication procedure and any ongoing EMM specific procedure and release the NAS signalling connection.

c)
Authentication failure (EMM cause #20 "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #20 "MAC failure" according to subclause 5.4.2.6, to the network and start timer T3418 (see example in figure 5.4.2.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #20 "MAC failure", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #20 "MAC failure", the network may also terminate the authentication procedure (see subclause 5.4.2.5).


If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal.


If the network is validated successfully (an AUTHENTICATION REQUEST that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3418 is running, and the MAC value cannot be resolved, the UE shall follow the procedure specified in this subclause, item c, starting again from the beginning, or if the message contains a UMTS authentication challenge, the UE shall follow the procedure specified in item d. If the SQN is invalid, the UE shall proceed as specified in item e.


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the UE) if any of the following occur:

-
after sending the AUTHENTICATION FAILURE message with the EMM cause #20 "MAC failure" the timer T3418 expires;

-
the UE detects any combination of the authentication failures: EMM causes #20 "MAC failure" and #21 "synch failure", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the UE, while the timer T3418 or T3420 started after the previous authentication failure is running.


When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e. authentication not accepted by the UE), the UE shall proceed as described in item f.
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Figure 5.4.2.7.1: Authentication failure procedure (EMM cause #20 "MAC failure" or 
#26 "non-EPS authentication unacceptable")

d)
Authentication failure (EMM cause #26 "non-EPS authentication unacceptable"):

The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #26 "non-EPS authentication unacceptable", to the network and start the timer T3418 (see example in figure 5.4.2.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #26 "non-EPS authentication unacceptable", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.
NOTE 2:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #26 "non-EPS authentication unacceptable", the network may also terminate the authentication procedure (see subclause 5.4.2.5).


If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal. If the GUTI/IMSI mapping in the network was correct, the network terminates the authentication procedure (see subclause 5.4.2.5).
e)
Authentication failure (EMM cause #21 "synch failure"):


The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #21 "synch failure", to the network and start the timer T3420 (see example in figure 5.4.2.7.2). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the EMM cause #21 "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the MME to delete all unused authentication vectors for that IMSI and obtain new vectors from the HSS. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3420, if running.

NOTE 3:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with EMM cause #21 "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST is received which contains a valid SQN and MAC) while T3420 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3420 is running, and the MAC value cannot be resolved, the UE shall follow the procedure specified in item c or if the message contains a UMTS authentication challenge, the UE shall proceed as specified in item d; if the SQN is invalid, the UE shall follow the procedure specified in this subclause, item e, starting again from the beginning.


The UE shall deem that the network has failed the authentication check and proceed as described in item f if any of the following occurs:

-
the timer T3420 expires;

-
the UE detects any combination of the authentication failures: EMM cause #20 "MAC failure", #21 "synch failure", or #26 "non-EPS authentication unacceptable", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only if the authentication challenges causing the second and third authentication failure are received by the UE while the timer T3418 or T3420 started after the previous authentication failure is running.
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Figure 5.4.2.7.2: Authentication failure procedure (EMM cause #21 "synch failure")

f)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 36.331 [22]). The UE shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

g)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the authentication procedure is triggered by a tracking area updating procedure)


The UE shall re-initiate the tracking area updating procedure.

h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


If the current TAI is not in the TAI list, the authentication procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.

i)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


It is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.
j)
Lower layers indication of non-delivered NAS PDU due to handover


If the AUTHENTICATION REQUEST message could not be delivered due to an intra MME handover and the target TA is included in the TAI list, then upon successful completion of the intra MME handover the MME shall retransmit the AUTHENTICATION REQUEST message. If a failure of handover procedure is reported by the lower layer and the S1 signalling connection exists, the MME shall retransmit the AUTHENTICATION REQUEST message.
h) 
Authentication failure (EMM cause #112 "incorrect or missing enhanced authentication"):
Editor’s note: It is FFS the UE behavior in this case.
For items c, d, and e:


Depending on local requirements or operator preference for emergency bearer services, if the UE has a PDN connection for emergency bearer services established or is establishing a PDN connection for emergency bearer services, the MME need not follow the procedures specified for the authentication failure specified in the present subclause. The MME may respond to the AUTHENTICATION FAILURE message by initiating the security mode control procedure selecting the "null integrity protection algorithm" EIA0, null ciphering algorithm or may abort the authentication procedure and continue using the current security context, if any. The MME shall deactivate all non-emergency EPS bearer contexts, if any, by initiating an EPS bearer context deactivation procedure. If there is an ongoing PDN connectivity procedure, the MME shall deactivate all non-emergency EPS bearer contexts upon completion of the PDN connectivity procedure. The network shall consider the UE to be attached for emergency bearer services only.


If a UE has a PDN connection for emergency bearer services established or is establishing a PDN connection for emergency bearer services and sends an AUTHENTICATION FAILURE message to the MME with the EMM cause appropriate for these cases (#20, #21, or #26, respectively) and receives the SECURITY MODE COMMAND message before the timeout of timer T3418 or T3420, the UE shall deem that the network has passed the authentication check successfully, stop timer T3418 or T3420, respectively, and execute the security mode control procedure.

If a UE has a PDN connection for emergency bearer services established or is establishing a PDN connection for emergency bearer services when timer T3418 or T3420 expires, the UE shall not deem that the network has failed the authentication check and not behave as described in item f. Instead the UE shall continue using the current security context, if any, deactivate all non-emergency EPS bearer contexts, if any, by initiating UE requested PDN disconnect procedure. If there is an ongoing PDN connectivity procedure, the UE shall deactivate all non-emergency EPS bearer contexts upon completion of the PDN connectivity procedure. The UE shall consider itself to be attached for emergency bearer services only.

************* NEXT CHANGE **************

8.2.7
Authentication request
8.2.7.1

Message Definition
This message is sent by the network to the UE to initiate authentication of the UE identity. See table 8.2.7.1.

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to UE

Table 8.2.7.1: AUTHENTICATION REQUEST message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Authentication request message type
	Message type

9.8 
	M
	V
	1

	
	NAS key set identifierASME 
	NAS key set identifier

9.9.3.21
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.9.2.9
	M
	V
	1/2

	
	Authentication parameter RAND (EPS challenge)
	Authentication parameter RAND

9.9.3.3
	M
	V
	16

	
	Authentication parameter AUTN (EPS challenge)
	Authentication parameter AUTN

9.9.3.2
	M
	LV
	17

	
	Encrypted Temporary Key
	Encrypted temporary key (subclasue??)
	O
	TLV
	????

	
	Network Nonce
	Large nonce (subclause)
	O
	TV
	16


8.2.7.x
Encrypted Temporary Key

This IE is included when the MME wants to requires a device authentication with the UE and it also require the device temporary key to be refreshed.

8.2.7.y
 Network Nonce

This IE is included when the MME requires a device authentication with the UE.

************* NEXT CHANGE **************

8.2.8
Authentication response
8.2.8.1

Message Definition
This message is sent by the UE to the network to deliver a calculated authentication response to the network. See table 8.2.8.1.

Message type:
AUTHENTICATION RESPONSE

Significance:

dual

Direction:


UE to network

Table 8.2.8.1: AUTHENTICATION RESPONSE message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Authentication response message type
	Message type

9.8
	M
	V
	1

	
	Authentication response parameter
	Authentication response parameter

9.9.3.4
	M
	LV
	5-17

	
	Device Response Parameter
	Device response parameter (subclause ???)
	O 
	TV
	16

	
	Device Nonce
	Large nonce (subclause ???)
	O 
	TV
	16


8.2.8.x

Device Response Parameter

This IE is included when the UE received a device authentication request.

8.2.8.y
 Device Nonce

This IE is included when the UE received a device authentication request.

************* NEXT CHANGE **************

8.2.19
Identity response

This message is sent by the UE to the network in response to an IDENTITY REQUEST message and provides the requested identity. See table 8.2.19.1.

Message type:
IDENTITY RESPONSE
Significance:

dual

Direction:


UE to network

Table 8.2.19.1: IDENTITY RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Identity response message
	Message type

9.8
	M
	V
	1

	
	Mobile identity
	Mobile identity

9.9.2.3
	M
	LV
	4-??


Editor’s note: Parameter definition for this needs to be changed in TS 24.008.
************* NEXT CHANGE **************
9.9.3.9
EMM cause

The purpose of the EMM cause information element is to indicate the reason why an EMM request from the UE is rejected by the network.

The EMM cause information element is coded as shown in figure 9.9.3.9.1 and table 9.9.3.9.1.

The EMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.3.9.1: EMM cause information element

Table 9.9.3.9.1: EMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	IMSI unknown in HSS

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal UE

	0
	0
	0
	0
	0
	1
	0
	1
	
	IMEI not accepted

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	EPS services not allowed

	0
	0
	0
	0
	1
	0
	0
	0
	
	EPS services and non-EPS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	UE identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly detached

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking Area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	0
	
	EPS services not allowed in this PLMN

	0
	0
	0
	0
	1
	1
	1
	1
	
	No Suitable Cells In tracking area

	0
	0
	0
	1
	0
	0
	0
	0
	
	MSC temporarily not reachable

	0
	0
	0
	1
	0
	0
	0
	1
	
	Network failure

	0
	0
	0
	1
	0
	0
	1
	0
	
	CS domain not available

	0
	0
	0
	1
	0
	0
	1
	1
	
	ESM failure

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	0
	0
	1
	1
	0
	0
	1
	
	Not authorized for this CSG

	0
	0
	0
	1
	1
	0
	1
	0
	
	Non-EPS authentication unacceptable

	0
	0
	1
	0
	0
	1
	1
	1
	
	CS service temporarily not available

	0
	0
	1
	0
	1
	0
	0
	0
	
	No EPS bearer context activated

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	0
	1
	1
	1
	0
	0
	0
	0
	
	Incorrect or missing enhanced authentication

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".

	


************* NEXT CHANGE **************
9.9.3.x
Large nonce

The purpose of the Large nonce information element is to transfer a 128-bit nonce value to support deriving a new enhanced EPS security context.
The Large nonce information element is coded as shown in figure 9.9.3.x.1 and table 9.9.3.x.1.

The Large nonce is a type 3 information element with a length of 17 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Large nonce IEI
	octet 1

	Nonce value


	octet 2

octet 17


Figure 9.9.3.x.1: Nonce information element
Table 9.9.3.x.1: Nonce information element
	Nonce value (octet 2 to 17)

	

	This field contains the binary representation of the nonce. Bit 8 of octet 2 represents the most significant bit of the nonce and bit 1 of octet 17 the least significant bit.

	


9.9.3.y
Encrypted temporary key 
The purpose of the Encrypted tempororay key information element is carry and encrypted key from teh MME to the UE
The Encrypted tempororay key information element is coded as shown in figure 9.9.3.y.1 and table 9.9.3.y.1.

The Encrypted tempororay key is a type 4 information element with a minimum length of ? octets and a maximum length of ?? octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Authentication response parameter IEI
	octet 1

	Length of Authentication response parameter contents
	octet 2

	Encrypted key

	octet 3



	
	octet ??


Figure 9.9.3.y.1: Encrypted tempororay key information element

Table 9.9.3.y.1: Encrypted tempororay key information element

	Encrypted key value (octet 3 to ??)

This contains the encrypted key



9.9.3.z
Device response parameter
The purpose of the Device response parameter element is to transfer a 128-bit response value in enhanced AKA.
The Device response parameter element is coded as shown in figure 9.9.3.z.1 and table 9.9.3.z.1.

The Device response parameter is a type 3 information element with a length of 17 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Large nonce IEI
	octet 1

	Device response value


	octet 2

octet 17


Figure 9.9.3.z.1: Nonce information element
Table 9.9.3.z.1: Nonce information element
	Device response value (octet 2 to 17)

	

	This contains the device response


	


************* NEXT CHANGE **************
Annex C (normative):
Storage of EMM information

The following EMM parameters shall be stored on the USIM if the corresponding file is present:

-
GUTI;

-
last visited registered TAI;
-
EPS update status;

-
Allowed CSG list;
-
Operator CSG list; and

-
EPS security context parameters from a full non-enhanced native EPS security context (see 3GPP TS 33.401 [19]).

The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [17].

If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM. The allowed CSG list is stored in a non-volatile memory in the ME if the UE supports CSG selection. These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.
The following EMM parameter shall be stored in a non-volatile memory in the ME together with the IMSI from the USIM:
-
TIN.
This EMM parameter can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory of the ME; else the UE shall delete the EMM parameter.
If the UE is attached for emergency bearer services, the UE shall not store the EMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE is detached.
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