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1. Overall Description:

SA3 would like to thank SA2 for their LS in S2-104432. 

SA3 has noted SA2’s decision to always use IMSI when attaching to a new PLMN (section 6.33.1 (d) in TR23.888 and the agreed CRs to TS 23.401 and TS 23.060 on “Signalling IMSI at Attach/PLMN change”, and would like to inform SA2 that SA3 supports the view of the agreed SA2 CRs. However, SA3 would like this behaviour to be restricted to “low value M2M” devices. SA3 also would like the behaviour not to apply for both mobile and MTC devices when moving between ePLMNs under the control of the same operator.

Regarding the handling of reject causes (section 6.33.1 (c) in TR 23.888):
SA3 thinks there are two issues:
1. The first one is whether a new cause value is needed to define behaviour of MTC devices in the case of network overload conditions. SA3 believe SA2 and CT1 are best placed to determine whether a new cause value is needed.
2. The second issue is that an attacker can forge a rejection message.
Effects of forged reject messages: 

There are reject messages containing “fatal” cause values that prohibit a UE/MTC device from re-attaching to the network unless the UE/MTC device is rebooted. This is not a MTC specific attack, but general for all mobile devices. This attack is more harmful to the MTC devices which are unattended. Introduction of a new cause value does not solve this general problem, but gives a well-behaving network and the MTC devices the possibility to recover (without misusing the existing fatal cause values). The handling of existing, and potentially new, reject cause values may need to be modified for MTC devices to mitigate denial of service attacks. 
Regarding the signalling of a backoff timer: 
SA3 sees the following issue if a backoff timer is signalled from the network to the MTC device: 

If there isn’t a valid security context between the MTC device and the MME/SGSN, there won’t be any integrity protection on the backoff timer value. An attacker can therefore forge such a reject message and set the backoff timer to 
1. a very large value to prohibit the MTC device from re-attaching to the PLMN for an extended period,
2. a very small value to cause the MTC device to re-attach to the PLMN immediately which could overload the core network. 
SA3 suggests that the signaled back-off timer value should be defined as follows: if the signaled backoff timer value received in an unprotected reject message falls inside the window, the UE may trust the signaled backoff timer value from the network and run the timer before reinitiating the attach. Otherwise if the reject message is unprotected, the MTC device shall ignore any signaled backoff timer value falling outside the window.  To be effective, the counter measure with a window must also give the back-off timer the role of the retry-timer as described in section 6.33.1 (c) in TR 23.888. If the backoff timer is introduced in R10, the back-off timer can’t prevent permanent shut off of the mobile devices (e.g pre-R10 UE) that do not understand NAS level back-off timer. 

General Remarks: 

Whilst SA3 is primarily concerned about persistent denial of service attacks against non-human attended MTC devices, SA2 should also consider whether the above mechanism could also be applied to non-MTC devices. 
SA3 has also considered the possibility of digitally signing reject messages where a security context based on conventional network access authentication is not available, but such a mechanism would need to be studied further before any conclusions can be reached.

2. Actions:

To TSG SA WG2 and TSG CT WG1
SA3 kindly asks SA2 and CT1 to take the above into account. 

3. Date of Next TSG-SA WG3 Meetings:
3GPPSA3#62 
OR 
24 - 28 Jan 2011   
Ljubljana, SI 

3GPPSA3#63 
OR 
11 - 15 Apr 2011    
Chengdu, China

