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	Recently, Cat F CRs have been approved or agreed to Rel-7, correcting the emergency call handling, e.g. CR#3253 (titled “Correction of Stage 3 misalignment with Stage 1 and Stage 2 on use of SIP 380 response.”) and CR#3341 (titled “Further modifications required to SIP 380 response to remove new requirements”). Even after these corrections, emergency call handling is broken. A Rel-7 P-CSCF will provide a SIP 380 response that is ignored by Rel-8 and up UEs. Furthermore, a Rel-7 UE can request emergency service without the user’s consent or knowledge, upon receiving a SIP 380 response.
Subclause 5.1.3.1 includes the following:

In the event the UE receives a 380 (Alternative Service) response to an INVITE request the response containing a XML body that includes an <alternative service> element with the <type> child element set to "emergency", the UE shall attempt an emergency call as described in subclause 5.1.6.
During CT1#55bis “CT1 agree[d] that in Rel-5, Rel-6, Rel7 and Rel-8 of IMS networks compliant to 3GPP TS 24.229 a DDOS attack can occur on the PSAP. The UE can request emergency service without the user’s consent or knowledge when the UE initiates a session (which results in a 380 being spoofed)”.
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A UE verifies if a 380 (Alternative Service) messages containing XML bodies that include an <alternative service> element with the <type> child element set to "emergency" also contains a P-Asserted-Identity header field with a value equal to the value of the SIP URI of the P-CSCF received in the Path header field during registration
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* * * First Change * * * 
5.2.10.4
General treatment for all dialogs and standalone transactions excluding the REGISTER method - non-emergency registration

If the P-CSCF receives an initial request for a dialog, or a standalone transaction, or an unknown method, for a registered user the P-CSCF shall inspect the Request URI independent of values of possible entries in the received Route header fields for known emergency service identifiers. The P-CSCF shall consider the Request URI of the initial request as an emergency service identifier, if it is an emergency number or an emergency service URN from the configurable lists that are associated with:

-
the country of the operator to which the P-CSCF belongs to;

-
for inbound roamers , the country from which the UE is roaming from. The P-CSCF determines the country to which the UE is belonging to based on the content of the P-Assserted-Identity header field which contains the home network domain name in a SIP URI belonging to the user; and

-
the country of roaming partners, if the request originates from a different country then the country of the network to which the P-CSCF belongs to. Access technology specific procedures are described in each access technology specific annex to determine from which country and roaming partner the request was originated. If the country from which the request originates can not be determined all lists are associated.

If the P-CSCF detects that the Request-URI of the initial request for a dialog, or a standalone transaction, or an unknown method matches one of the emergency service identifiers in the associated lists, the P-CSCF shall:
0A)
determine the geographic location of the UE. Access technology specific procedures are described in each access technology specific annex. If the UE is roaming or the P-CSCF is in a different network than the UE's home operator's network, then the P-CSCF:

I)
shall reject the request by returning a 380 (Alternative Service) response to the UE;

II)
shall assume that the UE supports version 1 of the XML Schema for the IM CN subsystem XML body if support for the 3GPP IMS XML body in the Accept header field is not indicated; 
III)
shall include in the 380 (Alternative Service) response: 
a)
a Content-Type header field with the value set to associated MIME type of the 3GPP IMS XML body as described in subclause 7.6.1;
b)
a P-Asserted-Identity header field set to the value of the SIP URI of the P-CSCF included in the Path header field during the registration of the user whose UE sent the request causing this response;
IV)
shall include an IM CN subsystem XML body with the following elements:

a)
an <ims-3gpp> element with the "version" attribute set to "1" and with an <alternative-service> child element, set to the parameters of the alternative service:
i)
a <type> child element, set to "emergency" (see table 7.7AA) to indicate that it was an emergency call;
ii)
a <reason> child element, set to an operator configurable reason; and

iii)
an <action> child element, set to "emergency-registration" (see table 7.7AB) if the P-CSCF is accordingly configured by the operator.
NOTE 1:
Roaming is when a UE is in a geographic area that is outside the serving geographic area of the home IM CN subsystem.

NOTE 2:
Emergency service URN in the request-URI indicates for the network that the emergency call attempt is recognized by the UE.

1)
include in the Request-URI an emergency service URN, i.e. a service URN with a top-level service type of "sos" as specified in RFC 5031 [69], if necessary, and execute the procedure described in step 2, 3, 4, 5, and 6, in subclause 5.2.6.3 dealing with the procedure when the P-CSCF receives an initial request from the UE. An additional sub-service type can be added if information on the type of emergency service is known. The entry in the Request-URI that the P-CSCF includes may either be:

-
as received from the UE in the Request URI in accordance with RFC 5031 [69]; or

-
as deduced from the Request-URI received from the UE;
2)
if the request contains a Contact header field containing a GRUU the P-CSCF shall save the GRUU received in the Contact header field of the request and associate it with the UE IP address and UE protected server port, for the  security association on which the request was received such that the P-CSCF is able to route target refresh request containing that GRUU in the Request-URI; and
3)
execute the procedures as specified in subclause 5.2, except for the procedure described in step 3, 4, 5, and 6, in subclause 5.2.6.3 dealing with the procedure when the P-CSCF receives an initial request from the UE, and with the following additions:

a)
the P-CSCF shall:

i)
if the P-Asserted-Identity header field in the request to be sent contains a SIP URI and if a tel URI belongs to the set of implicitly registered public user identities that contains the SIP URI, add a second P-Asserted-Identity header field that contains the tel URI;

ii)
if the P-Asserted-Identity header field in the request to be sent contains a tel URI, add a second P-Asserted-Identity header field that contains a SIP URI belonging to the set of implicitly registered public user identities that contains the tel URI; and
iii)
select an E-CSCF and add the URI of the selected E-CSCF to the topmost Route header field.

NOTE 3:
It is implementation dependant as to how the P-CSCF obtains the list of E-CSCFs.

If the P-CSCF does not receive any response to the INVITE request (including its retransmissions); or receives a 3xx response or 480 (Temporarily Unavailable) response to an INVITE request, the P-CSCF shall select a new E-CSCF and forward the INVITE request.

When the P-CSCF receives a target refresh request for a dialog with the Request-URI containing a GRUU the P-CSCF shall:

-
obtain the UE IP address and UE protected server port related to the GRUU contained in the Request-URI and rewrite the Request-URI with that UE IP address and UE protected server port; and

-
perform the steps in subclause 5.2.6.4 for when the P-CSCF receives, destined for the UE, a target refresh request for a dialog.

* * * Next Change * * * 
5.2.10.5
Abnormal cases

If the IM CN subsystem to where the P-CSCF belongs to is not capable to handle emergency sessions or due to local policy does not handle emergency sessions or only handles certain type of emergency session request or does not support emergency sessions for either the geographical location of the UE is located or the IP-CAN to which the UE is attached, the P-CSCF shall not forward the INVITE request. The P-CSCF:

I)
shall respond to the INVITE request with a 380 (Alternative Service) response;

II)
shall assume that the UE supports version 1 of the XML Schema for the IM CN subsystem XML body if support for the 3GPP IMS XML body in the Accept header is not indicated; 
III)
shall include in the 380 (Alternative Service) response: 
a)
a Content-Type header field with the value set to associated MIME type of the 3GPP IMS XML body as described in subclause 7.6.1;
b)
a P-Asserted-Identity header field set to the value of the SIP URI of the P-CSCF included in the Path header field during the registration of the user whose UE sent the request causing this response;
IV)
shall include an IM CN subsystem XML body with the following elements:
a)
an <ims-3gpp> element with the "version" attribute set to "1" and with an <alternative-service> child element, set to the parameters of the alternative service:
i)
a <type> child element, set to "emergency" (see table 7.7AA) to indicate that it was an emergency call;
ii)
a <reason> child element, set to an operator configurable reason; and

iii)
an <action> child element, set to "emergency-registration" (see table 7.7AB) if the P-CSCF is accordingly configured by the operator.
NOTE 1:
Emergency service URN in the request-URI indicates for the network that the emergency call attempt is recognized by the UE.

NOTE 2:
Some networks only allow session requests with a Request-URI containing an emergency service URN, i.e. a service URN with a top-level service type of "sos" as specified in RFC 5031 [69].
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