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	Reason for change:
(

	Only UE including a USIM is allowed to access an EPS network for normal (i.e. non emergency) calls.

When it comes with IMS emergency calls through the EPS network, some network configuration (which also depends on local (country) regulations) allows only authenticated UEs for emergency calls. 

As a consequence, a UE without a USIM e.g. with a SIM would not be allowed to access such a network.

Currently, a SIM UE implementation does not proceed with the EPS NAS authentication. There may be some UE implementation that would reject such an authentication to the network but using the same failure indication as a USIM UE failing such an authentication. In this case, the network does not know whether the reason of the rejection is due to a UE with a SIM or USIM UE but the authentication failure is due to another reason. 

It is hereby proposed that the UE reacts in an adequate way to a network EPS NAS authentication request so that the network can figure out that the UE has a SIM and so the network can further take action as for the NAS registration for IMS emergency calls e.g. not reattempt any EPS authentication which would anyway fail.

Such a proposal allows to, apart from saving unnecessary NAS signaling in the UE and the network, quickly take further actions in the UE e.g. if the UE is CS (Circuit Switched) capable, to try and establish the emergency call using the CS domain, thus reducing the emergency call set-up delay. 

The following scenario can also be handled: inter PLMN idle mode mobility when the target PLMN can not retrieve the UE context from the source PLMN when the UE has already a PDN connection for emergency bearer services established. Since the target PLMN only has a GUTI from the UE (which can have a SIM or no (U)SIM), in case the target PLMN needs to perform an authentication procedure because this PLMN allows only authenticated emergency calls or allows unauthenticated emergency calls but would perform authentication as an option, having the UE reject the authentication request by sending a dedicated cause value allows the network to straightforwardly reply with a TAU Reject message (instead of attempting an UE identity request or reattempting the authentication procedure with the UE). Then, the UE can attempt to establish the emergency call using the CS domain.
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	It is proposed:

*(2nd to last change) to add a new cause value to the UE Authentication Failure message;
*(1st change) to add the network behaviour (i.e. abort the authentication procedure) upon receipt of an Authentication Failure including a new cause value. A network that only allows authenticated emergency calls shall proceed with the ongoing EMM specific procedure. A network that allows unauthenticated UEs for emergency calls shall perform a NAS security mode command including NULL integrity protection.
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* * * 1st change (authentication section)* * * 
5.4.2.4
Authentication completion by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the correctness of RES (see 3GPP TS 33.401 [19]).

If the authentication procedure has been completed successfully and the related eKSI is stored in the EPS security context of the network, the network shall include a different eKSI value in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3460. In the case where the EMM cause #21 "synch failure" is received, the core network may renegotiate with the HSS/AuC and provide the UE with new authentication parameters. In the case where the EMM cause #27 "EPS authentication not possible" is received and the UE is establishing a PDN connection for emergency bearer services or has such a PDN connection established, the MME aborts the authentication procedure and may continue with a current EMM specific procedure. Additionally, depending on local requirements or operator preference for emergency bearer services, the MME may respond to the AUTHENTICATION FAILURE message by initiating the security mode control procedure selecting the "null integrity protection algorithm" EIA0.
* * * 2nd change * * * 
5.4.2.6
Authentication not accepted by the UE

When the UE is establishing a PDN connection for emergency bearer services or has such a PDN connection established and a USIM is not present, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #27 "EPS authentication not possible".

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [19]). This parameter contains three possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7, item c.

b)
Non-EPS authentication unacceptable:


If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #26 "non-EPS authentication unacceptable" (see subclause 6.1.1 in 3GPP TS 33.401 [19]). The UE shall then follow the procedure described in subclause 5.4.2.7, item d.

c)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [18]). The UE shall then follow the procedure described in subclause 5.4.2.7, item e.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.
If the UE has a PDN connection for emergency bearer services established or is establishing such a PDN connection, additional UE requirements are specified in subclause 5.4.2.7, under "for items c, d, e".

* * * 4th change * * * 
9.9.3.9
EMM cause

The purpose of the EMM cause information element is to indicate the reason why an EMM request from the UE is rejected by the network.

The EMM cause information element is coded as shown in figure 9.9.3.9.1 and table 9.9.3.9.1.

The EMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.3.9.1: EMM cause information element

Table 9.9.3.9.1: EMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	IMSI unknown in HSS

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal UE

	0
	0
	0
	0
	0
	1
	0
	1
	
	IMEI not accepted

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	EPS services not allowed

	0
	0
	0
	0
	1
	0
	0
	0
	
	EPS services and non-EPS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	UE identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly detached

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking Area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	0
	
	EPS services not allowed in this PLMN

	0
	0
	0
	0
	1
	1
	1
	1
	
	No Suitable Cells In tracking area

	0
	0
	0
	1
	0
	0
	0
	0
	
	MSC temporarily not reachable

	0
	0
	0
	1
	0
	0
	0
	1
	
	Network failure

	0
	0
	0
	1
	0
	0
	1
	0
	
	CS domain not available

	0
	0
	0
	1
	0
	0
	1
	1
	
	ESM failure

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	0
	0
	1
	1
	0
	0
	1
	
	Not authorized for this CSG

	0
	0
	0
	1
	1
	0
	1
	0
	
	Non-EPS authentication unacceptable

	0
	0
	0
	1
	1
	0
	1
	1
	
	EPS authentication not possible

	0
	0
	1
	0
	0
	1
	1
	1
	
	CS domain temporarily not available

	0
	0
	1
	0
	1
	0
	0
	0
	
	No EPS bearer context activated

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".

	


* * * 5th (and last) change * * * 
A.3
Causes related to PLMN specific network failures and congestion/authentication failures

Cause #16 – MSC temporarily not reachable


This EMM cause is sent to the UE if it requests a combined EPS attach or tracking area updating in a PLMN where the MSC is temporarily not reachable via the EPS part of the network.

Cause #17 – Network failure


This EMM cause is sent to the UE if the MME cannot service an UE generated request because of PLMN failures.

Cause #18 – CS domain not available


This EMM cause is sent to the UE if the MME cannot service an UE generated request because of no availability of CS domain.

Cause #19 – ESM failure


This EMM cause is sent to the UE when there is a failure in the ESM message contained in the EMM message.

Cause #20 – MAC failure


This EMM cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST message is not fresh (see 3GPP TS 33.401 [19]).

Cause #21 – Synch failure


This EMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range (see 3GPP TS 33.401 [19]).

Cause #22 – Congestion


This EMM cause is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.).

Cause #23 – UE security capabilities mismatch


This EMM cause is sent to the network if the UE detects that the UE security capability does not match the one sent back by the network.
Cause #24 – Security mode rejected, unspecified


This EMM cause is sent to the network if the security mode command is rejected by the UE if the UE detects that the nonceUE does not match the one sent back by the network or for unspecified reasons.

Cause #26 – Non-EPS authentication unacceptable


This EMM cause is sent to the network in S1 mode if the "separation bit" in the AMF field of AUTN is set to 0 in the AUTHENTICATION REQUEST message (see 3GPP TS 33.401 [19]).
Cause #27 – EPS authentication not possible


This EMM cause is sent to the network in S1 mode if the UE is establishing a PDN connection for emergency bearer services or has such a PDN connection established and a USIM is not present.
Cause #39 – CS domain temporarily not available

This EMM cause is sent to the UE when the CS fallback or 1xCS fallback request cannot be served temporarily due to O&M reasons.
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