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1. Introduction
This discussion paper discusses the issue related to loss of subscriber data or SGs association status data due to various errors or network conditions, and proposes solutions for SMS MO and MT Call Handling during this situation. 

2. Discussion
In current EPC Network deployment for CSFB and SMSoSGs, subscriber records sent by HSS and the SGs association related data need to be stored and maintained on both MME and MSC/VLR (see Figure 1).  Depending on the implementation, these two set of data could be arranged in one database or as separate databases. 
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                            Figure 1:  EPC Network Deployment Architecture for CSFB and SMSoSGs

During normal condition, once SGs association has been set up, the subscriber records and SGs Association Status on MME side and MSC side should be in sync.  However, various error or network operations may cause full or partial data loss on either MME side or VLR side, resulting in the unsynchronized data between MME and serving VLR.  Some of these errors and network operations may include:

- Full data loss resulting from VLR restarts

- Full data loss resulting from MME restarts

- a (small) portion of IMSI records may be lost for distributed VLR architecture

When this happens, SMS MO call and SMS-MT call will be affected, depending on the data loss scenarios. 
Scenario 1). SMS-MO When SGs Association Data Not Present on VLR:
If a MO-SMS comes in over the SGs interface with no indication on establishment of  SGs Association (no SGs Association Data), the MSC will ignore it according to TS 29.118 Section 5.11.2.3. 
i)
if there is no SGs association for the UE at the VLR


If the VLR receives an SGsAP-UPLINK-UNITDATA from the MME for a UE for which no SGs association exists, then the VLR shall ignore the received message.
That means the 3G MSC will not send any failure notification to the MME. On the MME, there is no timer associated with this mobile originated SMS either.  Therefore, there is no way for the MME to know this originated SMS is not delivered.  In addition, the MME also thinks the association with the 3G-MSC for the UE is still associated and continues to pass the UE originated SMS to the 3G-MSC in the future.  This "unknown" situation can last up to a couple hours or longer without notices.  
Proposal A: 

For this situation, what is needed is for the MME to re-register the UE with VLR to recover the association status.   For this to happen, VLR needs to notify MME by sending a Release Request to MME to indicate that call is not successful due to SGs Association State being SGs-NULL (due to IMSI detached for non-EPS services).
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                                          Figure 2: SMS-MO When SGs Association Data Not Present onVLR
Scenario 2). SMS-MO When Subscriber Data is not confirmed by HSS on VLR:
If a MO-SMS comes in over the SGs interface with SGs Association Data present but no corresponding subscriber record (The indicator "Subscriber Data Confirmed by HSS" is "Not Confirmed"), the behavior is currently unspecified.

Proposal B.1: 

TS29.118 does specify that if this happens during location update, the VLR shall retrieve the info from HSS:
When a VLR receives an SGsAP-LOCATION-UPDATE-REQUEST message, the VLR shall check whether the IMSI is known. If the IMSI is not known, the VLR shall retrieve the MM context of the UE from the HSS. 

So one alternative is to do same thing as LUP handling above, and retrieve the info from HSS right away.  

Proposal B.2: 

A better alternative would be for VLR to send Release Request (as service cannot be verified) to MME to indicate that call is not successful due to unknown subscriber, and wait for next attach or combined tracking area update which will eventually trigger the IMSI info retrieval from HSS.  
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                                          Figure 3: SMS-MO When Subscriber Record Not Present on VLR
Scenario 3). SMS-MT When SGs Association Data Not Present on MME:
If a MO-SMS comes in over the SGs interface with no indication on establishment of  SGs Association (no SGs Association Data), the MSC will ignore the received message (do nothing) according to TS 29.118 Section 5.11.2.3. 
i)
 if there is no SGs association for the UE at the MME 


If the MME receives an SGsAP-DOWNLINK-UNITDATA message from the VLR for a UE for which there is no SGs association, then the MME shall ignore the received message.
That means the 3G MSC will not send any failure notification to the MME. On the MME, there is no timer associated with this mobile originated SMS either.  Therefore, there is no way for the MME to know this originated SMS is not delivered.  In addition, the MME also thinks the association with the 3G-MSC for the UE is still associated and continues to pass the UE originated SMS to the 3G-MSC in the future.  This "unknown" situation can last up to a couple hours or longer without notices.  
In this case, upon timeout, the SMS-MT requests will be retried (based on provisioning) and if still no response, send a Failure Report to the SMS service center and release the connection.  But without the NACK for failure to the VLR, VLR association state won't be updated and retries will mostly likely be through SGs interface again (and fail again).  With the association state update, MSC/VLR may be able to intelligent decision to retry using other interfaces (A/Iu/Gs) - until next non-eps attach which will reinstate the SGs associaton.  This should help improve call success rate during this abnormal scenario.

Proposal C: 

MME needs to notify VLR by sending a Release Request to MME to indicate that call is not successful due to SGs Association State being SGs-NULL (due to IMSI detached for EPS and non-EPS services).
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                                          Figure 4: SMS-MT When SGs Association Data Not Present onMME

Scenario 4). SMS-MT When Subscriber Data is not confirmed by HSS on MME:
If SMS-MT comes in over the SGs interface with SGs Association Data present but no corresponding subscriber record (The indicator "Subscriber Data Confirmed by HSS" is "Not Confirmed"), the behavior is currently unspecified.

Proposal D: 

When the same situation happens during Paging Procedure, 
The MME accepts SGsAP-PAGING-REQUEST messages in any state of the SGs association apart from SGs-NULL. When a MME receives a SGs-PAGING-REQUEST message from a VLR, the MME shall first check if the UE is known by the MME
If subscriber record can not be found (IMSI unknown), TS29.118 specifies handling based on whether "MME-Reset" restoration indicator at the MME is set.  If not set, SGsAP-PAGING-REJECT message to that VLR indicating in the SGs cause information element "IMSI unknown". Here for Downlink Unitdata Request, Similar way of notification is needed by letting MME to send Release Request to VLR to indicate that call is not successful due to unknown subscriber (with SGs cause information element "IMSI unknown"), and wait for next attach or combined tracking area update which will eventually trigger the IMSI info retrieval from HSS.  
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                                          Figure 5: SMS-MT When Subscriber Record Not Present on MME

3. Solutions
1). SGs Association Data Loss or Subscriber Record Loss on either VLR or MME side could result in failure during Uplink Unitdata Procedure or Downlink Unitdata Procedure.   It is proposed that NACK notification mechanism be used to report to sender that failure occurred, in addition to just drop the message.   The NACK notifications included the cases listed in Proposal A, B.2, C, D in Section 2.
2). Currently Release Procedure specified in TS 29.118 is only used by VLR for cleaning up call resources for normal call termination: 

When the VLR determines that there are no more NAS messages to be exchanged between the VLR and the UE, the VLR shall send the SGsAP-RELEASE-REQUEST message to the MME, including the IMSI of the UE for which there are no more NAS messages to be tunnelled.

NOTE:
For the SMS transport, the VLR can send the SGsAP-RELEASE-REQUEST message when the SMS transaction is complete (reception of a CP-ACK message for the MO case, sending of a CP-ACK message for the MT case), upon reception of a CP-ERROR message, abort of SMS transaction by upper layers, or upon some error cases such as TC1 expiry. 
This indication can be used by the MME to control the release of the NAS signalling connection with the UE indicated in the SGsAP-RELEASE-REQUEST message.
It is proposed that usage of Release Procedure be extended to cover failure notification and resource clean up for the abnormal call termination.

In addition, it is proposed that Release Procedure be made available for failure notification and resource clean up of the abnormal call from MME side. 

4. Conclusion
It is proposed to have a discussion on above proposals and make a conclusion.   CR C1-102349 has been drafted to extend the Release Procedure usage for Solution 2) in Section 3, and CR C1-102351 has been drafted to provide failure notification and recovery for NAS Tunnelling Procedure as specified in Solution 1) in Section 3.

