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UE behavior and Network behavior need clarification in case of authentication failure when the UE has emergency PDP context. 

1. Currently there is no special handling specified for emergency bearer services when the authentication fails at the UE and this could result in deactivation of emergency bearers. 

2. Special handling is specified when the procedure fails at the network however critical condition such as “upon completion of GMM or session management procedure” and action such as “deactivation of non-emergency PDP contexts”, “considering MS to be attached for emergency services only” are missing – Without these, . 

1. Summary of change includes the rationale for all the individual changes.

	
	

	Summary of change:
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	Summary of changes in Section 5.4.2.1

1. Typo – nework to network

Summary of changes in Section 5.4.2.2

1. PDN connection for emergency bearer services is being established includes the case “is attaching for emergency bearer services” – Note this includes both the scenarios when the normal attached UEs request for PDN connection for EM BS, when the emergency attached UEs request for emergency attach which includes the PDN connectivity procedure. Hence used this condition as applicable in all the conditions through out the CR.

2. The authentication could be performed either during the EMM specific procedure or PDN connectivity request procedure. Hence included that condition as well.

3. If the UE had non-emergency EPS bearer contexts when the authentication procedure is initiated by the network and the authentication procedure fails, the MME needs to wait for the procedure to complete and ensure that the emergency bearer contexts is established before it deactivates non-emergency EPS bearer contexts – Hence to be precise, included the condition “Upon completion of the procedure” – 

4. Also added the reference to deactivation procedure. Note the reason is this procedure refers to the point “upon deactivation of non-EM BS bearer contexts, UE considers itself to be attached for emregency bearer services only”. This is important as the UE needs to protect itself from a potentially fake or false network (since the authentication failed, UE can not be sure of network behavior) and can use this network only for emergency services not other services.

5. Also the Network can now consider the UE to be attached for EM BS only and need not allow non-emergency EPS contexts for UE that failed authentication..

Summary of changes in Section 4.7.7.5.1

1. Currently it includes reference to items c, d and e. Hence including the reference for additional UE requirements from here.

Summary of changes in Section 4.7.7.6

1. Synchronizing the note 1, 2 with 3.

2. As per the latest approved CR in SA3, network and UE can continue using the current security context if one is available upon failed authentication procedure when the UE has PDN connection for emergency services. Hence there are scenarios when the NAS Security mode command is not sent. If no context is available, MME sends NAS security mode command. As a result, network behavior and UE behavior have been updated in 24.301.

3. Network – Clarify that network either sends NAS sends NAS SMC with null algorithms or may abort the authentication procedure and continue using the current security context.
4. MS – Current text assumes that NAS SMC should be received by the MS before timer expiry otherwise it could consider the cell as barred. Reversed the condition to incorporate the scenario when NAS SMC is not sent by the network. One option is not to start the timer at the UE however this option does not address the case - UE sends authentication failure, does not start the timer and the false network does not de-activate the non-emergency EPS bearer context. Also the UE is unaware of network’s support for unauthenticated UE(s) hence if it does not start the timer, it will have to be guarded by the corresponding EMM or PDN connectivity procedure to recognize the failure eventually since the authentication reject message is also optional for the network to send.  

5. Hence proposing the option to have the UE start the timer as specified for all UE(s). UE with PDN connection for emergency services should do the following - Upon timer expiry, do not consider the cell as barred – instead continue to use the current security context, deactivate non-emergency EPS bearer contexts and consider itself to be attached for emergency bearer services only. 

6. If the authentication procedure is performed when the UE is requesting for a new PDN connection for emergency bearer services, this does not apply – In this case, the network gets time until expiry of T3418/T3420 to complete that without security. If the network succeeds to do so, then the call can go on. If no PDN connection for emergency bearer services has been established, then there is a risk that UE would up in a situation with out emergency bearer context hence it is not considering itself attached for EM BS only and may try to use other services with a potentially false network. 
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* * * First Change * * * 
5.4.2 Authentication procedure
5.4.2.1
General

The purpose of the EPS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network and to agree on a key KASME (see 3GPP TS 33.401 [19]). The cases when the EPS AKA procedure should be used are defined in 3GPP TS 33.401 [19].

The EPS AKA procedure is always initiated and controlled by the network. However, the UE can reject the EPS authentication challenge sent by the network.

The UE shall proceed with an EPS authentication challenge only if a USIM is present.

A partial native EPS security context is established in the UE and the network when an EPS authentication is successfully performed. During a successful EPS authentication procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute a new key, KASME. KASME is stored in the EPS security contexts (see 3GPP TS 33.401 [19]) of both the network and in the volatile memory of the ME while attached to the network, and is the root for the EPS integrity protection and ciphering key hierarchy.

* * * Second Change * * * 
5.4.2.5
Authentication not accepted by the network

If the authentication response returned by the UE is not valid, the network response depends upon the type of identity used by the UE in the initial NAS message, that is:

-
if the GUTI was used; or

-
if the IMSI was used.

If the GUTI was used, the network should initiate an identification procedure. If the IMSI given by the UE during the identification procedure differs from the IMSI the network had associated with the GUTI, the authentication should be restarted with the correct parameters. Otherwise, if the IMSI provided by the UE is the same as the IMSI stored in the network (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI was used for identification in the initial NAS message, or the network decides not to initiate the identification procedure after an unsuccessful authentication procedure, the network should send an AUTHENTICATION REJECT message to the UE.

Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed.

If A/Gb or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and the MM parameters update status, TMSI, LAI and ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the authentication and ciphering procedure is not accepted by the network.

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, T3417 or T3430 (if running) and enter state EMM-DEREGISTERED.
Depending on local requirements or operator preference for emergency bearer services, if the UE has a PDN connection for emergency bearer services established or the PDN connection for emergency bearer services is being established, the MME need not follow the procedures specified for the authentication failure in the present subclause. The MME may continue a current EMM specific procedure  or PDN connectivity request procedure and upon completion of the EMM or PDN connectivity request procedure, the MME shall deactivate all non-emergency EPS bearers, if any, by initiating an EPS bearer context deactivation procedure. The network shall consider the UE to be attached for emergency bearer services only.
* * * Third Change * * * 
5.4.2.6
Authentication not accepted by the UE

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [19]). This parameter contains three possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7, item c.

b)
Non-EPS authentication unacceptable:


If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #26 "non-EPS authentication unacceptable" (see subclause 6.1.1 in 3GPP TS 33.401 [19]). The UE shall then follow the procedure described in subclause 5.4.2.7, item d.

c)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [18]). The UE shall then follow the procedure described in subclause 5.4.2.7, item e.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3416, if running.
If the UE has a PDN connection for emergency bearer services established or is establishing such a PDN connection, additional UE requirements are specified in subclause 5.4.2.7, under "for items c, d, e".
* * * Fourth Change * * * 
5.4.2.7
Abnormal cases

a)
Lower layer failure:


Upon detection of lower layer failure before the AUTHENTICATION RESPONSE is received, the network shall abort the procedure.

b)
Expiry of timer T3460:


The network shall, on the first expiry of the timer T3460, retransmit the AUTHENTICATION REQUEST message and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the network shall abort the authentication procedure and any ongoing EMM specific procedure and release the NAS signalling connection.

c)
Authentication failure (EMM cause #20 "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #20 "MAC failure" according to subclause 5.4.2.6, to the network and start timer T3418 (see example in figure 5.4.2.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #20 "MAC failure", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #20 "MAC failure", the network may also terminate the authentication procedure (see subclause 5.4.2.5) by sending an AUTHENTICATION REJECT message.


If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal.


If the network is validated successfully (an AUTHENTICATION REQUEST that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3418 is running, and the MAC value cannot be resolved, the UE shall follow the procedure specified in this subclause, item c, starting again from the beginning, or if the message contains a UMTS authentication challenge, the UE shall follow the procedure specified in item d. If the SQN is invalid, the UE shall proceed as specified in item e.


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the UE) if any of the following occur:

-
after sending the AUTHENTICATION FAILURE message with the EMM cause #20 "MAC failure" the timer T3418 expires;

-
the UE detects any combination of the authentication failures: EMM causes #20 "MAC failure" and #21 "synch failure", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the UE, while the timer T3418 or T3420 started after the previous authentication failure is running.


When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e. authentication not accepted by the UE), the UE shall proceed as described in item f.
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Figure 5.4.2.7.1: Authentication failure procedure (EMM cause #20 "MAC failure" or 
#26 "non-EPS authentication unacceptable")

d)
Authentication failure (EMM cause #26 "non-EPS authentication unacceptable"):

The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #26 "non-EPS authentication unacceptable", to the network and start the timer T3418 (see example in figure 5.4.2.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #26 "non-EPS authentication unacceptable", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.
NOTE 2:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #26 "non-EPS authentication unacceptable", the network may also terminate the authentication procedure (see subclause 5.4.2.5) by sending an AUTHENTICATION REJECT message.


If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal. If the GUTI/IMSI mapping in the network was correct, the network terminates the authentication procedure (see subclause 5.4.2.5).
e)
Authentication failure (EMM cause #21 "synch failure"):


The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #21 "synch failure", to the network and start the timer T3420 (see example in figure 5.4.2.7.2). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the EMM cause #21 "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the MME to delete all unused authentication vectors for that IMSI and obtain new vectors from the HSS. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3420, if running.

NOTE 3:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with EMM cause #21 "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST is received which contains a valid SQN and MAC) while T3420 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST while T3420 is running, and the MAC value cannot be resolved, the UE shall follow the procedure specified in item c or if the message contains a UMTS authentication challenge, the UE shall proceed as specified in item d; if the SQN is invalid, the UE shall follow the procedure specified in this subclause, item e, starting again from the beginning.


The UE shall deem that the network has failed the authentication check and proceed as described in item f if any of the following occurs:

-
the timer T3420 expires;

-
the UE detects any combination of the authentication failures: EMM cause #20 "MAC failure", #21 "synch failure", or #26 "non-EPS authentication unacceptable", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only if the authentication challenges causing the second and third authentication failure are received by the UE while the timer T3418 or T3420 started after the previous authentication failure is running.
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Figure 5.4.2.7.2: Authentication failure procedure (EMM cause #21 "synch failure")

f)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 36.331 [22]). The UE shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

g)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the authentication procedure is triggered by a tracking area updating procedure)


The UE shall re-initiate the tracking area updating procedure.

h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


If the current TAI is not in the TAI list, the authentication procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.

i)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


It is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.
j)
Lower layers indication of non-delivered NAS PDU due to handover


If the AUTHENTICATION REQUEST message could not be delivered due to an intra MME handover and the target TA is included in the TAI list, then upon successful completion of the intra MME handover the MME shall retransmit the AUTHENTICATION REQUEST message. If a failure of handover procedure is reported by the lower layer and the S1 signalling connection exists, the MME shall retransmit the AUTHENTICATION REQUEST message.

For items c, d, and e:


Depending on local requirements or operator preference for emergency bearer services, if the UE has a PDN connection for emergency bearer services established or is attaching to the network for emergency bearer services, the MME need not follow the procedures specified for the authentication failure specified in the present subclause. The MME may respond to the AUTHENTICATION FAILURE message by initiating the security mode control procedure selecting the null integrity ciphering algorithms or may abort the authentication procedure and continue using the current security context. 


If a UE has a PDN connection for emergency bearer services established when timer T3418 or T3420 expires, or if the UE detects any combination of the authentication failures: EMM cause #20 "MAC failure", #21 "synch failure", or #26 "non-EPS authentication unacceptable", during three consecutive authentication challenges, the UE shall not deem that the network has failed the authentication check and not behave as described in item f. Instead the UE shall continue using the current security context, deactivate all non-emergency EPS bearer contexts, if any, by initiating a PDN disconnect request procedure and consider itself to be attached for emergency bearer services only.

* * * End Change * * * 
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