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* * * Beginning of Changes * * * *

4.3
Multiple PDN connectivity

This specification supports multiple PDN connectivity. The UE can setup multiple PDN connections with a given APN or multiple APNs using multiple DSMIPv6 sessions. There is one DSMIPv6 session per each PDN connection. 

The procedures described in clause 5 shall be interpreted as procedures which are executed for each PDN connection the UE established. This implies that:

-
For the initial attachment of a PDN connection, the UE shall perform a Home Agent address discovery (subclause 5.1.2.1), a security association establishment via IKEv2, including the EAP-AKA authentication and the IPv6 Home Network Prefix assignment (subclause 5.1.2.2), and the initial binding registration (subclause 5.1.2.4).

-
The handover procedure shall be performed for each PDN connection separately as described in subclause 5.2.2.

-
The re-registration procedure shall be performed for each PDN connection separately as described in subclause 5.3.2.

-
The detach procedure shall be performed for each PDN connection separately as described in subclause 5.4.2 or in subclause 5.4.3. 

* * * Next Change * * * *

Annex X
(Informational) Tunnel looping

When UE is associated to multiple PDN-GWs using DSMIPv6 signaling, it is possible for the UE to create a tunnel loop amongst the PDN-GWs by binding a home address located on a PDN-GW to another home address located on another PDN-GW.  

Once the UE successfully creates the tunnel loop amongst the PDN-GWs, PDN-GWs will unknowingly forward the same payload packets among each other, thus consuming the resources of the PDN-GWs.  For example, when a first PDN-GW receives a packet to UE (from a CN), the PDN-GW searches the binding cache to find the relevant forwarding address to the UE.  In this case, the first PDN-GW encapsulates the packet and forwards it to an IP address managed by the second PDN-GW.  Now, at second PDN-GW, it searches the respective binding entry to understand that it has to forward the packet to an IP address managed by the first PDN-GW.  This continuous forwarding results in the packet looping between the PDN-GWs until the packet is dropped due to expire lifetime.  If launched in full scale (e.g. multiple sets of home addresses), this might 'shut down' the PDN-GWs and affect the network.

Even tunnel looping is not specific to DSMIPv6 signaling, it is possible to minimize the impact of this issue in EPC network by employing a loop detection mechanism in PDN-GW.  However, the tunnel loop detection mechanism is an implementation specific option. Packet flooding and there exist current implementations to deal with the packet flooding issue. No standard solution is going to be specified in this specification. Any standard solution recommened by IETF can be applied. The followings are a few examples for implementation to solve the tunnel looping issue:

Alternative A: Tunnel Identifier

In order for a tunnel loop to be detected by the tunnel entry point, a tunnel identifier can be added to the outer IP header. Each tunnel entry point can monitor this tunnel identifier on received packets, and flag a "Loop Detected" error when packets with certain tunnel identifier values are received. 

Alternative B: Ping

In order to allow for loop detection, the PDN-GW can send a new mobility option (e.g. Loop Detection Request message) after the DSMIP tunnel is created. This new message will be sent to the CoA of the binding. Upon receiving this message, the UE can send a response message, either a new mobility option if supported by the DSMIPv6 client or a Binding Error message as specified in IETF RFC3775 [6], to the PDN-GW which indicates that there is no tunnel looping in the path.

If no response message is received after retries within a time period, a tunnel looping is detected. The PDN-GW could take corrective steps to release the looped tunnel. 

Alternative C: Centralized Server 

To stop the looping in the first place, a centralized server can be used to check if the CoA is assigned by another HA as HoA for another PDN-connection. If so, then the Binding Request can be rejected. This could prevent the formation of loop. For instance, the PDN-GW, after receiving Binding Update message, sends the CoA, HoA and HNP to the server. The server verifies if the CoA is within the IP range of a HNP which is allocated as HNP. If yes, the server sends an error message. Then the PDN-GW rejects the binding request. If not, the server stores the CoA/HNP mapping and replies with a success message. Then the PDN-GW accepts the binding and sends BA back to UE. 
* * * End of Changes * * * *
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