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	Reason for change:
(

	It is not to clear, and even incorrect, how the key handling is performed by the UE during the SRVCC handover procedure from Iu (HSPA). Particularly, how the security context for the CS domain is actually derived.
The current text in the sub-clause 4.3.2.10 on "Derivation of keys at SRVCC from S1 mode or Iu mode" states that the MS has to use the derived security key(s) (Kc’, or CKSRVCC & IKSRVCC) in order to further derive the rest of the necessary key(s) for the security context for CS domain.

However, in order to resolve the derivation of the remaining keys, there are references to sub-clauses 4.3.2.7 and 4.3.2.8, which leads to a number of problems. Firstly, note that these sub-clauses described the case of CS-domain to CS-domain handover rather than PS-domain to CS-domain handover due to SRVCC. Also, 4.3.2.7 indicates that it is actually the SIM/USIM which actually performs the derivation of security keys, when this is not true for SRVCC. The ME is the part of the UE which has to derive the necessary keys using the appropriate conversion functions (note that per TS 33.102 the "c3" function is to be used in the ME rather than the SIM/USIM). 
Regarding the case of SRVCC handover from Iu mode to Iu mode. Firstly, TS 24.008 also missed to describe the use of the START CS value in the. Secondly, the derivation of GSM ciphering key (Kc’) is not described. Since the derivation of the GSM ciphering key is not described, then the UMTS security context for the CS domain can contain old and no loger valid GSM ciphering key. This cannot be solved when subsequent inter-system change Iu -> A/Gb (CS domain) takes place, since TS 24.008 in section 4.3.2.7 mandates to take the GSM ciphering key stored in the USIM (which would not be the correct one).
Note that TS 24.008 relies on the fact that CK, IK and Kc always are past from the USIM to the ME regardless of RAT used.
Additionally, it is missing the case of assigning the ciphering key sequence number (GPRS CKSN or KSI) of the security context for the PS domain to the CKSN of the security context for the CS domain. This is currently unspecified and therefore wrong implementation can be created.
Finally, for the case of SRVCC handover from S1 mode, the current text mandates to apply and handle the STARTPS value. This is incorrect, since it should be the STARTCS value instead.

	
	

	Summary of change:
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	The specification is corrected for the key handling because of SRVCC handover.
Correction of wrong terminology on the GSM ciphering key.
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not approved:
	The derivation of the security context for CS domain because of SRVCC remains incorrect. Therefore, terminal implementations are allow to derive wrongly security parameters based on current references to sub-clause 4.3.2.7 and 4.3.2.8. Additionally, since the assignment of the value of the ciphering key sequence number is unspecified, the content of the security context for the CS domain might be wrong. This imply that there is a risk that the 3GPP system fails to provide any service to the end-user for the case of SRVCC handover from Iu mode.
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1st Change

4.3.2.10
Derivation of keys at SRVCC from S1 mode or Iu mode

At PS to CS domain change from S1 mode due to SRVCC handover (see 3GPP TS 23.216 [126]), when the MS receives the command to perform handover, the MS shall derive a UMTS security context for the CS domain from the current EPS security context.

The MS shall set the CKSN of the derived UMTS security context to the value of the eKSI of the EPS security context and derive security keys CKSRVCC and IKSRVCC as specified in 3GPP TS 33.401 [123]. The ME shall also derive the security key GSM ciphering key Kc from CKSRVCC and IKSRVCC using the conversion function "c3" as specified in 3GPP TS 33.102 [5a]. The MS shall apply these derived security keys, handle the STARTCS value as specified in 3GPP TS 25.331 [23c] and replace an already established UMTS security context for the CS domain, if any, including the STARTCS value, in the USIM, when the SRVCC handover from S1 mode has been completed successfully.

NOTE:
Because of deriving a new UMTS security context for the CS domain, a new GSM ciphering key needs also to be derived from the new derived UMTS security keys for the CS domain (i.e. CKSRVCC and IKSRVCC). Note that the new GSM ciphering key is also part of the new UMTS security context for the CS domain as well, as any old GSM ciphering key stored in the USIM and in the ME, belongs to an old UMTS security context for the CS domain and can no longer be used.
The network shall replace an already established UMTS security context for the CS domain, if any, when the SRVCC handover from S1 mode has been completed successfully.

At PS to CS domain change from Iu mode due to SRVCC handover, when the MS receives the command to perform handover,

-
if the inter-system change is to Iu mode, the MS shall proceed as described in subclause 4.3.2.11; or
-
if the inter-system change is to A/Gb mode, the MS shall proceed as described in subclause 4.3.2.12.
The network shall replace an already established GSM or UMTS security context for the CS domain, if any, when the SRVCC handover from Iu mode has been completed successfully.

Next Change

4.3.2.11
Handling of keys at SRVCC handover from Iu mode to Iu mode

At SRVCC handover from Iu mode to Iu mode, ciphering and integrity may be started (see 3GPP TS 25.331 [23c]) without any new authentication procedure. Deduction of the appropriate security keys for ciphering and integrity check in Iu mode, depends on the current GSM/UMTS security context for the PS domain stored in the MS and the network.

The ME shall handle the UMTS ciphering key and the UMTS integrity key according to table 4.3.2.11.1.

Table 4.3.2.11.1/3GPP TS 24.008: SRVCC handover from Iu mode to Iu mode
	Security context for the PS domain established in MS and network in Iu mode


	At inter-system change to Iu mode:

	GSM security context


	An ME shall derive the GSM ciphering key (Kc’) from the stored GPRS GSM ciphering key, which was provided by the SIM/USIM during the latest successful authentication, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) using the key derivation function specified in 3GPP TS 33.102 [5a]. The ME shall use the derived GSM ciphering key (Kc’) to derive the UMTS security keys UMTS ciphering key (CKSRVCC) and UMTS integrity key (IKSRVCC). The conversion functions named "c4" and "c5" in 3GPP TS 33.102 [5a] are used for this purpose. The MS shall set the CKSN of the derived GSM security context for the CS domain to the value of the GPRS CKSN of the GSM security context for PS domain. Furtherrmore, the ME shall apply the newly derived UMTS security keys and replace an already established GSM security context for the CS domain, if any, in the SIM/USIM, when the SRVCC handover from Iu mode has been completed successfully. Furthermore, the MS shall handle the STARTCS value as specified in 3GPP TS 25.331 [23c]).


	UMTS security context


	An ME shall derive the UMTS security keys UMTS ciphering key (CKSRVCC) and UMTS integrity key (IKSRVCC) from the GPRS UMTS ciphering key and the GPRS UMTS integrity key, which were received from the UMTS security context for the PS domain residing in the USIM, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) as specified in 3GPP TS 33.102 [5a]. The ME shall use the derived UMTS security keys to derive the GMS ciphering key (Kc’) using the "c3" conversion function as specified in 3GPP TS 33.102 [5a]. The MS shall set the CKSN of the derived UMTS security context for the CS domain to the value of the KSI of the UMTS security context for PS domain. Furthermore, the ME shall apply the derived UMTS security keys and replace an already established UMTS security context for the CS domain, if any, in the USIM, when the SRVCC handover from Iu mode has been completed successfully. Furthermore, the MS shall handle the STARTCS value as specified in 3GPP TS 25.331 [23c]).


NOTE 1:
For the case of an established UMTS security context for the PS domain, because of deriving a new UMTS security context for the CS domain, a new GSM ciphering key needs to be derived from the new derived UMTS security keys (i.e. CKSRVCC and IKSRVCC). Note that the new GSM ciphering key is also part of the new UMTS security context for the CS domain, and therefore any old GSM ciphering key stored in the USIM and in the ME belongs to an old UMTS security context for the CS domain and can no longer be taken into use.
4.3.2.12
Handling of keys at SRVCC handover from Iu mode to A/Gb mode

At inter-system change from Iu mode to A/Gb mode, ciphering may be started (see 3GPP TS 44.018 [84]) without any new authentication procedure. Deduction of the appropriate security key for ciphering in A/Gb mode, depends on the current GSM/UMTS security context for the PS domain stored in the MS and the network.

The ME shall handle the GSM ciphering key according to table 4.3.2.12.1.

Table 4.3.2.12.1/3GPP TS 24.008: SRVCC handover from Iu mode to A/Gb mode

	Security context for the PS domain established in MS and network in Iu mode 


	At inter-system change to A/Gb mode:

	GSM security context


	An ME shall derive the GSM ciphering key (Kc’) from the stored GPRS GSM ciphering key, which was provided by the SIM/USIM during the latest successful authentication, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) using the key derivation function specified in 3GPP TS 33.102 [5a]. The MS shall set the CKSN of the derived GSM security context for the CS domain to the value of the GPRS CKSN of the GSM security context for PS domain. Furtherrmore, the ME shall apply the newly derived GSM ciphering key and replace an already established GSM security context for the CS domain, if any, in the SIM/USIM when the SRVCC handover from Iu mode has been completed successfully.

	UMTS security context


	An ME shall derive the UMTS security keys UMTS ciphering key (CKSRVCC) and UMTS integrity key (IKSRVCC) from the GPRS UMTS ciphering key and GPRS UMTS integrity key, which were received from the UMTS security context for the PS domain residing in the USIM, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) as specified in 3GPP TS 33.102 [5a]. The ME shall use the derived UMTS security keys to derive the GMS ciphering key (Kc’) using the "c3" conversion function as specified in 3GPP TS 33.102 [5a]. the MS shall set the CKSN of the derived UMTS security context for the CS domain to the value of the KSI of the UMTS security context for PS domain. Furthermore, the ME shall apply the derived GSM ciphering key and replace an already established UMTS security context for the CS domain, if any, in the USIM, when the SRVCC handover from Iu mode has been completed successfully.
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