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* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

e2ae security
End-to-access-edge security 

e2e security
End-to-end security 

IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network
NA(P)T
Network Address and optional Port Translation
NAPT
Network Address Port Translation
NAT
Network Address Translation

NA(P)T-PT
NAT Address (and optional Port-) Translation and Protocol Translation
P-CSCF
Proxy-CSCF
* * * Next Change * * * *

5.10
Media Inactivity Detection

The IMS-ALG and the IMS-AGW may support the detection of inactive media flows.

The IMS-ALG may require an IMS-AGW that supports media inactivity detection to detect if a media flow is inactive.

NOTE:
The decision to apply or not media inactivity is general for all sessions with the same media characteristics (i.e. not user specific). It is for further study under which conditions inactivity media detection may be requested. 

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the IMS-AGW that detection of an inactive media flow is required and may additional specify inactivity detection time and inactivity detection direction. 

The IMS-AGW shall determine a media flow on termination to be inactive if there is no media sent and/or received within the inactivity detection time period.

On being informed of the inactive media, the IMS-ALG shall initiate any appropriate corrective action.
5.x
IMS Media Plane Security
5.x.1
General
The IMS-ALG and the IMS-AGW may support IMS media plane security as specified in 3GPP TS 33.328 [xx]. They may support end-to-access edge security, or end-to-end security, or both. If supported the IMS-ALG and the IMS-AGW shall use the procedures in the following two subclauses.

NOTE:
For the support of end-to-end security, the presence of an IMS-ALG is not required. 
5.x.2
End-to-access-edge Security
5.x.2.1
End-to-access-edge security using SDES
Procedures for the IMS-ALG to determine if end-to-access edge security is applicable to a session and to exchange cryptography related SDP parameters with the served UE during the SIP session setup are specified in 3GPP TS 33.328 [xx] and 3GPP TS 24.229[x1]. 
For media lines that can be subject to e2ae security, the IMS-ALG will receive "RTP/AVP" or "RTP/AVPF" as transport protocol in SDP from the core network. When the IMS-ALG determines that e2ae security is applicable, it will indicate "RTP/SAVP" (see IETF RFC 3711 [z1]) or "RTP/SAVPF" (see IETF RFC 5124 [z2]), respectively, as transport protocol in the corresponding SDP media lines send towards the served UE. When e2ae security is applied, the IMS-ALG will also receive "RTP/SAVP" or "RTP/SAVPF" in SDP from the served UE. The IMS-ALG will then indicate "RTP/AVP" or "RTP/AVPF" respectively, as transport protocol in the corresponding SDP media lines send towards the core network. When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources for media to which e2ae security is applicable, the IMS ALG shall configure "RTP/SAVP" or "RTP/SAVPF" as transport protocol at the access side termination. The IMS ALG shall configure "RTP/AVP" or "RTP/AVPF" as transport protocol at the core network side termination for media where e2ae security is applicable.

When the IMS-ALG determines that e2ae security is applicable, it will generate appropriate cryptographic context parameters, in particular key(s), and will transfer them to the served UE within SDES SDP "crypto" attribute(s) according to IETF RFC 4568 [yy]. The IMS-ALG will also receive cryptographic context parameters, in particular key(s), from the served UE within SDES SDP "crypto" attribute(s). When the IMS-ALG requests the IMS-AGW to reserve or configure transport addresses/resources for media to which e2ae security is applicable, the IMS-ALG shall  provide cryptography related parameters as SDES SDP "crypto" attributes applicable at the access side termination. 
On the originating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute" the SDES crypto attribute it selected from the ones received from the IMS UE in the SDP Offer . The IMS-ALG shall provide as "Local cryptographic SDES attribute"  the SDES crypto attribute the IMS-ALG generated and inserted in the SDP Answer sent to IMS UE.
On the terminating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute" the SDES crypto attribute received from the IMS UE in the SDP Answer. The IMS-ALG shall provide as "Local cryptographic SDES attribute" the SDES crypto attribute selected by the UE from the ones the IMS-ALG generated and inserted in the SDP Offer sent to UE.  If the IMS-ALG offers only one SDES crypto attribute to the UE, the IMS-ALG may provide this attribute as "Local cryptographic SDES attribute" within the Reserve AGW Connection Point Procedure before receiving the SDP answer from the UE.
In the present release, a modification of an established e2ae crypto session is not supported. Thus, the IMS-ALG shall not modify any previously provided "Local cryptographic SDES attribute" or "Remote cryptographic SDES attribute".
The IMS Access GW shall, upon reception of an SDES crypto attribute, establish an SRTP security context (as described in RFC 4568 [yy] and RFC 3711 [z1]) and be prepared to convert RTP packets to SRTP packets and vice versa, using the corresponding SRTP security contexts.

5.x.3
End-to-end Security

For the support of e2e-security, IMS-ALG and IMS-AGW shall support "RTP/SAVP" (see IETF RFC 3711 [z1]) and/or "RTP/SAVPF" (see IETF RFC 5124 [z2]) as transport protocol. 

If the IMS-ALG receives SDP containing media lines with  "RTP/SAVP" (see IETF RFC 3711 [z1]) or "RTP/SAVPF" (see IETF RFC 5124 [z2]) as transport protocol, the IMS-ALG shall:

· forward the SDP with unmodified transport protocol for those media lines;

· configure the IMS-AGW to pass media transparently.  
NOTE:
The transport protocol that the IMS-ALG provides to the IMS-AGW is FFS.
If the IMS-ALG receives SDP containing SDES SDP attribute(s) according to IETF RFC 4568 [yy] , and does not apply e2ae security, it shall forward the SDP with unmodified SDES SDP attribute(s), but shall not provide the SDES SDP attribute(s) to the IMS-AGW.  
* * * Next Change * * * *

6.2.9
Handling of RTCP streams
This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to allocate or not allocate RTCP resources, and if RTCP is requested, optionally specifying the remote RTCP port and address, and bandwidth allocation for RTCP. 
6.2.x
IMS end-to-access-edge Media Plane Security

This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to provide IMS media plane security in accordance with 3GPP TS 33.328 [xx]. 

The IMS-ALG shall provide the following media plane security related parameters to the IMS-AGW:
· The SDES crypto attributes  
* * * Next Change * * * *

8
Messages/Procedures and Contents

8.1
General

This clause describes logical signalling procedures between the IMS-ALG and IMS-AGW. The procedures within this clause are intended to be implemented using the standard H.248 procedure as defined in ITU recommendation H.248.1 [9] with appropriate parameter combinations.

8.2
Reserve and Configure AGW Connection Point 

This procedure is used to reserve multimedia-processing resources for the Iq interface connection.   
Table 8.2.1: Procedures between IMS-ALG and IMS-AGW: Reserve and Configure AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Reserve and Configure AGW Connection Point
	IMS-ALG
	Context/Context Request
	M
	This information element indicates the existing context or requests a new context for the bearer termination.

	
	
	Bearer Termination Request
	M
	This information element indicates the existing bearer termination or requests a new bearer termination for the bearer to be established.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	ReserveValue
	O
	This information element indicates if multiple local resources are to be reserved

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address Request
	M
	This information element requests an IP address and port number(s) on the IMS-AGW that the remote end can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	M
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Notify termination heartbeat
	M
	This information element requests termination heartbeat indications. This information element shall be included when requesting a new bearer termination. Otherwise the information element is optional.

	
	
	Notify Released Bearer
	O
	This information element requests a notification of a released bearer.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination.

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Traffic Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate  for a media stream. (NOTE 2).. 

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination shall be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 3). It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 3). It indicates the SDES remote cryptographic parameters such as key(s)

	Reserve and Configure AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	M
	This information element indicates the IP address and port number(s) the IMS-AGW shall receive user plane data from IMS.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES remote cryptographic parameters such as key(s)

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.
NOTE 3: 
This IE may only be present for access network terminations.


8.3
Reserve AGW Connection Point Procedure

This procedure is used to reserve local connection addresses and local resources in IMS-AGW. 
Table 8.3.1: Procedures between IMS-ALG and IMS-AGW: Reserve AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Reserve AGW Connection Point
	IMS-ALG
	Context /Context Request
	M
	This information element indicates the existing context or requests a new context for the bearer termination.

	
	
	Bearer Termination Request
	M
	This information element requests a new bearer termination

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	ReserveValue
	O
	This information element indicates if multiple local resources are to be reserved.

	
	
	Local Connection Address Request
	M
	This information element requests an IP address and port number(s) on the IMS-AGW that the remote end can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Notify termination heartbeat
	M
	This information element requests termination heartbeat indications.

	
	
	Notify Released Bearer
	O
	This information element requests a notification of a released bearer.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination.

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate for a media stream. (NOTE 2).

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination should be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 3). It indicates the SDES local cryptographic parameters such as key(s).

	Reserve AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	M
	This information element indicates the IP address and port number(s) the IMS-AGW shall receive user plane data from IMS.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.
NOTE 3: 
This IE may only be present for access network terminations, and only if the IMS-ALG includes only one SDES crypto attribute in the SDP sent towards the served UE.


8.4
Configure AGW Connection Point Procedure

This procedure is used to select or modify multimedia-processing resources for the Iq interface connection.   
Table 8.4.1: Procedures between IMS-ALG and IMS-AGW: Configure AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Configure AGW Connection Point
	IMS-ALG
	Context 
	M
	This information element indicates the context for the bearer termination.

	
	
	Bearer Termination
	M
	This information element indicates the existing bearer termination.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	O
	This information element indicates the IP address and port number(s) on the IMS-AGW that the IMS user can send user plane data to.

For terminations supporting video any combination of video, audio and messaging may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination. (NOTE 3)

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate for a media stream. (NOTE 2). 

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination should be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 4). It indicates the SDES local cryptographic parameters such as key(s).

	
	
	Remote cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 4). It indicates the SDES remote cryptographic parameters such as key(s).

	Configure AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	O
	This information element indicates the IP address and port number(s) on the IMS-AGW that the IMS user can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES remote cryptographic parameters such as key(s)

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.

NOTE 3:   Additional streams may be added by the Configure AGW Connection Point procedure. The additional streams shall then carry the same IP Realm Identifier as the very first Stream.
NOTE 4: 
This IE may only be present for access network terminations. 


* * * End of Changes * * * *
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