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	Regarding an SMC procedure using NULL algos performed during a TAU (s5.4.3.2), the following issues currently exist:
Issue 1:

From the aforementioned section, an SMC with NULL algos can be received during a TAU procedure. Typically, the UE would move from an unrestricted area to a restricted area where unauthenticated calls are allowed.
In the SMC during attach case, DL NAS COUNT is reset.
It is proposed to adopt the same behaviour as for SMC during TAU.

Issue 2: IRAT change in idle mode
“Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall indicate the use of the new mapped EPS security context to the UE […].”

However, in the case when the UE moves to a restricted area and the MME can not retrieve any mapped EPS security context, the MME would not be able to accept unauthenticated UE since the statement does not cover the case when NULL algos are included.
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* * * 1st change * * * *
5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).

The MME shall onlyreset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:

-
to take into use the EPS security context created after a successful execution of the EPS authentication procedure;

-
upon receipt of TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME wishes to create a mapped EPS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message);
-
during an attach procedure for emergency bearer services for an unauthenticated UE; or

-
during a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services and the network does not authenticate the UE.

The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K'ASME indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".

When the security mode control procedure is initiated during an attach procedure for emergency bearer services, or a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services, and no EPS security context is available, the MME and the UE shall independently create a locally generated KASME. The process for creation of the locally generated KASME by the MME and the UE is implementation dependent. In the SECURITY MODE COMMAND message, the MME shall set the KSI value in the NAS key set identifier IE to "000" and the MME shall set EIA0 and EEA0 as the selected NAS security algorithms.

Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall indicate either:

-
the use of the new mapped EPS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system; or

-
the use of the KSI value "000" in the NAS key set identifier IE if the MME sets EIA0 and EEA0 as the selected NAS security algorithms.
While having a current mapped EPS security context with the UE, if the MME wants to take the native EPS security context into use, the MME shall include the eKSI that indicates the native EPS security context in the SECURITY MODE COMMAND message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed nonceUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI).

The MME shall include both the nonceMME and the nonceUE when creating a mapped EPS security context during inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode.

The MME may initiate a SECURITY MODE COMMAND in order to change the NAS security algorithms for a current EPS security context already in use. The MME re-derives the NAS keys from KASME with the new NAS algorithm identities as input and provides the new NAS algorithm identities within the SECURITY MODE COMMAND message.
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
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Figure 5.4.3.2.1: Security mode control procedure
* * * 2nd change (TAU)* * * *
5.5.3.2.3
EMM common procedure initiation

The network may initiate EMM common procedures, e.g. the EMM authentication and security mode control procedures.
The MME may be configured to skip the authentication procedure even if no EPS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.3, during a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services.
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